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Cyber Security Primer
Network outages, hacking, computer viruses, and similar incidents affect our lives in
ways that range from inconvenient to life-threatening. As the number of mobile users,
digital applications, and data networks increase, so do the opportunities for
exploitation.
Cyber security, also referred to as information technology security, focuses on protecting
computers, networks, programs, and data from unintended or unauthorized access,
change, or destruction.
Government agencies, the military, corporations, financial institutions, hospitals, and
other groups collect, process, and store a great deal of confidential information on
computers and transmit that data across networks to other computers. With the
growing volume and sophistication of cyber attacks, ongoing attention is required to
protect sensitive business and personal information, as well as safeguard national
security.

Cyber Security Glossary of Terms
Cyber security terminology from the Department of Homeland Security.
Access - The ability and means to communicate with or otherwise interact with a system,
to use system resources to handle information, to gain knowledge of the information the
system contains, or to control system components and functions.
Active Attack - An actual assault perpetrated by an intentional threat source that
attempts to alter a system, its resources, its data, or its operations.
Blacklist - A list of entities that are blocked or denied privileges or access.
Bot - A computer connected to the Internet that has been surreptitiously/secretly
compromised with malicious logic to perform activities under the remote command and
control of a remote administrator.
Cloud Computing - A model for enabling on-demand network access to a shared pool of
configurable computing capabilities or resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.
Critical Infrastructure - The systems and assets, whether physical or virtual, so vital to
society that the incapacity or destruction of such may have a debilitating impact on the
security, economy, public health or safety, environment, or any combination of these
matters.
Cryptography - The use of mathematical techniques to provide security services, such
as confidentiality, data integrity, entity authentication, and data origin authentication.
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Cyber Space - The interdependent network of information technology infrastructures
that includes the Internet, telecommunications networks, computer systems, and
embedded processors and controllers.
Data Breach - The unauthorized movement or disclosure of sensitive information to a
party, usually outside the organization, that is not authorized to have or see the
information.
Digital Forensics - The processes and specialized techniques for gathering, retaining,
and analyzing system-related data (digital evidence) for investigative purposes.
Enterprise Risk Management - A comprehensive approach to risk management that
engages people, processes, and systems across an organization to improve the quality of
decision making for managing risks that may hinder an organization's ability to achieve
its objectives.
Information Assurance - The measures that protect and defend information and
information systems by ensuring their availability, integrity, and confidentiality.
Intrusion Detection - The process and methods for analyzing information from
networks and information systems to determine if a security breach or security violation
has occurred.
Key - The numerical value used to control cryptographic operations, such as decryption,
encryption, signature generation, or signature verification.
Malware - Software that compromises the operation of a system by performing an
unauthorized function or process.
Passive Attack - An actual assault perpetrated by an intentional threat source that
attempts to learn or make use of information from a system but does not attempt to
alter the system, its resources, its data, or its operations.
Penetration Testing - An evaluation methodology whereby assessors search for
vulnerabilities and attempt to circumvent the security features of a network and/or
information system.
Phishing - A digital form of social engineering to deceive individuals into providing
sensitive information.
Root - A set of software tools with administrator-level access privileges installed on an
information system and designed to hide the presence of the tools, maintain the access
privileges, and conceal the activities conducted by the tools.
Software Assurance - The level of confidence that software is free from vulnerabilities,
either intentionally designed into the software or accidentally inserted at any time
during its lifecycle, and that the software functions in the intended manner.
Virus - A computer program that can replicate itself, infect a computer without
permission or knowledge of the user, and then spread or propagate to another
computer.
Whitelist - A list of entities that are considered trustworthy and are granted access or
privileges.
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Law Firm Cyber Security Practices
Data breaches within law firms are rarely reported in mainstream news outlets, and
those law firms affected by data breaches usually prefer not to publicize the breaches.
This general underreporting of data breaches within the profession has led many
lawyers to greatly underestimate their own data security risks. As a result of this
misplaced sense of security, many law firms have failed to take necessary steps to
improve their data security. This is one situation where “no news” is not necessarily
“good news.”
Law firms suffer data breaches not only from hacker intrusions, but also from many
other sources and causes. Those law firms that choose to ignore this risk do so at their
peril. Implementing adequate data security is not only a sound business practice, but
also a legal and ethical duty for lawyers. Fortunately, law firms may avoid the vast
majority of breaches by implementing data security measures that are neither unduly
expensive nor obtrusive.

The Growing Data Security and Privacy Threat for Law Firms
Law firms hold vast collections of sensitive client documents – data of significant value
to hackers. Ample cause for concern arises as security experts working with law firms
report that law firm hacking is pervasive.
In most of these cases, the law firms either had failed to discover the breach on their
own, or had discovered the breach several months after its occurrence. Indeed, security
experts commonly note that there are two types of law firms: those that know they have
been hacked, and those that don’t yet know it!
Beyond the risk of a hacking incident, law firms are vulnerable to data breaches from
within the law firm. According to CNA claim data, a lost or stolen laptop or device is the
most frequent cause of a data breach claim.
The growth of smartphones, tablets and other devices in the legal profession has notably
amplified the security risks for law firms. Many law firms now have “Bring Your Own
Device” (BYOD) policies that enable lawyers to access their law firms’ networks and
download client data onto their devices. Currently, most law firms do not require any
security on outside devices, such as mandatory password protection, encryption, or
remote wiping capability.
As a result, not only is data on the device vulnerable to a potential breach if the device is
lost or stolen, but the firm’s network itself may be exposed to harmful malware and
viruses present on the device.
Rogue employees represent another vulnerability regarding law firm data. Although this
situation may be rare, there have been examples of lawyers or other law firm staff
misappropriating or misusing confidential client data.
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In a recent case, a law firm brought litigation against a former partner of the firm who
had downloaded Dropbox software onto the firm’s network in order to continue
accessing client files through the cloud provider after his departure.
Firms should, therefore, consider adopting security mechanisms such as data loss
protection (“DLP”) systems, also known as data leak prevention systems, to help detect
and prevent the potential unauthorized transmittal of confidential information by
employees. DLP systems ensure that end users do not send sensitive or critical
information outside the corporate network. Such systems classify and protect
confidential and critical information so that unauthorized end users cannot accidentally
or maliciously share data whose disclosure could place the organization at risk. For
example, if an employee tried to upload a corporate file to a consumer cloud storage
service such as Dropbox, the employee would be denied permission.

Costs of a Data Breach
As of 2013, the average cost of a data breach in the United States was $5.4 million,
including crisis management services, forensic investigations, legal counsel, breach
notification expenses and credit monitoring for individuals whose data has been
breached.
Thus, the future survival of a law firm following a data breach may depend upon
whether or not the firm has sufficient financial resources to overcome such a crisis. The
reputational impact of a data breach on a law firm also represents a matter of critical
importance to a law firm. The firm’s reputation is arguably its most important and
valuable asset. A data breach thus raises questions and concerns as to the adequacy of
its data security protocols and can lead to the loss of client business. From an enterprise
risk management perspective, law firms have much at stake concerning data security
and every incentive to make data security a top priority.
Source of the Lawyers’ Duty to Protect Client Data
Data security is not simply a smart risk management step for law firms, though. Specific
legal and ethical obligations also require law firms to provide data security for their
information and that of their clients. Various federal laws impose affirmative obligations
on law firms to protect certain categories of information in their possession, such as the
Health Insurance Portability and Accountability Act of 1996 (HIPAA), the Fair and
Accurate Credit Transactions Act of 2003 (FACTA), the Gramm-Leach-Bliley Act
(GLBA), and others. Numerous states have also imposed affirmative obligations on
businesses, including law firms, to protect personally identifying information (PII) in
their possession, including Social Security numbers, drivers’ licenses, account numbers
and health information.
In addition, law firms increasingly are subject to various notification obligations under
state law, in the event of a breach. As of 2014, at least 47 states had enacted legislation
requiring any private or governmental entities to notify individuals of security breaches
of information involving PII. Failure to comply with the aforementioned state and
federal laws can result in enforcement actions, civil suits, or civil monetary penalties.
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Unlike most other industries, lawyers also have ethical obligations to maintain data
security. These ethical duties arise primarily under Rules 1.1 and 1.6 of the ABA Model
Rules of Professional Conduct.
A violation of these ethical rules can give rise to a disciplinary action or a malpractice
lawsuit against a lawyer and/or a law firm. For example, ABA Model Rule 1.6,
subsection (a) provides that:
“[A] Lawyer shall not reveal information relating to the representation of a client unless
the client gives informed consent, the disclosure is impliedly authorized to carry out the
representation, or it falls within one of the exceptions under subsection (b).”Most states
have adopted ABA Model Rule 1.6(a) or similar wording. Moreover, recent revisions to
ABA Model Rule of Professional Conduct 1.6 added the following additional affirmative
obligation for lawyers:
“(c) A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to, information relating to the representation of a
client.”
A number of states have since adopted this new language into their rules of professional
conduct.
Therefore, under this new ethical obligation, lawyers may now be required to make
“reasonable efforts” to prevent the disclosure or access of client information. What
efforts are considered reasonable? While there is no simple answer to this question, the
comments to ABA Model Rule 1.6 state that various factors will be considered in
determining the reasonableness of the lawyer’s efforts, including the sensitivity of the
information, the likelihood of disclosure if additional safeguards are not employed, the
cost of employing additional safeguards, the difficulty of implementing the safeguards,
and the extent to which the safeguards adversely affect the lawyer’s ability to represent
clients.
Furthermore, under Rule 1.1 of the ABA Model Rules of Professional Conduct, lawyers
are required to provide a competent representation to a client. Comment 8 to this Rule
requires lawyers to “keep abreast of changes in the law and its practice, including the
benefits and risks associated with relevant technology” in order to provide a competent
representation. A number of states have now adopted this or similar language as well.
So, lawyers also may be obligated to become and remain conversant with relevant
technology in order to meet their ethical duties to clients, including their duty of
confidentiality.
Apart from the legal and ethical requirements, strong business incentives abide
regarding the maintenance of data security as well. Law firms are now frequently facing
security audits from clients, especially from corporate clients in the financial services
and healthcare industries. In a recent survey, 54% of mid-sized and large law firms
responded that their risk and security practices had been audited by a client.
Thus, the quality of a law firm’s data security can become a competitive advantage – or
disadvantage – relative to revenue and profitability.

Opportunities to Advance Law Firm Security
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Most firms already employ the most common data security tools such as spam filters,
anti-spyware, software-based firewalls, as well as virus scanning on both PCs and in
email.
These are indeed essential risk management tools, but law firms should not assume that
installing these security features results in comprehensive protection. They should
remain vigilant regarding other significant vulnerabilties that exist, and take the
necessary steps to close these security gaps.

1. Encrypt, encrypt, encrypt
According to a 2013 American Bar Association survey, all forms of encryption, including
file encryption, e-mail encryption and full-disk encryption, are the security features used
least often by law firms.
This data is surprising as encryption represents a relatively simple and effective risk
management tool. As discussed above, lost or stolen laptops and devices are a top cause
of law firm data breaches. The use of full disk encryption on laptops and other devices
can help mitigate this risk. If a computer or device is encrypted, even if the laptop or
device is lost or stolen, the information will not be accessible.

2. Use Caution in the Cloud
Reportedly, the cloud is now used by 64% of lawyers in their practices.
Working in the cloud has many potential advantages for law firms, including cost
savings, scalability, increased mobility, and a host of other benefits. However, cloud
technology has its own inherent exposures if one is not careful. When a lawyer stores
firm and client information in the cloud, that information is essentially stored off site,
possibly in another country, where it may be subject to international search and seizure
laws.
Most bar associations that have published opinions on the ethics of cloud computing
have found that working in the cloud is ethical if appropriate precautions are taken.
At a minimum, lawyers must use due diligence in selecting a cloud provider by asking
the right questions. Does the cloud provider employ adequate security to protect the
data? Will the data be stored internationally? If so, will it be subject to search and
seizure? Lawyers also should know what data they are placing in the cloud and whether
that data is subject to state or federal privacy laws. Have the clients provided their
written consent to place information in the cloud? Will the information in the cloud be
ncrypted?
Law firms should use only a cloud provider that can provide reasonable assurance that
the data will be protected. For more information, see CNA’s article, “Caution in the
Cumulus: Lawyers’ Professional & Ethical Risks and Obligations Using the “Cloud” in
Their Practice.”

3. Beware of BYOD
While advantageous for many reasons, Bring Your Own Device (BYOD) policies are
risky if appropriate security measures are not taken. Firms should have a specific BYOD
policy in place regulating how those devices are to be used, and giving the law firm
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ultimate control over the devices. Company data on the devices should be both
encrypted and password protected. Law firms also should install software that can
remotely “wipe” the employee’s device if the firm employee leaves the company.
Law firms also may consider installing a remote location-tracking “app” on the device if
the device does not already have such software installed. If the device is misplaced, the
app may be able to help locate it and prevent a data breach from occurring.

4. Vet Your Vendors
Approximately 40% of law firms currently outsource some non-lawyer functions.
Lawyers frequently outsource work such as e-discovery, legal research, copying, IT and
other non-legal services to third party vendors. Interestingly, the legal outsourcing
industry is growing at a pace of 28% a year or more.
As recent data breaches have demonstrated, third party vendors are becoming a
vulnerable point of attack at which hackers can strike. For example, in March 2014, the
W-2 information, as well as other information of 441 current and former employees of a
large international law firm had been breached when a vendor’s database was accessed
through acquisition of a client’s login credentials. The law firm notified the Maryland
Attorney General of this breach.
Lawyers have specific ethical duties under ABA Model Rules of Professional Conduct 5.1
and 5.3 to ensure that their vendors’ conduct is compatible with professional
obligations, including the duty of confidentiality under Rule 1.6. According to ABA
Formal Opinion 08-451, an outsourcing lawyer must “act competently to safeguard
information relating to client representation against inadvertent or unauthorized
disclosure” by the individuals to whom the lawyer has outsourced the work. Therefore,
law firms must assess whether their vendors are storing, transporting or analyzing
confidential data.
If so, contracts should address the various relevant security issues, including ensuring
that the information is properly stored and secured to prevent unauthorized access. For
example, the law firm should confirm that vendors employ password protection,
encryption and antivirus software. Written confidentiality agreements are also advisable
in outsourcing relationships. Finally, law firms should carefully and thoroughly review
the vendor’s contract for indemnification clauses, limitations on liability and guidance
as to the party who will be expected to pay in the event of a data breach.

5. Staff Training is Key
The importance of employee training cannot be overemphasized. Educating staff on
confidentiality issues and avoiding a data breach can serve to reduce the risk of a data
breach in your firm. Law firm employees should understand the importance of
protecting law firm data and their critical role in maintaining its security. They also
should receive instruction on the policies and practices the law firm expects them to
follow, including Internet usage policies, and social media policies. For example,
targeted or untargeted malware and/or viruses are a major cause of data breaches,
which can be transmitted to the firm’s network when firm employees click on a link in
an e-mail. Periodic training for employees about these and other “do’s and don’ts” can
help avoid a large number of potential data breaches within law firms.
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Matthew Fitterer, Esq. is a Risk Control Representative for CNA’s Lawyers Professional
Liability Program.
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Lawyers Insurance Program.
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Cybersecurity & the future of law
firms
11.5 million confidential documents and 2.6 terabytes of client data was stolen from the
international law firm Mossack Fonseca in what has come to be known as the “Panama
Papers” breach. The 2015 American Bar Association (ABA) Legal Technology Survey
Report states that 15% of law firms have experienced a breach. Nevertheless, most small
and mid-size Law firms still have no cybersecurity breach response plan in place.

Will Cybersecurity Costs Force Small Firms to Merge?
Small firms have smaller staffs and smaller budgets, but their cybersecurity risk may not
be proportional. Most small and midsize law firms are “behind-the-curve” on protecting
themselves from cyberthreats, but they do recognize that obtaining cyber protection and
maintaining cybersecurity is an expensive endeavor.

Cybersecurity is a major investment
When the costs and worries about protecting client data become overwhelming, joining
a larger firm with the resources to invest in cybersecurity may be the only viable
optiopn.
For small firms, the cost of keeping information secure can grow to be a large portion of
the firm’s budget. And, Henderson noted, a lot of those small firms are managed
exclusively by lawyers who are also practicing law.
Hackers are not just going after larger firms these days. Whether you are large or small
you are vulnerable. Hasckers are doing more and more sophisticate automatic or robotic
hacking, sweeping the entire internet.
In addition to the trade secrets, merger information and patents that some firms have to
protect, he said, almost any firm has the health information and personal identifying
information, like Social Security numbers, of employees and clients to protect.
The cost of protecting that information depends on the amount of data, and the number
of locations a law firm has. The cost is not always proportional to the size of the firm or
the number of lawyers.

Managing the costs of cybersecurity
IT (information technology) in one form or another is now 10% to 20% of he operating
budget of most law firms, even solo practitioners.
The cost of protecting data and outsourcing cybersecurity services impacts your bottom
line; but the alternative is worse. A mistake or a breach can be a disaster.
Given their abundance of valuable information, law firms are great targets for
cybercriminals. When it comes to midsized firms, their organization’s protection level is
weaker than that of larger enterprises, and many do not have the resources to buy the
tools or hire the staff to properly protect their organizations. On top of that, firms often
find themselves woefully behind what is recommended by the ABA.
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The legal industry does not have any form of industry-specific compliance that
mandates security policy, leaving them to try and comply with state personally
identifiable information (PII) laws.
There are several things law firms should do now to shore up their cybersecurity
posture:
1. Evaluate security now and every year to determine how well network security is
managed. Poor security hygiene and bad employee behaviors can lead to an increase in
phishing and cyberattacks. The NIST SP 800-30 is a great guidepost. Firms should test
their security with outside experts to try to find holes that bad actors could exploit. The
tests should include penetration testing, vulnerability assessments and social
engineering testing.
2. Adopt security policies such as those from the Office of the Comptroller of
the Currency, which oversees financial services companies. It has started focusing on
the cybersecurity policies and procedures at law firms to ensure their data is being
adequately protected. Clients want to see that policies and procedures exist and, more
important, are being followed. Policies to consider include acceptable use, business
continuity and disaster recovery, remote access, employee termination and
outprocessing, password, encryption and bring-your-own-device (BYOD) policies.
3. Purchase cyber liability insurance that includes coverage for both first-party
and third-party risks. The policy should cover a breach that occurs on a noncorporate
unencrypted asset such as a home computer, since many law firm employees work at
home. The policy should also cover data if it is breached while it is with a third party;
remediation of a breach; regulatory actions against the firm; payment card industry
liabilities; and identity theft resolution services. The contingencies in the insurance
contract should also be well understood.
4. Conduct mandatory security training to keep everyone advised of new security
threats and underscore the need for vigilance, including being watchful for suspicious
emails, texts, hyperlinks, etc., as well as social engineering ploys. Do not let even the
most senior partners avoid this training.
5. Create an incident response plan (IRP), ensuring that someone is formally
designated for managing the firm’s incident response. NIST has published a “Computer
Security Incident Response Guide” that can help firms develop appropriate policies and
procedures. I also wrote a blog post on this recently. They should include the outside
attorney (data breach lawyer) responsible for supporting the firm when a data breach
occurs; the firm’s personnel responsible for each item in the IRP; the cyber insurance
policy and the contacts at the insurance agency; the number for the local FBI office and
any other government agency responsible for cyber incidents in the agency’s
jurisdiction; the name and number of a cyber forensics specialist; the process for
containment and recovery of the breach, and for determining what was lost and the
potential damage of the loss; what system logs to preserve and how to preserve them for
forensics purposes; the process for communicating with employees, customers and
suppliers of the firm; and a link to the state data breach notification laws for your firm’s
offices. Practice by running through exercises with the incident response team at least
once a year to ensure that the processes are working as expected.
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6. Secure the perimeter with a managed firewall and intrusion prevention system.
Ensure all network devices (servers, routers, Wi-Fi, switches, firewalls, etc.) with access
to the internet have updated firmware and/or patches and difficult-to-guess
administrative passwords that are often changed. All servers should only have services
and/or ports open for those applications that are required to support that system’s
users. In addition, any server application built with open source software should have a
full bill of materials of all open source libraries contained in the system and all the
updates for each of those libraries should be managed. Finally, all other countries using
these systems should be firewalled off.
7. Secure the network from damage from unintentional threats caused by employees
of the firm. Ensure computers do not have administrative privileges by default. Do not
let users download items freely from the internet and invest in a content-filtering
solution to control what sites users have access to on the internet. Make sure there is a
process to keep users operating systems, applications and support applications patched.
Try not to enable risky software such as Adobe Flash or Oracle Java as they are primary
targets for ransomware. If you need them, be sure to keep them up to date as the older
versions are highly vulnerable to attack. Provide offline backup facilities for users’ data
in case they get ransomware. If you will allow BYOD, consider investing in a mobiledevice-management solution and ensure the phones can only connect to a guest Wi-Fi.
Consider the options in mobile phone operating systems allowed to connect to the
network as many Android devices have many security vulnerabilities. Keep anti-virus
software up to date and consider investing in an end-point technology.
Many lawyers believe that firewalls and anti-virus software will protect them from a
cybercriminal exploiting their firm. And while that is partially true, the biggest issue is
not a bad actor breaking in, it’s an employee unintentionally letting the bad actor in
without knowing they did. Firewall and anti-virus protections are necessary, but they
are not enough in today’s cyber threat landscape. Lawyers and law firms must move
forward and build a robust security infrastructure both from a policy perspective and
from a technology perspective or they will lose customers either due to lack of controls
mandated by those customers or due to reputation loss after a serious breach.
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Information security
From Wikipedia, the free encyclopedia

https://en.wikipedia.org/wiki/Information_security
Information security, sometimes shortened to InfoSec, is the practice of preventing
unauthorized access, use, disclosure, disruption, modification, inspection, recording or
destruction of information. It is a general term that can be used regardless of the form
the data may take (e.g. electronic, physical).[1]

Information security
Related security categories
Internet security
Cyberwarfare
Computer security
Mobile security
Network security

Threats
Computer crime
Vulnerability
Eavesdropping
Exploits
Trojans
Viruses and worms
Denial of service
Malware
Payloads
Rootkits
Keyloggers

Defenses
Computer access control
Application security
Antivirus software
Secure coding
Security by design
Secure operating systems
Authentication
Multi-factor authentication
Authorization
Data-centric security
Firewall (computing)
Intrusion detection system
Intrusion prevention system
Mobile secure gateway
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IT security
Sometimes referred to as computer security, information technology security (IT
security) is information security applied to technology (most often some form of
computer system). It is worthwhile to note that a computer does not necessarily mean a
home desktop. A computer is any device with a processor and some memory. Such
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devices can range from non-networked standalone devices as simple as calculators, to
networked mobile computing devices such as smartphones and tablet computers. IT
security specialists are almost always found in any major enterprise/establishment due
to the nature and value of the data within larger businesses. They are responsible for
keeping all of the technology within the company secure from malicious cyber attacks
that often attempt to breach into critical private information or gain control of the
internal systems.

Information assurance
The act of providing trust of the information, that the Confidentiality, Integrity and
Availability (CIA) of the information are not violated, e.g. ensuring that data is not lost
when critical issues arise. These issues include, but are not limited to: natural disasters,
computer/server malfunction or physical theft. Since most information is stored on
computers in our modern era, information assurance is typically dealt with by IT
security specialists. A common method of providing information assurance is to have an
off-site backup of the data in case one of the mentioned issues arise.

Threats
Information security threats come in many different forms. Some of the most common
threats today are software attacks, theft of intellectual property, identity theft, theft of
equipment or information, sabotage, and information extortion. Most people have
experienced software attacks of some sort. Viruses,[2] worms, phishing attacks, and
Trojan horses are a few common examples of software attacks. The theft of intellectual
property has also been an extensive issue for many businesses in the IT field. Identity
theft is the attempt to act as someone else usually to obtain that person’s personal
information or to take advantage of their access to vital information. Theft of equipment
or information is becoming more prevalent today due to the fact that most devices today
are mobile. Cell phones are prone to theft and have also become far more desirable as
the amount of data capacity increases. Sabotage usually consists of the destruction of an
organization′s website in an attempt to cause loss of confidence on the part of its
customers. Information extortion consists of theft of a company′s property or
information as an attempt to receive a payment in exchange for returning the
information or property back to its owner, as with ransomware. There are many ways to
help protect yourself from some of these attacks but one of the most functional
precautions is user carefulness.
Governments, military, corporations, financial institutions, hospitals and private
businesses amass a great deal of confidential information about their employees,
customers, products, research and financial status. Most of this information is now
collected, processed and stored on electronic computers and transmitted across
networks to other computers.
Should confidential information about a business’ customers or finances or new product
line fall into the hands of a competitor or a black hat hacker, a business and its
customers could suffer widespread, irreparable financial loss, as well as damage to the
company’s reputation. From a business perspective, information security must be
balanced against cost; the Gordon-Loeb Model provides a mathematical economic
approach for addressing this concern.[3]
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For the individual, information security has a significant effect on privacy, which is
viewed very differently in various cultures.
The field of information security has grown and evolved significantly in recent years. It
offers many areas for specialization, including securing networks and allied
infrastructure, securing applications and databases, security testing, information
systems auditing, business continuity planning and digital forensics.

Responses to threats
Possible responses to a security threat or risk are:[4]
reduce/mitigate – implement safeguards and countermeasures to eliminate
vulnerabilities or block threats
assign/transfer – place the cost of the threat onto another entity or organization such
as purchasing insurance or outsourcing
accept – evaluate if cost of countermeasure outweighs the possible cost of loss due to
threat
ignore/reject – not a valid or prudent due-care response

History
Since the early days of communication, diplomats and military commanders understood
that it was necessary to provide some mechanism to protect the confidentiality of
correspondence and to have some means of detecting tampering. Julius Caesar is
credited with the invention of the Caesar cipher c. 50 B.C., which was created in order to
prevent his secret messages from being read should a message fall into the wrong hands,
but for the most part protection was achieved through the application of procedural
handling controls.[5][6] Sensitive information was marked up to indicate that it should
be protected and transported by trusted persons, guarded and stored in a secure
environment or strong box. As postal services expanded, governments created official
organizations to intercept, decipher, read and reseal letters (e.g. the UK Secret Office
and Deciphering Branch in 1653).
In the mid-19th century more complex classification systems were developed to allow
governments to manage their information according to the degree of sensitivity. The
British Government codified this, to some extent, with the publication of the Official
Secrets Act in 1889. By the time of the First World War, multi-tier classification systems
were used to communicate information to and from various fronts, which encouraged
greater use of code making and breaking sections in diplomatic and military
headquarters. In the United Kingdom this led to the creation of the Government Code
and Cypher School in 1919. Encoding became more sophisticated between the wars as
machines were employed to scramble and unscramble information. The volume of
information shared by the Allied countries during the Second World War necessitated
formal alignment of classification systems and procedural controls. An arcane range of
markings evolved to indicate who could handle documents (usually officers rather than
men) and where they should be stored as increasingly complex safes and storage
facilities were developed.The Enigma Machine which was employed by the Germans to
encrypt the data of warfare and successfully decrypted by Alan Turing can be regarded
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as a striking example of creating and using secured information. Procedures evolved to
ensure documents were destroyed properly and it was the failure to follow these
procedures which led to some of the greatest intelligence coups of the war (e.g. U-570).
The end of the 20th century and early years of the 21st century saw rapid advancements
in telecommunications, computing hardware and software, and data encryption. The
availability of smaller, more powerful and less expensive computing equipment made
electronic data processing within the reach of small business and the home user. These
computers quickly became interconnected through the Internet.
The rapid growth and widespread use of electronic data processing and electronic
business conducted through the Internet, along with numerous occurrences of
international terrorism, fueled the need for better methods of protecting the computers
and the information they store, process and transmit. The academic disciplines of
computer security and information assurance emerged along with numerous
professional organizations – all sharing the common goals of ensuring the security and
reliability of information systems.

Information Security Attributes: or qualities, i.e., Confidentiality,

Integrity and Availability (CIA). Information Systems are composed in three main
portions, hardware, software and communications with the purpose to help identify and
apply information security industry standards, as mechanisms of protection and
prevention, at three levels or layers: physical, personal and organizational. Essentially,
procedures or policies are implemented to tell people (administrators, users and
operators) how to use products to ensure information security within the organizations.

Definitions
The definitions of InfoSec suggested in different sources are summarized below
(adopted from).[7]
“Preservation of confidentiality, integrity and availability of information. Note: In
addition, other properties, such as authenticity, accountability, non-repudiation and
reliability can also be involved.” (ISO/IEC 27000:2009)[8]
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“The protection of information and information systems from unauthorized access,
use, disclosure, disruption, modification, or destruction in order to provide
confidentiality, integrity, and availability.” (CNSS, 2010)[9]
“Ensures that only authorized users (confidentiality) have access to accurate and
complete information (integrity) when required (availability).” (ISACA, 2008)[10]
“Information Security is the process of protecting the intellectual property of an
organisation.” (Pipkin, 2000)[11]
“...information security is a risk management discipline, whose job is to manage the
cost of information risk to the business.” (McDermott and Geer, 2001)[12]
“A well-informed sense of assurance that information risks and controls are in
balance.” (Anderson, J., 2003)[13]
“Information security is the protection of information and minimizes the risk of
exposing information to unauthorized parties.” (Venter and Eloff, 2003)[14]
“Information Security is a multidisciplinary area of study and professional activity
which is concerned with the development and implementation of security mechanisms
of all available types (technical, organizational, human-oriented and legal) in order to
keep information in all its locations (within and outside the organization’s perimeter)
and, consequently, information systems, where information is created, processed,
stored, transmitted and destroyed, free from threats.Threats to information and
information systems may be categorized and a corresponding security goal may be
defined for each category of threats. A set of security goals, identified as a result of a
threat analysis, should be revised periodically to ensure its adequacy and conformance
with the evolving environment. The currently relevant set of security goals may include:
confidentiality, integrity, availability, privacy, authenticity & trustworthiness, nonrepudiation, accountability and auditability.” (Cherdantseva and Hilton, 2013)[7] * * *

Key concepts
The CIA triad of confidentiality, integrity, and availability is at the heart of information
security.[16] (The members of the classic InfoSec triad — confidentiality, integrity and
availability — are interchangeably referred to in the literature as security attributes,
properties, security goals, fundamental aspects, information criteria, critical
information characteristics and basic building blocks.) There is continuous debate about
extending this classic trio.[7] Other principles such as Accountability[17] have
sometimes been proposed for addition – it has been pointed out that issues such as nonrepudiation do not fit well within the three core concepts.
In 1992 and revised in 2002, the OECD’s Guidelines for the Security of Information
Systems and Networks[18] proposed the nine generally accepted principles: awareness,
responsibility, response, ethics, democracy, risk assessment, security design and
implementation, security management, and reassessment. Building upon those, in 2004
the NIST’s Engineering Principles for Information Technology Security[19] proposed 33
principles. From each of these derived guidelines and practices.
In 2002, Donn Parker proposed an alternative model for the classic CIA triad that he
called the six atomic elements of information. The elements are confidentiality,
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possession, integrity, authenticity, availability, and utility. The merits of the Parkerian
Hexad are a subject of debate amongst security professionals.
In 2011, The Open Group published the information security management standard OISM3.[20] This standard proposed an operational definition of the key concepts of
security, with elements called “security objectives”, related to access control (9),
availability (3), data quality (1), compliance and technical (4). This model is not
currently widely adopted.

Confidentiality
In information security, confidentiality “is the property, that information is not made
available or disclosed to unauthorized individuals, entities, or processes” (Excerpt
ISO27000).

Integrity
In information security, data integrity means maintaining and assuring the accuracy
and completeness of data over its entire life-cycle.[21] This means that data cannot be
modified in an unauthorized or undetected manner. This is not the same thing as
referential integrity in databases, although it can be viewed as a special case of
consistency as understood in the classic ACID model of transaction processing.
Information security systems typically provide message integrity in addition to data
confidentiality.

Availability
For any information system to serve its purpose, the information must be available
when it is needed. This means that the computing systems used to store and process the
information, the security controls used to protect it, and the communication channels
used to access it must be functioning correctly. High availability systems aim to remain
available at all times, preventing service disruptions due to power outages, hardware
failures, and system upgrades. Ensuring availability also involves preventing denial-ofservice attacks, such as a flood of incoming messages to the target system essentially
forcing it to shut down.[22]

Non-repudiation
In law, non-repudiation implies one’s intention to fulfill their obligations to a contract.
It also implies that one party of a transaction cannot deny having received a transaction
nor can the other party deny having sent a transaction.
It is important to note that while technology such as cryptographic systems can assist in
non-repudiation efforts, the concept is at its core a legal concept transcending the realm
of technology. It is not, for instance, sufficient to show that the message matches a
digital signature signed with the sender’s private key, and thus only the sender could
have sent the message and nobody else could have altered it in transit (data integrity).
The alleged sender could in return demonstrate that the digital signature algorithm is
vulnerable or flawed, or allege or prove that his signing key has been compromised. The
fault for these violations may or may not lie with the sender himself, and such assertions
may or may not relieve the sender of liability, but the assertion would invalidate the
claim that the signature necessarily proves authenticity and integrity; and, therefore, the
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sender may repudiate the message (because authenticity and integrity are pre-requisites
for non-repudiation).

Risk management
The Certified Information Systems Auditor (CISA) Review Manual 2006 provides the
following definition of risk management: “Risk management is the process of identifying
vulnerabilities and threats to the information resources used by an organization in
achieving business objectives, and deciding what countermeasures, if any, to take in
reducing risk to an acceptable level, based on the value of the information resource to
the organization.”[23]
There are two things in this definition that may need some clarification. First, the
process of risk management is an ongoing, iterative process. It must be repeated
indefinitely. The business environment is constantly changing and new threats and
vulnerabilities emerge every day. Second, the choice of countermeasures (controls) used
to manage risks must strike a balance between productivity, cost, effectiveness of the
countermeasure, and the value of the informational asset being protected.
Risk analysis and risk evaluation processes have their limitations since, when security
incidents occur, they emerge in a context, and their rarity and even their uniqueness
give rise to unpredictable threats. The analysis of these phenomena which are
characterized by breakdowns, surprises and side-effects, requires a theoretical approach
which is able to examine and interpret subjectively the detail of each incident.[24]
Risk is the likelihood that something bad will happen that causes harm to an
informational asset (or the loss of the asset). A vulnerability is a weakness that could be
used to endanger or cause harm to an informational asset. A threat is anything (manmade or act of nature) that has the potential to cause harm.
The likelihood that a threat will use a vulnerability to cause harm creates a risk. When a
threat does use a vulnerability to inflict harm, it has an impact. In the context of
information security, the impact is a loss of availability, integrity, and confidentiality,
and possibly other losses (lost income, loss of life, loss of real property). It should be
pointed out that it is not possible to identify all risks, nor is it possible to eliminate all
risk. The remaining risk is called “residual risk”.
A risk assessment is carried out by a team of people who have knowledge of specific
areas of the business. Membership of the team may vary over time as different parts of
the business are assessed. The assessment may use a subjective qualitative analysis
based on informed opinion, or where reliable dollar figures and historical information is
available, the analysis may use quantitative analysis.
The research has shown that the most vulnerable point in most information systems is
the human user, operator, designer, or other human.[25] The ISO/IEC 27002:2005
Code of practice for information security management recommends the following be
examined during a risk assessment:
security policy,
organization of information security,
asset management,
human resources security,
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physical and environmental security,
communications and operations management,
access control,
information systems acquisition, development and maintenance,
information security incident management,
business continuity management, and
regulatory compliance.
In broad terms, the risk management process consists of:
Identification of assets and estimating their value. Include: people, buildings,
hardware, software, data (electronic, print, other), supplies.
Conduct a threat assessment. Include: Acts of nature, acts of war, accidents, malicious
acts originating from inside or outside the organization.
Conduct a vulnerability assessment, and for each vulnerability, calculate the
probability that it will be exploited. Evaluate policies, procedures, standards, training,
physical security, quality control, technical security.
Calculate the impact that each threat would have on each asset. Use qualitative
analysis or quantitative analysis.
Identify, select and implement appropriate controls. Provide a proportional response.
Consider productivity, cost effectiveness, and value of the asset.
Evaluate the effectiveness of the control measures. Ensure the controls provide the
required cost effective protection without discernible loss of productivity.
For any given risk, management can choose to accept the risk based upon the relative
low value of the asset, the relative low frequency of occurrence, and the relative low
impact on the business. Or, leadership may choose to mitigate the risk by selecting and
implementing appropriate control measures to reduce the risk. In some cases, the risk
can be transferred to another business by buying insurance or outsourcing to another
business.[26] The reality of some risks may be disputed. In such cases leadership may
choose to deny the risk.

Controls
Selecting proper controls and implementing those will initially help an organization to
bring down risk to acceptable levels. Control selection should follow and should be
based on the risk assessment. Controls can vary in nature but fundamentally they are
ways of protecting the confidentiality, integrity or availability of information. ISO/IEC
27001:2005 has defined 133 controls in different areas, but this is not exhaustive.
Organizations can implement additional controls according to requirement of the
organization. ISO 27001:2013 has cut down the number of controls to 113. From
08.11.2013 the technical standard of information security in place is: ABNT NBR
ISO/IEC 27002:2013.[27]

Administrative
Administrative controls (also called procedural controls) consist of approved written
policies, procedures, standards and guidelines. Administrative controls form the
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framework for running the business and managing people. They inform people on how
the business is to be run and how day-to-day operations are to be conducted. Laws and
regulations created by government bodies are also a type of administrative control
because they inform the business. Some industry sectors have policies, procedures,
standards and guidelines that must be followed – the Payment Card Industry Data
Security Standard (PCI DSS) required by Visa and MasterCard is such an example.
Other examples of administrative controls include the corporate security policy,
password policy, hiring policies, and disciplinary policies.
Administrative controls form the basis for the selection and implementation of logical
and physical controls. Logical and physical controls are manifestations of administrative
controls. Administrative controls are of paramount importance.

Logical
Logical controls (also called technical controls) use software and data to monitor and
control access to information and computing systems. For example: passwords, network
and host-based firewalls, network intrusion detection systems, access control lists, and
data encryption are logical controls.
An important logical control that is frequently overlooked is the principle of least
privilege. The principle of least privilege requires that an individual, program or system
process is not granted any more access privileges than are necessary to perform the task.
A blatant example of the failure to adhere to the principle of least privilege is logging
into Windows as user Administrator to read email and surf the web. Violations of this
principle can also occur when an individual collects additional access privileges over
time. This happens when employees’ job duties change, or they are promoted to a new
position, or they transfer to another department. The access privileges required by their
new duties are frequently added onto their already existing access privileges which may
no longer be necessary or appropriate.

Physical
Physical controls monitor and control the environment of the work place and computing
facilities. They also monitor and control access to and from such facilities. For example:
doors, locks, heating and air conditioning, smoke and fire alarms, fire suppression
systems, cameras, barricades, fencing, security guards, cable locks, etc. Separating the
network and workplace into functional areas are also physical controls.
An important physical control that is frequently overlooked is the separation of duties.
Separation of duties ensures that an individual can not complete a critical task by
himself. For example: an employee who submits a request for reimbursement should
not also be able to authorize payment or print the check. An applications programmer
should not also be the server administrator or the database administrator – these roles
and responsibilities must be separated from one another.[28]

Defense in depth
The onion model of defense in depth
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Information security must protect information throughout the life span of the
information, from the initial creation of the information on through to the final disposal
of the information. The information must be protected while in motion and while at
rest. During its lifetime, information may pass through many different information
processing systems and through many different parts of information processing
systems. There are many different ways the information and information systems can be
threatened. To fully protect the information during its lifetime, each component of the
information processing system must have its own protection mechanisms. The building
up, layering on and overlapping of security measures is called defense in depth. In
contrast to a metal chain, which is famously only as strong as its weakest link, the
defense-in-depth aims at a structure where, should one defensive measure fail, other
measures will continue to provide protection.
Recall the earlier discussion about administrative controls, logical controls, and physical
controls. The three types of controls can be used to form the basis upon which to build a
defense-in-depth strategy. With this approach, defense-in-depth can be conceptualized
as three distinct layers or planes laid one on top of the other. Additional insight into
defense-in- depth can be gained by thinking of it as forming the layers of an onion, with
data at the core of the onion, people the next outer layer of the onion, and network
security, host-based security and application security forming the outermost layers of
the onion. Both perspectives are equally valid and each provides valuable insight into
the implementation of a good defense-in-depth strategy.

Security classification for information
An important aspect of information security and risk management is recognizing the
value of information and defining appropriate procedures and protection requirements
for the information. Not all information is equal and so not all information requires the
same degree of protection. This requires information to be assigned a security
classification.
The first step in information classification is to identify a member of senior management
as the owner of the particular information to be classified. Next, develop a classification
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policy. The policy should describe the different classification labels, define the criteria
for information to be assigned a particular label, and list the required security controls
for each classification.
Some factors that influence which classification information should be assigned include
how much value that information has to the organization, how old the information is
and whether or not the information has become obsolete. Laws and other regulatory
requirements are also important considerations when classifying information.
The Business Model for Information Security enables security professionals to examine
security from systems perspective, creating an environment where security can be
managed holistically, allowing actual risks to be addressed.
The type of information security classification labels selected and used will depend on
the nature of the organization, with examples being:
In the business sector, labels such as: Public, Sensitive, Private, Confidential.
In the government sector, labels such as: Unclassified, Unofficial, Protected,
Confidential, Secret, Top Secret and their non-English equivalents.
In cross-sectoral formations, the Traffic Light Protocol, which consists of: White,
Green, Amber, and Red.
All employees in the organization, as well as business partners, must be trained on the
classification schema and understand the required security controls and handling
procedures for each classification. The classification of a particular information asset
that has been assigned should be reviewed periodically to ensure the classification is still
appropriate for the information and to ensure the security controls required by the
classification are in place and are followed in their right procedures.

Access control
Access to protected information must be restricted to people who are authorized to
access the information. The computer programs, and in many cases the computers that
process the information, must also be authorized. This requires that mechanisms be in
place to control the access to protected information. The sophistication of the access
control mechanisms should be in parity with the value of the information being
protected – the more sensitive or valuable the information the stronger the control
mechanisms need to be. The foundation on which access control mechanisms are built
start with identification and authentication.
Access control is generally considered in three steps: Identification, Authentication, and
Authorization.

Identification
Identification is an assertion of who someone is or what something is. If a person makes
the statement “Hello, my name is John Doe” they are making a claim of who they are.
However, their claim may or may not be true. Before John Doe can be granted access to
protected information it will be necessary to verify that the person claiming to be John
Doe really is John Doe. Typically the claim is in the form of a username. By entering that
username you are claiming “I am the person the username belongs to”.
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Authentication
Authentication is the act of verifying a claim of identity. When John Doe goes into a
bank to make a withdrawal, he tells the bank teller he is John Doe—a claim of identity.
The bank teller asks to see a photo ID, so he hands the teller his driver’s license. The
bank teller checks the license to make sure it has John Doe printed on it and compares
the photograph on the license against the person claiming to be John Doe. If the photo
and name match the person, then the teller has authenticated that John Doe is who he
claimed to be. Similarly by entering the correct password, the user is providing evidence
that he/she is the person the username belongs to.
There are three different types of information that can be used for authentication:
Something you know: things such as a PIN, a password, or your mother’s maiden
name.
Something you have: a driver’s license or a magnetic swipe card.
Something you are: biometrics, including palm prints, fingerprints, voice prints and
retina (eye) scans.
Strong authentication requires providing more than one type of authentication
information (two-factor authentication). The username is the most common form of
identification on computer systems today and the password is the most common form of
authentication. Usernames and passwords have served their purpose but in our modern
world they are no longer adequate. Usernames and passwords are slowly being replaced
with more sophisticated authentication mechanisms.

Authorization
After a person, program or computer has successfully been identified and authenticated
then it must be determined what informational resources they are permitted to access
and what actions they will be allowed to perform (run, view, create, delete, or change).
This is called authorization. Authorization to access information and other computing
services begins with administrative policies and procedures. The policies prescribe what
information and computing services can be accessed, by whom, and under what
conditions. The access control mechanisms are then configured to enforce these policies.
Different computing systems are equipped with different kinds of access control
mechanisms—some may even offer a choice of different access control mechanisms. The
access control mechanism a system offers will be based upon one of three approaches to
access control or it may be derived from a combination of the three approaches.
The non-discretionary approach consolidates all access control under a centralized
administration. The access to information and other resources is usually based on the
individuals function (role) in the organization or the tasks the individual must perform.
The discretionary approach gives the creator or owner of the information resource the
ability to control access to those resources. In the Mandatory access control approach,
access is granted or denied basing upon the security classification assigned to the
information resource.
Examples of common access control mechanisms in use today include role-based access
control available in many advanced database management systems—simple file
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permissions provided in the UNIX and Windows operating systems, Group Policy
Objects provided in Windows network systems, Kerberos, RADIUS, TACACS, and the
simple access lists used in many firewalls and routers.
To be effective, policies and other security controls must be enforceable and upheld.
Effective policies ensure that people are held accountable for their actions. All failed and
successful authentication attempts must be logged, and all access to information must
leave some type of audit trail.
Also, need-to-know principle needs to be in effect when talking about access control.
Need-to-know principle gives access rights to a person to perform their job functions.
This principle is used in the government, when dealing with difference clearances. Even
though two employees in different departments have a top-secret clearance, they must
have a need-to-know in order for information to be exchanged. Within the need-toknow principle, network administrators grant the employee least amount privileges to
prevent employees access and doing more than what they are supposed to. Need-toknow helps to enforce the confidentiality-integrity-availability (C‑I‑A) triad. Need-toknow directly impacts the confidential area of the triad.

Cryptography
Information security uses cryptography to transform usable information into a form
that renders it unusable by anyone other than an authorized user; this process is called
encryption. Information that has been encrypted (rendered unusable) can be
transformed back into its original usable form by an authorized user, who possesses the
cryptographic key, through the process of decryption. Cryptography is used in
information security to protect information from unauthorized or accidental disclosure
while the information is in transit (either electronically or physically) and while
information is in storage.
Cryptography provides information security with other useful applications as well
including improved authentication methods, message digests, digital signatures, nonrepudiation, and encrypted network communications. Older less secure applications
such as telnet and ftp are slowly being replaced with more secure applications such as
ssh that use encrypted network communications. Wireless communications can be
encrypted using protocols such as WPA/WPA2 or the older (and less secure) WEP.
Wired communications (such as ITU‑T G.hn) are secured using AES for encryption and
X.1035 for authentication and key exchange. Software applications such as GnuPG or
PGP can be used to encrypt data files and Email.
Cryptography can introduce security problems when it is not implemented correctly.
Cryptographic solutions need to be implemented using industry accepted solutions that
have undergone rigorous peer review by independent experts in cryptography. The
length and strength of the encryption key is also an important consideration. A key that
is weak or too short will produce weak encryption. The keys used for encryption and
decryption must be protected with the same degree of rigor as any other confidential
information. They must be protected from unauthorized disclosure and destruction and
they must be available when needed. Public key infrastructure (PKI) solutions address
many of the problems that surround key management.
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Process
The terms reasonable and prudent person, due care and due diligence have been used in
the fields of Finance, Securities, and Law for many years. In recent years these terms
have found their way into the fields of computing and information security. U.S.A.
Federal Sentencing Guidelines now make it possible to hold corporate officers liable for
failing to exercise due care and due diligence in the management of their information
systems.
In the business world, stockholders, customers, business partners and governments
have the expectation that corporate officers will run the business in accordance with
accepted business practices and in compliance with laws and other regulatory
requirements. This is often described as the “reasonable and prudent person” rule. A
prudent person takes due care to ensure that everything necessary is done to operate the
business by sound business principles and in a legal ethical manner. A prudent person is
also diligent (mindful, attentive, and ongoing) in their due care of the business.
In the field of Information Security, Harris[29] offers the following definitions of due
care and due diligence:
“Due care are steps that are taken to show that a company has taken responsibility for
the activities that take place within the corporation and has taken the necessary steps to
help protect the company, its resources, and employees.” And, [Due diligence are the]
“continual activities that make sure the protection mechanisms are continually
maintained and operational.”
Attention should be made to two important points in these definitions. First, in due
care, steps are taken to show - this means that the steps can be verified, measured, or
even produce tangible artifacts. Second, in due diligence, there are continual activities this means that people are actually doing things to monitor and maintain the protection
mechanisms, and these activities are ongoing.

Security governance * * *
Change management * * *
Business continuity
While a business continuity plan (BCP) takes a broad approach to dealing with
organizational-wide effects of a disaster, a disaster recovery plan (DRP), which is a
subset of the business continuity plan, is instead focused on taking the necessary steps
to resume normal business operations as quickly as possible. A disaster recovery plan is
executed immediately after the disaster occurs and details what steps are to be taken in
order to recover critical information technology infrastructure.[32] Disaster recovery
planning includes establishing a planning group, performing risk assessment,
establishing priorities, developing recovery strategies, preparing inventories and
documentation of the plan, developing verification criteria and procedure, and lastly
implementing the plan.[33]

Laws and regulations * * *

28

The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232 g; 34 CFR
Part 99) is a US Federal law that protects the privacy of student education records. The
law applies to all schools that receive funds under an applicable program of the U.S.
Department of Education. Generally, schools must have written permission from the
parent or eligible student in order to release any information from a student’s education
record.
Federal Financial Institutions Examination Council’s (FFIEC) security guidelines for
auditors specifies requirements for online banking security.
Health Insurance Portability and Accountability Act (HIPAA) of 1996 requires the
adoption of national standards for electronic health care transactions and national
identifiers for providers, health insurance plans, and employers. And, it requires health
care providers, insurance providers and employers to safeguard the security and privacy
of health data.
Gramm–Leach–Bliley Act of 1999 (GLBA), also known as the Financial Services
Modernization Act of 1999, protects the privacy and security of private financial
information that financial institutions collect, hold, and process.
Sarbanes–Oxley Act of 2002 (SOX). Section 404 of the act requires publicly traded
companies to assess the effectiveness of their internal controls for financial reporting in
annual reports they submit at the end of each fiscal year. Chief information officers are
responsible for the security, accuracy and the reliability of the systems that manage and
report the financial data. The act also requires publicly traded companies to engage
independent auditors who must attest to, and report on, the validity of their
assessments.
Payment Card Industry Data Security Standard (PCI DSS) establishes comprehensive
requirements for enhancing payment account data security. It was developed by the
founding payment brands of the PCI Security Standards Council, including American
Express, Discover Financial Services, JCB, MasterCard Worldwide and Visa
International, to help facilitate the broad adoption of consistent data security measures
on a global basis. The PCI DSS is a multifaceted security standard that includes
requirements for security management, policies, procedures, network architecture,
software design and other critical protective measures.
State security breach notification laws (California and many others) require
businesses, nonprofits, and state institutions to notify consumers when unencrypted
“personal information” may have been compromised, lost, or stolen.
Personal Information Protection and Electronics Document Act (PIPEDA) – An Act to
support and promote electronic commerce by protecting personal information that is
collected, used or disclosed in certain circumstances, by providing for the use of
electronic means to communicate or record information or transactions and by
amending the Canada Evidence Act, the Statutory Instruments Act and the Statute
Revision Act. * * *

Information security culture
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Employee’s behavior has a big impact to information security in organizations. Cultural
concept can help different segments of the organization to concern about the
information security within the organization. * * *

Sources of standards
International Organization for Standardization (ISO) is a consortium of national
standards institutes from 157 countries, coordinated through a secretariat in Geneva,
Switzerland. ISO is the world’s largest developer of standards. ISO 15443: “Information
technology - Security techniques - A framework for IT security assurance”, ISO/IEC
27002: “Information technology - Security techniques - Code of practice for information
security management”, ISO-20000: “Information technology - Service management”,
and ISO/IEC 27001: “Information technology - Security techniques - Information
security management systems - Requirements” are of particular interest to information
security professionals.
The US National Institute of Standards and Technology (NIST) is a non-regulatory
federal agency within the U.S. Department of Commerce. The NIST Computer Security
Division develops standards, metrics, tests and validation programs as well as publishes
standards and guidelines to increase secure IT planning, implementation, management
and operation. NIST is also the custodian of the US Federal Information Processing
Standard publications (FIPS).
The Internet Society is a professional membership society with more than 100
organizations and over 20,000 individual members in over 180 countries. It provides
leadership in addressing issues that confront the future of the Internet, and is the
organization home for the groups responsible for Internet infrastructure standards,
including the Internet Engineering Task Force (IETF) and the Internet Architecture
Board (IAB). The ISOC hosts the Requests for Comments (RFCs) which includes the
Official Internet Protocol Standards and the RFC-2196 Site Security Handbook.
The Information Security Forum is a global nonprofit organization of several hundred
leading organizations in financial services, manufacturing, telecommunications,
consumer goods, government, and other areas. It undertakes research into information
security practices and offers advice in its biannual Standard of Good Practice and more
detailed advisories for members.
The Institute of Information Security Professionals (IISP) is an independent, non-profit
body governed by its members, with the principal objective of advancing the
professionalism of information security practitioners and thereby the professionalism of
the industry as a whole. The Institute developed the IISP Skills Framework©. This
framework describes the range of competencies expected of Information Security and
Information Assurance Professionals in the effective performance of their roles. It was
developed through collaboration between both private and public sector organisations
and world-renowned academics and security leaders. * * *
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An information security policy
An information security policy is the cornerstone of an information security
program. It should reflect the organization’s objectives for security and the
agreed upon management strategy for securing information.
What to do first
A security policy is, by definition, a set of management mandates with
respect to information security.
Good questions that solicit management’s opinions on information security
are:
How would you describe the different types of information you work
with?
Which types of information do you rely on to make decisions?
Are there any information types that are more of a concern to keep
private than others?
From the answers to these questions, an information classification system
can be developed (e.g., customer info, financial info, marketing info, etc),
and appropriate handling procedures for each can be described at the
business process level.
Hackers in the early part of the decade were eager to show their skills by
perpetrating blatant attacks such as the defacement of a website home page
or by bringing a mail server to its knees through a constant bombardment
of useless traffic, thereby preventing legitimate users from gaining access.
Today hacking is governed by a whole new paradigm, that of profit. It’s all
about making money the old fashioned way -- by stealing it.
Today hacking is a multi-billion dollar enterprise whose sole goal is to
acquire any type of information that is believed to be of value to anyone
who is willing to pay for it. Hackers today go out of their way to keep their
existence a secret from their victims for as long as possible in order to farm
the maximum amount of information before having to go to the expense of
searching for and infiltrating another victim.
Given the reality of our changed world, we must extend our focus from the
security of the infrastructure that houses the information to the security of
the information itself.
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Even though the game is changing, many in the industry have continued to
embrace the concept of a secure infrastructure and have tried to evolve it to
fit the new security paradigm facing the industry. This evolution has
consisted of trying to emulate the secure perimeter in a world where that
perimeter is increasingly fluid and can change very quickly. The
introduction of numerous portable devices and access methods create what
might be described as a variable perimeter. This variable perimeter has
been extremely difficult to define and even more so to implement, maintain
and adapt with constant change that is more the norm than the exception in
today’s business climate. Add to this the ever-changing mix of customers,
business partners and suppliers and the fact that at any given time an
organization can have all of these relationships with another organization,
leads to the inescapable conclusion that it is the information that needs
protection, not just the infrastructure that houses and transports the
information throughout its lifecycle.
Before we can develop an intelligent answer to the “how,” we need to have a
better definition of the “what” and the “where” in this new reality.
Information leakage has been happening for years and is not a new issue.
What is different now is that there are a lot more people seeking to acquire
information through illegitimate means. There are a lot more methods by
which this can be accomplished and there are more regulations requiring
organizations take the proper steps to keep this information leakage under
control. There are an ever increasing array of penalties and consequences
for those organizations unable to or unwilling to comply.
Before an appropriate set of controls can be defined and deployed, we need
to understand the value of what needs to be protected and, to the extent
that we are able, where it is located. This is similar in nature to how we go
about protecting the infrastructure.
The information needs to be characterized in terms of its value to the
organization and the impact of its disclosure to the public. This disclosure
component is of critical importance to achieving compliance with many of
the data protection and privacy regulations that currently exist, as well as
those yet to come.
This characterization is typically expressed as a data classification policy. A
typical data classification policy defines four levels of data within the
enterprise: Public, Internal, Confidential, and Restricted. The headings may
differ from one organization to another, but functionally they are similar.
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• Public data is typically defined as data that anyone can access and it
may be disclosed to the general public without impact to the
organization. Examples of this type of data may include product
marketing materials, sales collaterals and for publically held
companies the annual report.
• Internal data is typically defined as internal business
correspondence, records and data that are created during the normal
course of business which is not identified as confidential or restricted.
Examples of data classified as Internal include business emails,
correspondence with clients.
• Confidential data typically includes any and all of business, financial
and technical information including, customer, product, pricing and
product development plans, network and system diagrams or other
non-Restricted data created in the normal course of business which if
made public would cause harm the organization.
• Restricted data includes all information subject to restriction in
access, storage or processing by law, or regulation, or by customer
contract and any other information owned or under the stewardship
of an organization that could cause significant harm if inappropriately
disclosed, accessed or modified.
Another important aspect that is relevant to data leakage is to define a data
lifecycle to determine when and how to appropriately retire and dispose of
data that is no longer needed by the business. This should be addressed in
an organization data retention policy. In many cases such a policy does not
exist. The data leakage issue may be the key to convince an organization to
develop a comprehensive and enforceable data retention policy.
How data leaks occur
Now that we have identified the “what” we can move on the “how.” The first
“how” is how information and data leaks from an organization. The second
“how” is how an organization can guard against this leakage and reduce the
risks associated with that leakage.
There are many egress vectors for information and data leakage including
personal e-mail, P2P, unauthorized encrypted transmissions, malware
infections in endpoint devices, unauthorized PDAs, smart phones and MP3
players, social engineering both electronic and non-electronic, faxing to
personal e-mail, unauthorized media (CD/DVD, USB Drive, Memory Stick,
etc., and traditional postal and overnight services. There are additional
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egress vectors for information and data leakage that may be specific to the
type of business being conducted.
The important thing is to understand what these outward vectors are such
that appropriate controls can be defined and instituted to provide the
required level of security to the majority of the information in the
environment. However, like any other security controls nothing should be
considered fool-proof. It is impossible to ensure that all data is secure all of
the time, especially if you are in a business that by its very nature is a target
for information leakage.
How to protect against data leaks
The best chance of accomplishing this is not to depend on any one type of
solution or process. There are a variety of tools and techniques, both
technical and non-technical to achieve the appropriate and reasonable level
of security for the various types of information and data that typically exist
in an enterprise.
The defense-in-depth concept is alive and well when it comes to protecting
against information and data leakage.
Think of applying an access list on a device in a network or deploying an
intrusion sensor. Ideally you want to deploy either as close to the source of
what you are trying to monitor and protect as possible. The data is on the
inside, therefore we should start at the inside and work outward.
The people in an organization are closest to the critical data, so when it
comes to data leakage they can be security’s best friend or its worst enemy.
It is vitally important that information and data leakage and its potential
impact to both the individual and the organization are covered fully in any
new hire orientation session. It is also important to mention the protection
of corporate information in any type of annual policy review
acknowledgement that may exist.
Combating information and data leakage in an organization requires a
mature and effective incident response capability. Incident response
capability is the absolute last line of defense in any effort to protect
information and data. Nno matter how well thought out a security program
is, eventually there will be an incident of some type. The maturity of the
incident response capability within a security program will make the
difference between a complete disaster and a bad situation that can be
overcome over time.
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[ Security policy samples, templates and tools ]
Creating a framework
A good baseline framework can be a security industry standards document
such as the Security Forum’s Standard of Good Practice
(www.securityforum.org), the International Standards Organization’s
Security Management series (27001, 27002, 27005, www.iso.org), and the
Information Systems Audit and Control Association’s Control Objectives for
Information Technology (CoBIT, www.isaca.org). This is a reasonable
approach, as it helps to ensure that the policy will be accepted as adequate
by external auditors, government regulators and the Courts.
However, these documents are inherently generic. It is not reasonable to
change the way the organization functions in order to comply with a
standards document.
Make it about mandates
It is important that security policy always reflect actual practice. Otherwise,
the moment the policy is published, the organization is not compliant. It is
better to keep policy as a very small set of mandates to which everyone can
comply than to have a very far-reaching policy that few observe.
For example, consider user access to removable media such as USB storage
devices. At the policy level, a general statement that “all access to
removable media devices must be approved by [a responsible manager]
prohibits anyone without such approval from using removable media
devices.
Supplementary documents
Roles and responsibilities — Descriptions of security responsibilities
executed by departments other than the security group.
Technology standards — Descriptions of technical configuration
parameters and associated values that have been determined to ensure that
management can control access to electronic information assets.
Process - Workflows demonstrating how security functions performed by
different departments combine to ensure secure information-handling.
Procedures — Step by step instructions for untrained staff to perform
routine security tasks in ways that ensure that the associated preventive,
detective, and/or response mechanisms work as planned.
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Guidelines — Advice on the easiest way to comply with security policy,
usually written for non-technical users who have multiple options for
secure information-handling processes.
What an information security policy includes
The minimum information to be included in an information security policy
should include:
• Scope — should address all information, systems, facilities, programs,
data, networks and all users of technology in the organization,
without exception
• Information classification — should provide content-specific
definitions rather than generic “confidential” or “restricted”
• Management goals — goals for secure handling of information in each
classification category (e.g., legal, regulatory, and contractual
obligations for security) may be combined and phrased as generic
objectives such as “customer privacy entails no authorized cleartext
access to customer data for anyone but customer representatives and
only for purposes of communicating with customer,” “information
integrity entails no write access outside accountable job functions,”
and “prevent loss of assets”
• Context — Placement of the policy in the context of other
management directives and supplementary documents (e.g., is agreed
by all at executive level, all other information handling documents
must be consistent with it)
• Supporting documents — include references to supporting documents
(e.g., roles and responsibilities, process, technology standards,
procedures, guidelines)
• Specific instructions — include instruction on well-established
organization-wide security mandates (e.g., all access to any computer
system requires identity verification and authentication, no sharing of
individual authentication mechanisms)
• Responsibilities — outline specific designation of well-established
responsibilities (e.g., the technology department is the sole provider
of telecommunications lines)
• Consequences — include consequences for non-compliance (e.g., up
to and including dismissal or termination of contract)
Documentation with respect to policy approvals, updates and version
control should also be carefully preserved and available in the event that
the policy production process is audited.
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Data privacy and cloud computing
Although the technologies of cloud computing have blurred international borders from a
technological standpoint, and the ‘cloud effect’ on commerce has been impressive, there
has been a global backlash against the unbridled use of individuals’ personal data. It has
helped create greater divisions between nations from the legal and regulatory
perspectives. Whether because of political fallout from the NSA-Snowden controversy or
consternation over corporate data collection practices, political events have been
catalysts for more stringent data-privacy laws.

An overview of cloud computing
Cloud computing has eliminated the need for a business in the global marketplace to
purchase, install and maintain its own computer hardware and software infrastructure.
The “Cloud” has eliminated the need for a business to be tethered to a brick and mortar
geostationary physical address.

Defining cloud computing
Cloud computing involves more than simply storing data on remote servers.
NIST DEFINITION
It took years of work with input from government and industry, and 16 drafts before the
US National Institute of Standards and Technology (NIST) in October 2011, it defined
cloud computing as:
A model for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks, servers, storage, applications
and services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction.
NIST noted that its model included five essential characteristics: on-demand selfservice, broad network access, resource pooling, rapid elasticity, and measured service;
and three service models: SaaS (Software as a Service), PaaS (Platform as a Service), and
IaaS (Infrastructure as a Service); and four deployment models: private cloud,
community cloud, public cloud, and hybrid cloud.

Deployment models
The NIST defines a public cloud as a cloud infrastructure for use by the general public
that may be owned, managed and operated by business, academic or government
organizations or some combination of them existing on the premises of a cloud provider.
General public in the context of public cloud computing means that tenants of the public
cloud provider – often businesses rather than individuals – share the public cloud
infrastructure.
A public cloud datacenter may host the data of various unrelated businesses, such as
medical offices, real estate companies and law firms, with their only connection being
that they share a cloud provider. Citing cost savings, scalability and flexibility as reasons
for their choice, many businesses use public clouds as the method of deployment.
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The private cloud is a cloud infrastructure provisioned for exclusive use by a single
organization that is owned, managed and operated by that organization, a third party, or
a combination of them, which exists on- or off-premises. Private cloud has become an
increasingly popular choice for organizations in heavily regulated industries, those
desiring managed services, and other organizations most affected by certain legal and
regulatory issues.
The hybrid cloud is an integrated approach that may combine the use of public and
private cloud infrastructures. The key feature is that hybrid clouds allow organizations
to have unique, distinct infrastructures bound together by standard or proprietary
technology enabling data and application portability, often with managed services,
interoperating to deliver seamless business functions.

Geographical Expansion of Cloud Computing
North America has been the traditional center of cloud computing and North America
remains the home of the most datacenters in the world. The Asia-Pacific region now
houses the second-largest number of datacenters in the world, followed by Europe, the
Middle East and Africa, and Latin America.
The European cloud market is becoming more localized due in large part to Europe’s
strong data-privacy protections.

Current issues in data privacy cloud compliance
Five of the current data privacy issues of concern to American business are the
Microsoft Dublin warrant controversy, international e-discovery and e-disclosure, the
US-EU Safe Harbor Framework, the pending EU General Data Protection Regulation,
and the expansion of data-privacy laws around the world.

The Microsoft Dublin warrant controversy
In December 2013, a US Magistrate Judge issued a criminal search warrant to US
government prosecutors in a narcotics trafficking case authorizing them to search and
seize email content and other information stored on servers at a Microsoft datacenter in
Dublin, Ireland. Microsoft asked the court to invalidate the search warrant, arguing that
US courts were not authorized to issue warrants beyond the borders of the US.
The legal issues in the case are complex and involve the Stored Communications Act
(SCA), part of the Electronic Communications Privacy Act of 1986 (ECPA), and the
United and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001, (the USA PATRIOT Act).
The prosecutors argue that it matters not where the data is stored, but who controls the
data, in this case, Microsoft, a company based in the US and subject to a US search
warrant. So far, the US courts have sided with prosecutors, but the Microsoft appeals are
still pending.
If the US appellate courts and eventually the US Supreme Court affirm the lower court
decision, US prosecutors may try to execute search warrants around the world. Various
US companies and organizations that are not parties to the case including AOL, Apple,
AT&T, eBay, Hewlett-Packard, the National Association of Manufacturers, the National
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Newspaper Association and the US Chamber of Commerce, have filed amicus curiae
(friend-of-the-court) briefs supporting the Microsoft position.
The national origin and legal status of the cloud vendors a business uses may subject
them to claims from national governments associated with the vendors. Many national
governments, not just the United States, claim the right to search data in criminal and
national security investigations. Such claims don’t stop at national borders.

International e-discovery and e-disclosure
As international business has become more common, so has international litigation,
making discovery in legal proceedings a major source of international data transfers.
Cloud computing has made these data transfers easier from a technological standpoint,
but such quick and easy transfers can create compliance challenges.
The process of e-discovery in the US and e-disclosure in the UK results in large volumes
of data being transferred internationally. The US legal system gives litigants and lawyers
extensive access to evidence, a practice at odds with traditions in other nations, most
notably, the member states of the European Union due to their civil law tradition in
which evidence is collected by judges in an inquisitorial system – unlike the juries
receiving evidence in common-law Courts of the UK and the nations that have adopted
its English common-law system, such as Australia, Canada, most of India, Ireland, Hong
Kong, Singapore and most of the US. The differences between e-discovery in the United
States and evidence procedures in the rest of the world must be considered by any
business using Cloud technology.
European nations have enacted “blocking statutes” which provide penalties for
transferring documents for use in foreign proceedings unless the transfer complies with
the provisions of the Convention on the Taking of Evidence Abroad in Civil and
Commercial Matters, known commonly as The Hague Evidence Convention.
The French blocking statute of 1980, Law 80-538, provides criminal penalties, including
imprisonment, for parties transferring documents or information relating to
commercial, economic, financial, industrial or technical matters outside France without
complying with the provisions of The Hague Evidence Convention.
When it comes to international e-discovery and e-disclosure every attorney must be
aware of these conflicting laws.

The US-EU Safe Harbor Framework
Under the 1995 EU Data Protection Directive, known formally as Directive 95/46/EC of
the European Parliament and of the Council of 24 October 1995 on the Protection of
Individuals with Regard to the Processing of Personal Data and on the Free Movement
of Such Data, which became effective in 1998, data can be transferred outside the EU
only to nations that meet adequate data-privacy requirements under EU law. The US
does not meet such standards, but data transfers can be made under an agreement
known as the US-EU Safe Harbor Framework.
There are actually two Safe Harbor Framework agreements: one between the US and the
EU and another between the US and Switzerland. They are administered on the US side
by the US Department of Commerce.
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Approved in 2000, the US-EU Safe Harbor Framework allows data transfers by binding
the 28 member states to the EU Commission’s finding of data-protection ‘adequacy’
based on a company’s certification under the Safe Harbor Framework.
Individual companies can obtain EU certification to transfer data even though the US
itself does not meet European data-protection requirements and about 3,200 companies
have obtained Safe Harbor certification. Under the current system, compliance is based
on self-certification.
However, a 2014 European Parliament resolution called for suspension of the Safe
Harbor Framework. In 2015, the High Court of Ireland said, “There is, perhaps, much to
be said for the argument that the Safe Harbor regime has been overtaken by events. The
Snowden revelations may be thought to have exposed gaping holes in the contemporary
US data protection practice.”
The Safe Harbor Framework is at risk and without Safe Harbor, cloud data transfers are
in jeopardy.

The EU General Data Protection Regulation (GDPR)
The European Union is considering a General Data Protection Regulation (GDPR),
which would replace the current EU Data Protection Directive. The distinction between
“directives” and “regulations” under EU law is significant.
An EU regulation is a binding legislative act that must be applied in its entirety
throughout the 28 member states in the EU. An EU directive is a legislative act
establishing EU policies that are implemented through laws passed by the member
states themselves.
The EU Court of Justice anticipated the GDPR in May with its “right to be forgotten”
decision in Google Spain SL v Agencia Española de Protección de Datos holding that a
right to be forgotten existed and individuals have the right to ask for personal
information to be removed from the Internet.
The GDPR is a critical data-privacy-compliance issue for any organization involved in
cloud data transfers involving the EU member states: Austria, Belgium, Bulgaria,
Croatia, Republic of Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden and the UK,
together with Iceland, Liechtenstein and Norway, make up the European Economic Area
(EEA).
Although the idea behind the GDPR is to harmonize the laws of the member states to
make data protection – and thus commerce – easier throughout Europe, organizations
need to be aware of how it will affect their cloud strategies. There is the threat of
substantial fines up to €100m or 5% of a company’s annual revenue.

Expansion of data privacy laws around the world
Comprehensive data-privacy laws are nothing new in many nations around the world,
but laws such as the USA PATRIOT Act and developments such as the NSA-Snowden
controversy have led to new legislation with data-privacy provisions, such as Brazil’s
Marco Civil da Internet.
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Cloud computing requires due diligence
The expansion of data-privacy laws around the world presents significant challenges to
international trade and finance demanding due diligence.
Law and politics can become as important as technology and business considerations in
the deployment of cloud computing. Organizations must know at all times where their
data is housed and how it is maintained. International data-privacy laws should be a
primary consideration in the selection of cloud providers and datacenter locations.
Attorneys representing clients who use the Cloud must have at least a basic familiarity
with international data-privacy laws and the regulations of the jurisdiction where the
data is housed.

Secure your data
Data breaches will continue to occur and data-breach laws exist in jurisdictions around
the globe. A breach often has nothing to do with hackers; inadvertent data breaches are
an important part of data security. Securing data is critical.
Cloud computing programs should include service-level agreements that have
provisions for data-breach protection and data location along with provisions for
retrieval of data.
The shared, on-demand nature of cloud computing introduces the possibility of new
security breaches that can erase any productivity gains which might result from
application of cloud technology. The inherent nature of Cloud services enables users to
bypass organization-wide security policies and set up their own accounts in the service
of shadow IT projects.
The first step in minimizing risk of operating in the cloud is to identify the top security
threats.
At a recent RSA Conference, the Cloud Security Alliance (CSA) listed the “Treacherous
12,” the top 12 cloud computing threats organizations face in 2016.

Threat No. 1: Data breaches
Cloud environments face many of the same threats as traditional corporate networks,
but due to the vast amount of data stored on cloud servers, cloud service providers have
become attractive targets. The severity of potential damage tends to depend on the
sensitivity of the data exposed
When a data breach occurs, companies may face civil lawsuits or criminal charges.
Breach investigations and notifications incur significant costs. Indirect effects, such as
brand damage and loss of business, can impact organizations for years.
Cloud providers typically deploy security controls to protect their environments, but
ultimately, organizations are responsible for protecting their own data in the cloud. The
CSA has recommended organizations use multifactor authentication and encryption to
protect against data breaches.

Threat No. 2: Compromised credentials and broken
authentication
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Data breaches and other attacks frequently result from lax authentication, weak
passwords, and poor key or certificate management.
Multifactor authentication systems such as one-time passwords, phone-based
authentication, and smartcards make it harder for attackers to log in with stolen
passwords. The Anthem breach, which exposed more than 80 million customer records,
was the result of stolen user credentials and failure to deploy multifactor authentication.
Many developers make the mistake of embedding credentials and cryptographic keys in
source code and leaving them in public-facing repositories such as GitHub. Keys need to
be appropriately protected, and a well-secured public key infrastructure is necessary.
They also need to be rotated periodically to make it harder for attackers to use keys
they’ve obtained without authorization.

Threat No. 3: Hacked interfaces and APIs
Practically every cloud service and application now offers APIs. IT teams use interfaces
and APIs to manage and interact with cloud services.
The security and availability of cloud services from authentication and access control to
encryption and activity monitoring depend on the security of the API. Risk increases
with third parties that build on these interfaces and their client organizations expose
more services and credentials. Weak interfaces and APIs expose organizations to basic
security issues including confidentiality, integrity, availability, and accountability.
APIs and interfaces tend to be the most exposed part of a system because they are
usually accessible from the Internet. The CSA recommends security-focused code
reviews and rigorous penetration testing.

Threat No. 4: Exploited system vulnerabilities
System vulnerabilities, or exploitable bugs in programs, are not new, but they have
become a more significant problem with the advent of multi-tenancy in cloud
computing. Organizations share memory, databases, and other resources in close
proximity to one another, creating new attack surfaces.
System vulnerabilities can be mitigated with basic IT processes and best practices which
include regular vulnerability scanning, prompt patch management, and rapid follow-up
on reported system threats.
The costs of mitigating system vulnerabilities are relatively small compared to other IT
expenditures when compared with the potential damage.

Threat No. 5: Account hijacking
Phishing, fraud, and software exploits are still successful, and cloud services add a new
dimension to the threat because attackers can eavesdrop on activities, manipulate
transactions, and modify data as well as use the cloud application to launch other
attacks.
Organizations should prohibit the sharing of account credentials between users and
services, as well as enable multifactor authentication schemes where available.
Accounts, even service accounts, should be monitored so that every transaction can be
traced to a human owner. The key is to protect account credentials from being stolen.
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Threat No. 6: Malicious insiders
The insider threat has many faces: a current or former employee, a system
administrator, a contractor, or a business partner. The malicious agenda ranges from
data theft to revenge. In a cloud scenario, a malicious insider can destroy whole
infrastructures or manipulate data. Systems that depend solely on the cloud service
provider for security, such as encryption, are at greatest risk.
Organizations must control the encryption process and keys, segregating duties and
minimizing access given to users. Effective logging, monitoring, and auditing
administrator activities are also critical.

Threat No. 7: The APT parasite
Advanced persistent threats (APTs) are “parasitical” forms of attack infiltrating systems
to establish a foothold, then stealthily exfiltrating data and intellectual property over an
extended period of time.
APTs typically move laterally through the network blending with normal traffic to limit
detection. The major cloud providers apply advanced techniques to prevent APTs from
infiltrating their infrastructure, but customers need to be as diligent in detecting APT
compromises in cloud accounts as they would in on-premises systems.
Common points of entry include spear phishing, direct attacks, USB drives preloaded
with malware, and compromised third-party networks.

Threat No. 8: Permanent data loss
As the cloud has matured, reports of permanent data loss due to provider error have
become extremely rare. But malicious hackers have been known to permanently delete
cloud data to harm businesses, and cloud data centers are no less vulnerable to natural
disasters as any other facility.
Cloud providers recommend distributing data and applications across multiple zones for
added protection. Adequate data backup measures are essential, as well as adhering to
best practices in business continuity and disaster recovery. Daily data backup and offsite storage still remain important even with operations moving to the cloud.
Beware of encrypting data before uploading it to the cloud. The encryption key must be
both physically and electronically protected. Once the key is lost, so is the data.
Government imposed compliance policies often stipulate how long organizations must
retain certain records and other documents. Losing such data may have serious civil and
criminal consequences. The new EU data protection rules treat data destruction and
corruption of personal data as data breaches requiring appropriate notification.

Threat No. 9: Inadequate diligence
Embracing the cloud without fully understanding the myriad of commercial, financial,
technical, legal, and compliance risks is an invitation to a disaster. Due diligence is
required whether an organization is trying to migrate to the cloud or working with
another company, law firm, vendor or third party service provider in the cloud.
Organizations must perform extensive due diligence to understand the risks they
assume when they subscribe to each cloud service.
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Threat No. 10: Cloud service abuses
Cloud services can be commandeered to support nefarious activities, such as using cloud
computing resources to break an encryption key in order to launch an attack; DDoS
attacks; sending spam and phishing emails; and hosting malicious content.

Threat No. 11: DoS attacks
DoS (Denial of Service) attacks have been around for years, but in the cloud computing
environment they often affect availability as Systems slow down or time out.
Experiencing a denial-of-service attack is like being caught in rush-hour traffic gridlock
when there is only one way to reach your destination. There is nothing you can do about
it except sit and wait. To add insult to injury, DoS attacks consume large amounts of
processing power, a bill you may ultimately have to pay.
While high-volume DDoS attacks are very common and often widely publicized, the
more insidious application-level DoS attacks which target Web server and database
vulnerabilities often cause more long-term damage.

Threat No. 12: Shared technology, shared dangers
Vulnerabilities in shared technology pose a significant threat to cloud computing. Cloud
service providers share infrastructure, platforms, and applications, and if a vulnerability
arises in any of these layers, it affects everyone. A single vulnerability or
misconfiguration can lead to a compromise across an entire provider’s cloud.
If an integral component gets compromised such as a hypervisor, a shared platform
component, or an application, it exposes the entire cloud environment to potential
compromise and breach. Any defense-in-depth strategy should include multifactor
authentication on all hosts, host-based and network-based intrusion detection systems,
together with application of the concepts of least privilege, network segmentation, and
patching shared resources.
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Encryption
Cybersecurity is more than protecting things—servers, desktops, laptops, and mobile
devices. It is about protecting the valuable data on those computers. With the
proliferation of data and the need to access data from anywhere at any time, encryption
is rapidly emerging as the best place to start your security strategy.
Despite vulnerability to data breaches and accidental data loss, many law firms have
been slow to adopt encryption.
Encryption has long been shrouded in myths, including:
•

Encryption is too complex to install or manage

•

Encryption hurts performance of laptops, desktops, servers and applications

On top of these common myths, the demands of implementing a data protection
plan that includes encryption can cause confusion, such as the following examples:
•

Do you need to use encryption everywhere data is found—on disks, files, folders,
removable devices, mobile devices, and cloud storage?
•

What are the best practices for implementing encryption?

•
•

How can you protect all your important data without slowing the business down?

For any type of organization, data has value and needs to be protected. Data is
currency—it has value and should be protected no less than cash. Always encrypt
sensitive data.
Data encryption can be very simple to implement and manage. The key is to understand
the types of data you need to encrypt, where it lives and who should have access to it.
When designed and implemented properly, encryption can protect critical data with
only minimal impact on performance.
Storing encrypted data in the cloud is more secure than storing non-encrypted data in
the cloud. All data that is sent to the cloud should be encrypted and you should control
the encryption keys.
Encryption without careful key management is pointless. Too many organizations fail to
manage their encryption keys, either storing them on the same server as the encrypted
data or allowing a cloud provider to manage them. This is very much like locking your
car and then leaving the keys in the door.
Encryption doesn’t stop data loss or theft, but it does keep data safe by making it
unreadable and unusable.

Encryption: How it works
Encryption is a method of scrambling messages in a format that is unreadable by
unauthorized users. Cryptography—the art and science behind encryption—uses
algorithms to turn readable data (plaintext) into unreadable format (ciphertext).

Full-disk encryption
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Full-disk encryption (FDE) is the encryption of an entire disk, not just specific files, at
the sector level below the File System. In other words, all the contents of a physical hard
drive are encrypted.
FDE offers the most protection when the device is powered off (not turned on or in sleep
mode), offering what is known as protection of data “at rest.” FDE is considered the first
line of defense in a data protection strategy, primarily aimed at keeping your data secure
in the event that a device is lost or stolen.
With FDE, any files that you save on a computer or digital device with will be encrypted
(protected) automatically. However, as soon as a file leaves the disk (say you send it via
email, or copy it to removable media or to the cloud), it will not be protected anymore by
FDE.

File encryption
File encryption is the encryption of specific files only. Unlike disk encryption, which
automatically encrypts everything that is written to the disk, file encryption requires
rules and policies to determine what type of files to encrypt.
Unlike FDE, encrypted files remain encrypted after leaving the the disk or device. You
can share an encrypted file via email and it will still be secure. The same is true if you
copy an encrypted file to removable media and to the cloud. File encryption protects
“data in use” and “data in transit”.

What data should you encrypt?
Typically, you should encrypt employee/HR data, financial records, client information,
point-of sale data, health information and anything else that can be useful to an
attacker. At times, regulatory compliance requirements like those defined by PCI,
HIPAA, PIPEDA, and more, require you to encrypt data.
However, if you only encrypt what you consider to be your most top secret data,
encryption can act as an indicator to attackers that that data is important. Encrypting as
much as you can removes that indicator from attackers.

Implementing an Encryption Strategy
The biggest challenges in planning and executing a data encryption strategy involve
discovering where sensitive data resides in the firm, classifying which data to encrypt,
and training users to use encryption appropriately.
Encryption is the foundation of any data protection strategy, but before implementing
any encryption program, you must answer the following questions:

How does data flow into and out of your organization? Do you

receive emails with file attachments, or send them out? Do you receive data on USB
sticks or other forms of removable media? How does your organization store and share
large amounts of data internally and externally? Do you use cloud based storage services
like DropBox, Box, OneDrive, etc.? What about mobile devices and tablets? You should
look for an encryption solution that is built to adapt to the way you use data and how
data flows within an organization.
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With more and more firms using cloud storage, you need a solution that secures cloudbased data sharing and provides you with custody of your encryption keys.
You need a data encryption solution that protects your data wherever users need to
access it, without complicating things for the end user.

How does your organization and how do your people use data?
What are their workflows and how do they go about making their day-to-day jobs more
productive? What tools, devices or apps do they use and do any of those present a
possible vector for data loss?

Who has access to your data? Do your employees have access to just the data
they need to do their job, or do they have access to data they do not need?

IT administrators tend to have unlimited access to data and IT infrastructure, but do IT
administrators really need access to all the client or firm data?

Where is your data? Centralized and mostly contained in a data center?

Completely hosted in the Cloud? Sitting on employee laptops and mobile devices? All of
these locations?
Every organization is different, so there is no one-size-fits all data protection strategy. A
data protection plan must be based on your business, the type of data your business
works with and generates, local/industry regulations, and the size of your business.
Nevertheess, there is one constant across all companies—you need to educate
employees.
Employees need to understand how to comply with a clearly defined data protection
plan and how to use encryption. They must be clearly told which data they have access
to, how this data needs to be accessed and how they can protect this data. Most
importantly, you need to ensure that you can both offer and manage encryption in such
a way that it doesn’t impact your company workflows.

Choosing a Solution
What are the most important features of encryption technology solutions? System
performance and latency? Integration with other security tools? Management of keys?
Some of the key aspects to keep in mind while choosing the right encryption solution
include:
Usability: An encryption solution needs to be simple yet comprehensive. Your
encryption product should be easy to set up and deploy, with an intuitive management
console.
Multi-platform: Find a solution that covers all types of encryption, including for
multiple operating systems like Windows, Mac, Android, iOS.
Adaptability: You want a solution that protects your data without interrupting
organization workflow and reducing or limiting productivity. Your encryption solution
should adapt to your organization’s workflow; you should not have to change your
workflow to accommodate the encryption system.
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Independent endorsement: Make sure whatever company you choose for your
encryption needs provides ample support and has strong third party endorsements from
industry analysts, reviewers and customers.
Scalability: You need an encryption solution that scales with your firm growth.
Proof of compliance: In the event that the worst happens, you need to be able to
show that your data was protected. If you are subject to specific data protection laws or
regulations, auditors will require proof that the data was encrypted.

Conclusion
Too many law firms don’t use encryption because of the idea that encryption is just too
complicated. But when your data is encrypted, it is protected. It is unreadable if lost or
stolen. The need for encryption has never been greater. Sensitive information is more at
risk than ever before.
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Computer security
From Wikipedia, the free encyclopedia
https://en.wikipedia.org/wiki/Computer_security
Computer security, also known as cyber security or IT security, is the protection of
computer systems from the theft or damage to their hardware, software or information,
as well as from disruption or misdirection of the services they provide.[1]
Cyber security includes controlling physical access to the hardware, as well as protecting
against harm that may come via network access, data and code injection.[2] Also, due to
malpractice by operators, whether intentional, accidental, IT security is susceptible to
being tricked into deviating from secure procedures through various methods.[3]
The field is of growing importance due to the increasing reliance on computer systems
and the Internet in mostly developed (first-world) societies,[4] wireless networks such
as Bluetooth and Wi-Fi, and the growth of “smart” devices, including smartphones,
televisions and tiny devices as part of the Internet of Things.
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Vulnerabilities and attacks
A vulnerability is a system susceptibility or flaw. Many vulnerabilities are documented
in the Common Vulnerabilities and Exposures (CVE) database. An exploitable
vulnerability is one for which at least one working attack or “exploit” exists.[5]
To secure a computer system, it is important to understand the attacks that can be made
against it, and these threats can typically be classified into one of the categories below:
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Backdoor
A backdoor in a computer system, a cryptosystem or an algorithm, is any secret method
of bypassing normal authentication or security controls. They may exist for a number of
reasons, including by original design or from poor configuration. They may have been
added by an authorized party to allow some legitimate access, or by an attacker for
malicious reasons; but regardless of the motives for their existence, they create a
vulnerability.

Denial-of-service attack
Denial of service attacks (DoS) are designed to make a machine or network resource
unavailable to its intended users.[6] Attackers can deny service to individual victims,
such as by deliberately entering a wrong password enough consecutive times to cause
the victim account to be locked, or they may overload the capabilities of a machine or
network and block all users at once. While a network attack from a single IP address can
be blocked by adding a new firewall rule, many forms of Distributed denial of service
(DDoS) attacks are possible, where the attack comes from a large number of points –
and defending is much more difficult. Such attacks can originate from the zombie
computers of a botnet, but a range of other techniques are possible including reflection
and amplification attacks, where innocent systems are fooled into sending traffic to the
victim.

Direct-access attacks
An unauthorized user gaining physical access to a computer is most likely able to
directly copy data from it. They may also compromise security by making operating
system modifications, installing software worms, keyloggers, covert listening devices or
using wireless mice.[7] Even when the system is protected by standard security
measures, these may be able to be by-passed by booting another operating system or
tool from a CD-ROM or other bootable media. Disk encryption and Trusted Platform
Module are designed to prevent these attacks.

Eavesdropping
Eavesdropping is the act of surreptitiously listening to a private conversation, typically
between hosts on a network. For instance, programs such as Carnivore and
NarusInsight have been used by the FBI and NSA to eavesdrop on the systems of
internet service providers. Even machines that operate as a closed system (i.e., with no
contact to the outside world) can be eavesdropped upon via monitoring the faint electromagnetic transmissions generated by the hardware; TEMPEST is a specification by the
NSA referring to these attacks.

Spoofing
Spoofing, in general, is a fraudulent or malicious practice in which communication is
sent from an unknown source disguised as a source known to the receiver. Spoofing is
most prevalent in communication mechanisms that lack a high level of security.[8]
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Tampering
Tampering describes a malicious modification of products. So-called “Evil Maid” attacks
and security services planting of surveillance capability into routers[9] are examples.

Privilege escalation
Privilege escalation describes a situation where an attacker with some level of restricted
access is able to, without authorization, elevate their privileges or access level. So for
example a standard computer user may be able to fool the system into giving them
access to restricted data; or even to “become root” and have full unrestricted access to a
system.

Phishing
Phishing is the attempt to acquire sensitive information such as usernames, passwords,
and credit card details directly from users.[10] Phishing is typically carried out by email
spoofing or instant messaging, and it often directs users to enter details at a fake website
whose look and feel are almost identical to the legitimate one. Preying on a victim’s
trust, phishing can be classified as a form of social engineering.

Clickjacking
Clickjacking, also known as “UI redress attack” or “User Interface redress attack”, is a
malicious technique in which an attacker tricks a user into clicking on a button or link
on another webpage while the user intended to click on the top level page. This is done
using multiple transparent or opaque layers. The attacker is basically “hijacking” the
clicks meant for the top level page and routing them to some other irrelevant page, most
likely owned by someone else. A similar technique can be used to hijack keystrokes.
Carefully drafting a combination of stylesheets, iframes, buttons and text boxes, a user
can be led into believing that they are typing the password or other information on some
authentic webpage while it is being channeled into an invisible frame controlled by the
attacker.

Social engineering
Social engineering aims to convince a user to disclose secrets such as passwords, card
numbers, etc. by, for example, impersonating a bank, a contractor, or a customer.[11]
A common scam involves fake CEO emails sent to accounting and finance departments.
In early 2016, the FBI reported that the scam has cost US businesses more than $2bn in
about two years.[12]
In May 2016, the Milwaukee Bucks NBA team was the victim of this type of cyber scam
with a perpetrator impersonating the team’s president Peter Feigin, resulting in the
handover of all the team’s employees’ 2015 W-2 tax forms.[13]

Systems at risk
Computer security is critical in almost any industry which uses computers. Currently,
most electronic devices such as computers, laptops and cellphones come with built in
firewall security software, but despite this, computers are not 100% accurate and
dependable to protect our data (Smith, Grabosky & Urbas, 2004.) There are many
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different ways of hacking into computers. It can be done through a network system,
clicking into unknown links, connecting to unfamiliar Wi-Fi, downloading software and
files from unsafe sites, power consumption, electromagnetic radiation waves, and many
more. However, computers can be protected through well built software and hardware.
By having strong internal interactions of properties, software complexity can prevent
software crash and security failure.[14]

Financial systems
Web sites and apps that accept or store credit card numbers, brokerage accounts, and
bank account information are prominent hacking targets, because of the potential for
immediate financial gain from transferring money, making purchases, or selling the
information on the black market.[15] In-store payment systems and ATMs have also
been tampered with in order to gather customer account data and PINs.

Utilities and industrial equipment
Computers control functions at many utilities, including coordination of
telecommunications, the power grid, nuclear power plants, and valve opening and
closing in water and gas networks. The Internet is a potential attack vector for such
machines if connected, but the Stuxnet worm demonstrated that even equipment
controlled by computers not connected to the Internet can be vulnerable to physical
damage caused by malicious commands sent to industrial equipment (in that case
uranium enrichment centrifuges) which are infected via removable media. In 2014, the
Computer Emergency Readiness Team, a division of the Department of Homeland
Security, investigated 79 hacking incidents at energy companies.[16] Vulnerabilities in
smart meters (many of which use local radio or cellular communications) can cause
problems with billing fraud.[17]

Aviation
The aviation industry is very reliant on a series of complex system which could be
attacked.[18] A simple power outage at one airport can cause repercussions
worldwide,[19] much of the system relies on radio transmissions which could be
disrupted,[20] and controlling aircraft over oceans is especially dangerous because
radar surveillance only extends 175 to 225 miles offshore.[21] There is also potential for
attack from within an aircraft.[22]
In Europe, with the (Pan-European Network Service)[23] and NewPENS,[24] and in the
US with the NextGen program,[25] air navigation service providers are moving to create
their own dedicated networks.
The consequences of a successful attack range from loss of confidentiality to loss of
system integrity, which may lead to more serious concerns such as exfiltration of data,
network and air traffic control outages, which in turn can lead to airport closures, loss of
aircraft, loss of passenger life, damages on the ground and to transportation
infrastructure. A successful attack on a military aviation system that controls munitions
could have even more serious consequences.
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Consumer devices
Desktop computers and laptops are commonly infected with malware either to gather
passwords or financial account information, or to construct a botnet to attack another
target. Smart phones, tablet computers, smart watches, and other mobile devices such
as Quantified Self devices like activity trackers have also become targets and many of
these have sensors such as cameras, microphones, GPS receivers, compasses, and
accelerometers which could be exploited, and may collect personal information,
including sensitive health information. Wifi, Bluetooth, and cell phone networks on any
of these devices could be used as attack vectors, and sensors might be remotely activated
after a successful breach.[26]
Home automation devices such as the Nest thermostat are also potential targets.[26]

Large corporations
Large corporations are common targets. In many cases this is aimed at financial gain
through identity theft and involves data breaches such as the loss of millions of clients’
credit card details by Home Depot,[27] Staples,[28] and Target Corporation.[29]
Medical records have been targeted for use in general identify theft, health insurance
fraud, and impersonating patients to obtain prescription drugs for recreational purposes
or resale.[30]
Not all attacks are financially motivated however; for example security firm HBGary
Federal suffered a serious series of attacks in 2011 from hacktivist group Anonymous in
retaliation for the firm’s CEO claiming to have infiltrated their group, [31][32] and Sony
Pictures was attacked in 2014 where the motive appears to have been to embarrass with
data leaks, and cripple the company by wiping workstations and servers.[33][34]

Automobiles
If access is gained to a car’s internal controller area network, it is possible to disable the
brakes and turn the steering wheel.[35] Computerized engine timing, cruise control,
anti-lock brakes, seat belt tensioners, door locks, airbags and advanced driver-assistance
systems make these disruptions possible, and self-driving cars go even further.
Connected cars may use wifi and bluetooth to communicate with onboard consumer
devices, and the cell phone network to contact concierge and emergency assistance
services or get navigational or entertainment information; each of these networks is a
potential entry point for malware or an attacker.[35] Researchers in 2011 were even able
to use a malicious compact disc in a car’s stereo system as a successful attack vector,[36]
and cars with built-in voice recognition or remote assistance features have onboard
microphones which could be used for eavesdropping. In 2015 hackers remotely
carjacked a Jeep from 10 miles away and drove it into a ditch.[37][38]
A 2015 report by U.S. Senator Edward Markey criticized manufacturers’ security
measures as inadequate, and also highlighted privacy concerns about driving, location,
and diagnostic data being collected, which is vulnerable to abuse by both manufacturers
and hackers.[39]
In September 2016 the United States Department of Transportation announced some
safety standards for the design and development of autonomous vehicles, called states to
come up with uniform policies applying to driverless cars, clarified how current
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regulations can be applied to driverless cars and opened the door for new similar
regulations.[40][41] * * *
Cybersecurity of automobiles doesn’t just involve the production but also the discovery,
proactive measures and patching of vulnerabilities.[43] In 2016 Tesla pushed out
security fixes “over the air” and into its cars’ computer systems after a Chinese whitehat
hacking group disclosed it with an apparent altruistic and/or reputation incentive.[44]

Government
Government and military computer systems are commonly attacked by
activists[45][46][47][48] and foreign powers.[49][50][51][52] Local and regional
government infrastructure such as traffic light controls, police and intelligence agency
communications, personnel records, student records,[53] and financial systems are also
potential targets as they are now all largely computerized. Passports and government ID
cards that control access to facilities which use RFID can be vulnerable to cloning.

Internet of Things and physical vulnerabilities
The Internet of Things (IoT) is the network of physical objects such as devices, vehicles,
and buildings that are embedded with electronics, software, sensors, and network
connectivity that enables them to collect and exchange data[54] – and concerns have
been raised that this is being developed without appropriate consideration of the
security challenges involved.[55][56]
While the IoT creates opportunities for more direct integration of the physical world
into computer-based systems,[57][58] it also provides opportunities for misuse. In
particular, as the Internet of Things spreads widely, cyber attacks are likely to become
an increasingly physical (rather than simply virtual) threat.[59] If a front door’s lock is
connected to the Internet, and can be locked/unlocked from a phone, then a criminal
could enter the home at the press of a button from a stolen or hacked phone. People
could stand to lose much more than their credit card numbers in a world controlled by
IoT-enabled devices. Thieves have also used electronic means to circumvent nonInternet-connected hotel door locks.[60]

Medical systems
Medical devices have either been successfully attacked or had potentially deadly
vulnerabilities demonstrated, including both in-hospital diagnostic equipment[61] and
implanted devices including pacemakers[62] and insulin pumps.[63] There are many
reports of hospitals and hospital organizations getting hacked, including ransomware
attacks,[64][65][66][67] Windows XP exploits,[68][69] viruses,[70][71][72] and data
breaches of sensitive data stored on hospital servers.[73][65][74][75][76] On 28
December 2016 the US Food and Drug Administration released its recommendations
that are not legally enforceable for how medical device manufacturers should maintain
the security of Internet-connected devices.[77][78]

Impact of security breaches
Serious financial damage has been caused by security breaches, but because there is no
standard model for estimating the cost of an incident, the only data available is that
which is made public by the organizations involved. “Several computer security
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consulting firms produce estimates of total worldwide losses attributable to virus and
worm attacks and to hostile digital acts in general. The 2003 loss estimates by these
firms range from $13 billion (worms and viruses only) to $226 billion (for all forms of
covert attacks). The reliability of these estimates is often challenged; the underlying
methodology is basically anecdotal.”[79] * * *

Attacker motivation * * *
Computer protection (countermeasures)
In computer security a countermeasure is an action, device, procedure, or technique
that reduces a threat, a vulnerability, or an attack by eliminating or preventing it, by
minimizing the harm it can cause, or by discovering and reporting it so that corrective
action can be taken.[81][82][83]
Some common countermeasures are listed in the following sections:

Security by design
Security by design, or alternately secure by design, means that the software has been
designed from the ground up to be secure. In this case, security is considered as a main
feature.
Some of the techniques in this approach include:
The principle of least privilege, where each part of the system has only the privileges
that are needed for its function. That way even if an attacker gains access to that part,
they have only limited access to the whole system.
Automated theorem proving to prove the correctness of crucial software subsystems.
Code reviews and unit testing, approaches to make modules more secure where
formal correctness proofs are not possible.
Defense in depth, where the design is such that more than one subsystem needs to be
violated to compromise the integrity of the system and the information it holds.
Default secure settings, and design to “fail secure” rather than “fail insecure” (see failsafe for the equivalent in safety engineering). Ideally, a secure system should require a
deliberate, conscious, knowledgeable and free decision on the part of legitimate
authorities in order to make it insecure.
Audit trails tracking system activity, so that when a security breach occurs, the
mechanism and extent of the breach can be determined. Storing audit trails remotely,
where they can only be appended to, can keep intruders from covering their tracks.
Full disclosure of all vulnerabilities, to ensure that the “window of vulnerability” is
kept as short as possible when bugs are discovered.

Security architecture
The Open Security Architecture organization defines IT security architecture as “the
design artifacts that describe how the security controls (security countermeasures) are
positioned, and how they relate to the overall information technology architecture.
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These controls serve the purpose to maintain the system’s quality attributes:
confidentiality, integrity, availability, accountability and assurance services”.[84]
Techopedia defines security architecture as “a unified security design that addresses the
necessities and potential risks involved in a certain scenario or environment. It also
specifies when and where to apply security controls. The design process is generally
reproducible.” The key attributes of security architecture are:[85]
the relationship of different components and how they depend on each other.
the determination of controls based on risk assessment, good practice, finances, and
legal matters.
the standardization of controls.

Security measures
A state of computer “security” is the conceptual ideal, attained by the use of the three
processes: threat prevention, detection, and response. These processes are based on
various policies and system components, which include the following:
User account access controls and cryptography can protect systems files and data,
respectively.
Firewalls are by far the most common prevention systems from a network security
perspective as they can (if properly configured) shield access to internal network
services, and block certain kinds of attacks through packet filtering. Firewalls can be
both hardware- or software-based.
Intrusion Detection System (IDS) products are designed to detect network attacks inprogress and assist in post-attack forensics, while audit trails and logs serve a similar
function for individual systems.
“Response” is necessarily defined by the assessed security requirements of an
individual system and may cover the range from simple upgrade of protections to
notification of legal authorities, counter-attacks, and the like. In some special cases, a
complete destruction of the compromised system is favored, as it may happen that not
all the compromised resources are detected.
Today, computer security comprises mainly “preventive” measures, like firewalls or an
exit procedure. A firewall can be defined as a way of filtering network data between a
host or a network and another network, such as the Internet, and can be implemented
as software running on the machine, hooking into the network stack (or, in the case of
most UNIX-based operating systems such as Linux, built into the operating system
kernel) to provide real time filtering and blocking. Another implementation is a socalled “physical firewall”, which consists of a separate machine filtering network traffic.
Firewalls are common amongst machines that are permanently connected to the
Internet.
Some organizations are turning to big data platforms, such as Apache Hadoop, to extend
data accessibility and machine learning to detect advanced persistent threats.[86][87]
However, relatively few organisations maintain computer systems with effective
detection systems, and fewer still have organised response mechanisms in place. As

59

result, as Reuters points out: “Companies for the first time report they are losing more
through electronic theft of data than physical stealing of assets”.[88] The primary
obstacle to effective eradication of cyber crime could be traced to excessive reliance on
firewalls and other automated “detection” systems. Yet it is basic evidence gathering by
using packet capture appliances that puts criminals behind bars.

Vulnerability management
Vulnerability management is the cycle of identifying, and remediating or mitigating
vulnerabilities”,[89] especially in software and firmware. Vulnerability management is
integral to computer security and network security.
Vulnerabilities can be discovered with a vulnerability scanner, which analyzes a
computer system in search of known vulnerabilities,[90] such as open ports, insecure
software configuration, and susceptibility to malware
Beyond vulnerability scanning, many organisations contract outside security auditors to
run regular penetration tests against their systems to identify vulnerabilities. In some
sectors this is a contractual requirement.[91]

Reducing vulnerabilities
While formal verification of the correctness of computer systems is possible,[92][93] it
is not yet common. Operating systems formally verified include seL4,[94] and SYSGO’s
PikeOS[95][96] – but these make up a very small percentage of the market.
Cryptography properly implemented is now virtually impossible to directly break.
Breaking them requires some non-cryptographic input, such as a stolen key, stolen
plaintext (at either end of the transmission), or some other extra cryptanalytic
information.
Two factor authentication is a method for mitigating unauthorized access to a system or
sensitive information. It requires “something you know”; a password or PIN, and
“something you have”; a card, dongle, cellphone, or other piece of hardware. This
increases security as an unauthorized person needs both of these to gain access.
Social engineering and direct computer access (physical) attacks can only be prevented
by non-computer means, which can be difficult to enforce, relative to the sensitivity of
the information. Training is often involved to help mitigate this risk, but even in a highly
disciplined environments (e.g. military organizations), social engineering attacks can
still be difficult to foresee and prevent.
It is possible to reduce an attacker’s chances by keeping systems up to date with security
patches and updates, using a security scanner or/and hiring competent people
responsible for security. The effects of data loss/damage can be reduced by careful
backing up and insurance.

Hardware protection mechanisms
While hardware may be a source of insecurity, such as with microchip vulnerabilities
maliciously introduced during the manufacturing process,[97][98] hardware-based or
assisted computer security also offers an alternative to software-only computer security.
Using devices and methods such as dongles, trusted platform modules, intrusion-aware
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cases, drive locks, disabling USB ports, and mobile-enabled access may be considered
more secure due to the physical access (or sophisticated backdoor access) required in
order to be compromised. Each of these is covered in more detail below.
USB dongles are typically used in software licensing schemes to unlock software
capabilities,[99] but they can also be seen as a way to prevent unauthorized access to a
computer or other device’s software. The dongle, or key, essentially creates a secure
encrypted tunnel between the software application and the key. The principle is that an
encryption scheme on the dongle, such as Advanced Encryption Standard (AES)
provides a stronger measure of security, since it is harder to hack and replicate the
dongle than to simply copy the native software to another machine and use it. Another
security application for dongles is to use them for accessing web-based content such as
cloud software or Virtual Private Networks (VPNs).[100] In addition, a USB dongle can
be configured to lock or unlock a computer.[101]
Trusted platform modules (TPMs) secure devices by integrating cryptographic
capabilities onto access devices, through the use of microprocessors, or so-called
computers-on-a-chip. TPMs used in conjunction with server-side software offer a way to
detect and authenticate hardware devices, preventing unauthorized network and data
access.[102]
Computer case intrusion detection refers to a push-button switch which is triggered
when a computer case is opened. The firmware or BIOS is programmed to show an alert
to the operator when the computer is booted up the next time.
Drive locks are essentially software tools to encrypt hard drives, making them
inaccessible to thieves.[103] Tools exist specifically for encrypting external drives as
well.[104]
Disabling USB ports is a security option for preventing unauthorized and malicious
access to an otherwise secure computer. Infected USB dongles connected to a network
from a computer inside the firewall are considered by the magazine Network World as
the most common hardware threat facing computer networks.[105]
Mobile-enabled access devices are growing in popularity due to the ubiquitous nature
of cell phones. Built-in capabilities such as Bluetooth, the newer Bluetooth low energy
(LE), Near field communication (NFC) on non-iOS devices and biometric validation
such as thumb print readers, as well as QR code reader software designed for mobile
devices, offer new, secure ways for mobile phones to connect to access control systems.
These control systems provide computer security and can also be used for controlling
access to secure buildings.[106]

Secure operating systems
One use of the term “computer security” refers to technology that is used to implement
secure operating systems. In the 1980s the United States Department of Defense (DoD)
used the “Orange Book”[107] standards, but the current international standard ISO/IEC
15408, “Common Criteria” defines a number of progressively more stringent Evaluation
Assurance Levels. Many common operating systems meet the EAL4 standard of being
“Methodically Designed, Tested and Reviewed”, but the formal verification required for
the highest levels means that they are uncommon. An example of an EAL6
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(“Semiformally Verified Design and Tested”) system is Integrity-178B, which is used in
the Airbus A380[108] and several military jets.[109]

Secure coding
In software engineering, secure coding aims to guard against the accidental introduction
of security vulnerabilities. It is also possible to create software designed from the ground
up to be secure. Such systems are “secure by design”. Beyond this, formal verification
aims to prove the correctness of the algorithms underlying a system;[110] important for
cryptographic protocols for example.

Capabilities and access control lists
Within computer systems, two of many security models capable of enforcing privilege
separation are access control lists (ACLs) and capability-based security. Using ACLs to
confine programs has been proven to be insecure in many situations, such as if the host
computer can be tricked into indirectly allowing restricted file access, an issue known as
the confused deputy problem. It has also been shown that the promise of ACLs of giving
access to an object to only one person can never be guaranteed in practice. Both of these
problems are resolved by capabilities. This does not mean practical flaws exist in all
ACL-based systems, but only that the designers of certain utilities must take
responsibility to ensure that they do not introduce flaws.
Capabilities have been mostly restricted to research operating systems, while
commercial OSs still use ACLs. Capabilities can, however, also be implemented at the
language level, leading to a style of programming that is essentially a refinement of
standard object-oriented design. An open source project in the area is the E language.
The most secure computers are those not connected to the Internet and shielded from
any interference. In the real world, the most secure systems are operating systems
where security is not an add-on.

Response to breaches
Responding forcefully to attempted security breaches (in the manner that one would for
attempted physical security breaches) is often very difficult for a variety of reasons:
Identifying attackers is difficult, as they are often in a different jurisdiction to the
systems they attempt to breach, and operate through proxies, temporary anonymous
dial-up accounts, wireless connections, and other anonymising procedures which make
backtracing difficult and are often located in yet another jurisdiction. If they successfully
breach security, they are often able to delete logs to cover their tracks.
The sheer number of attempted attacks is so large that organisations cannot spend
time pursuing each attacker (a typical home user with a permanent (e.g., cable modem)
connection will be attacked at least several times per day, so more attractive targets
could be presumed to see many more). Note however, that most of the sheer bulk of
these attacks are made by automated vulnerability scanners and computer worms.
Law enforcement officers are often unfamiliar with information technology, and so
lack the skills and interest in pursuing attackers. There are also budgetary constraints. It
has been argued that the high cost of technology, such as DNA testing, and improved
forensics mean less money for other kinds of law enforcement, so the overall rate of
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criminals not getting dealt with goes up as the cost of the technology increases. In
addition, the identification of attackers across a network may require logs from various
points in the network and in many countries, the release of these records to law
enforcement (with the exception of being voluntarily surrendered by a network
administrator or a system administrator) requires a search warrant and, depending on
the circumstances, the legal proceedings required can be drawn out to the point where
the records are either regularly destroyed, or the information is no longer relevant.

Notable attacks and breaches
Some illustrative examples of different types of computer security breaches are given
below.

Robert Morris and the first computer worm
In 1988, only 60,000 computers were connected to the Internet, and most were
mainframes, minicomputers and professional workstations. On November 2, 1988,
many started to slow down, because they were running a malicious code that demanded
processor time and that spread itself to other computers – the first internet “computer
worm”.[111] The software was traced back to 23-year-old Cornell University graduate
student Robert Tappan Morris, Jr. who said ‘he wanted to count how many machines
were connected to the Internet’.[111]

Rome Laboratory
In 1994, over a hundred intrusions were made by unidentified crackers into the Rome
Laboratory, the US Air Force’s main command and research facility. Using trojan
horses, hackers were able to obtain unrestricted access to Rome’s networking systems
and remove traces of their activities. The intruders were able to obtain classified files,
such as air tasking order systems data and furthermore able to penetrate connected
networks of National Aeronautics and Space Administration’s Goddard Space Flight
Center, Wright-Patterson Air Force Base, some Defense contractors, and other private
sector organizations, by posing as a trusted Rome center user.[112]

TJX customer credit card details
In early 2007, American apparel and home goods company TJX announced that it was
the victim of an unauthorized computer systems intrusion[113] and that the hackers had
accessed a system that stored data on credit card, debit card, check, and merchandise
return transactions.[114]

Stuxnet attack
The computer worm known as Stuxnet reportedly ruined almost one-fifth of Iran’s
nuclear centrifuges[115] by disrupting industrial programmable logic controllers (PLCs)
in a targeted attack generally believed to have been launched by Israel and the United
States[116][117][118][119] although neither has publicly acknowledged this.

Global surveillance disclosures
In early 2013, massive breaches of computer security by the NSA were revealed,
including deliberately inserting a backdoor in a NIST standard for encryption[120] and

63

tapping the links between Google’s data centres.[121] These were disclosed by NSA
contractor Edward Snowden.[122]

Target and Home Depot breaches
In 2013 and 2014, a Russian/Ukrainian hacking ring known as “Rescator” broke into
Target Corporation computers in 2013, stealing roughly 40 million credit cards,[123]
and then Home Depot computers in 2014, stealing between 53 and 56 million credit
card numbers.[124] Warnings were delivered at both corporations, but ignored; physical
security breaches using self checkout machines are believed to have played a large role.
“The malware utilized is absolutely unsophisticated and uninteresting,” says Jim Walter,
director of threat intelligence operations at security technology company McAfee –
meaning that the heists could have easily been stopped by existing antivirus software
had administrators responded to the warnings. The size of the thefts has resulted in
major attention from state and Federal United States authorities and the investigation is
ongoing.

Office of Personnel Management data breach
In April 2015, the Office of Personnel Management discovered it had been hacked more
than a year earlier in a data breach, resulting in the theft of approximately 21.5 million
personnel records handled by the office.[125] The Office of Personnel Management hack
has been described by federal officials as among the largest breaches of government data
in the history of the United States.[126] Data targeted in the breach included personally
identifiable information such as Social Security Numbers,[127] names, dates and places
of birth, addresses, and fingerprints of current and former government employees as
well as anyone who had undergone a government background check.[128] It is believed
the hack was perpetrated by Chinese hackers but the motivation remains unclear.[129]

Ashley Madison breach
In July 2015, a hacker group known as “The Impact Team” successfully breached the
extramarital relationship website Ashley Madison. The group claimed that they had
taken not only company data but user data as well. After the breach, The Impact Team
dumped emails from the company’s CEO, to prove their point, and threatened to dump
customer data unless the website was taken down permanently. With this initial data
release, the group stated “Avid Life Media has been instructed to take Ashley Madison
and Established Men offline permanently in all forms, or we will release all customer
records, including profiles with all the customers’ secret sexual fantasies and matching
credit card transactions, real names and addresses, and employee documents and
emails. The other websites may stay online.”[130] When Avid Life Media, the parent
company that created the Ashley Madison website, did not take the site offline, The
Impact Group released two more compressed files, one 9.7GB and the second 20GB.
After the second data dump, Avid Life Media CEO Noel Biderman resigned, but the
website remained functional.

Legal issues and global regulation
Conflict of laws in cyberspace has become a major cause of concern for computer
security community. Some of the main challenges and complaints about the antivirus
industry are the lack of global web regulations, a global base of common rules to judge,

64

and eventually punish, cyber crimes and cyber criminals. There is no global cyber law
and cyber security treaty that can be invoked for enforcing global cyber security issues.
International legal issues of cyber attacks are complicated in nature. Even if an antivirus
firm locates the cybercriminal behind the creation of a particular virus or piece of
malware or form of cyber attack, often the local authorities cannot take action due to
lack of laws under which to prosecute.[131][132] Authorship attribution for cyber crimes
and cyber attacks is a major problem for all law enforcement agencies.
“[Computer viruses] switch from one country to another, from one jurisdiction to
another – moving around the world, using the fact that we don’t have the capability to
globally police operations like this. So the Internet is as if someone [had] given free
plane tickets to all the online criminals of the world.”[131] Use of dynamic DNS, fast flux
and bullet proof servers have added own complexities to this situation. * * *

International actions
Many different teams and organisations exist, including:
The Forum of Incident Response and Security Teams (FIRST) is the global association
of CSIRTs.[135] The US-CERT, AT&T, Apple, Cisco, McAfee, Microsoft are all members
of this international team.[136]
The Council of Europe helps protect societies worldwide from the threat of cybercrime
through the Convention on Cybercrime.[137]
The purpose of the Messaging Anti-Abuse Working Group (MAAWG) is to bring the
messaging industry together to work collaboratively and to successfully address the
various forms of messaging abuse, such as spam, viruses, denial-of-service attacks and
other messaging exploitations.[138] France Telecom, Facebook, AT&T, Apple, Cisco,
Sprint are some of the members of the MAAWG.[139] * * *

National actions * * *
United States Legislation
The 1986 18 U.S.C. § 1030, more commonly known as the Computer Fraud and Abuse
Act is the key legislation. It prohibits unauthorized access or damage of “protected
computers” as defined in 18 U.S.C. § 1030(e)(2).
Although various other measures have been proposed, such as the “Cybersecurity Act of
2010 – S. 773” in 2009, the “International Cybercrime Reporting and Cooperation Act –
H.R.4962”[158] and “Protecting Cyberspace as a National Asset Act of 2010 –
S.3480”[159] in 2010 – none of these has succeeded.
Executive order 13636 Improving Critical Infrastructure Cybersecurity was signed
February 12, 2013.

United States Agencies
The Department of Homeland Security has a dedicated division responsible for the
response system, risk management program and requirements for cybersecurity in the
United States called the National Cyber Security Division.[160][161] The division is
home to US-CERT operations and the National Cyber Alert System.[161] The National
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Cybersecurity and Communications Integration Center brings together government
organizations responsible for protecting computer networks and networked
infrastructure.[162]
The third priority of the Federal Bureau of Investigation (FBI) is to: “Protect the United
States against cyber-based attacks and high-technology crimes”,[163] and they, along
with the National White Collar Crime Center (NW3C), and the Bureau of Justice
Assistance (BJA) are part of the multi-agency task force, The Internet Crime Complaint
Center, also known as IC3.[164]
In addition to its own specific duties, the FBI participates alongside non-profit
organizations such as InfraGard.[165][166]
In the criminal division of the United States Department of Justice operates a section
called the Computer Crime and Intellectual Property Section. The CCIPS is in charge of
investigating computer crime and intellectual property crime and is specialized in the
search and seizure of digital evidence in computers and networks.[167]
The United States Cyber Command, also known as USCYBERCOM, is tasked with the
defense of specified Department of Defense information networks and “ensure
US/Allied freedom of action in cyberspace and deny the same to our adversaries.”[168]
It has no role in the protection of civilian networks.[169][170]
The U.S. Federal Communications Commission’s role in cybersecurity is to strengthen
the protection of critical communications infrastructure, to assist in maintaining the
reliability of networks during disasters, to aid in swift recovery after, and to ensure that
first responders have access to effective communications services.[171]
The Food and Drug Administration has issued guidance for medical devices,[172] and
the National Highway Traffic Safety Administration[173] is concerned with automotive
cybersecurity. After being criticized by the Government Accountability Office,[174] and
following successful attacks on airports and claimed attacks on airplanes, the Federal
Aviation Administration has devoted funding to securing systems on board the planes of
private manufacturers, and the Aircraft Communications Addressing and Reporting
System.[175] Concerns have also been raised about the future Next Generation Air
Transportation System.[176]

Computer emergency readiness team
“Computer emergency response team” is a name given to expert groups that handle
computer security incidents. In the US, two distinct organization exist, although they do
work closely together.
US-CERT: part of the National Cyber Security Division of the United States
Department of Homeland Security.[177]
CERT/CC: created by the Defense Advanced Research Projects Agency (DARPA) and
run by the Software Engineering Institute (SEI).
Modern warfare
Cyber security is becoming increasingly important as more information and technology
is being made available on cyberspace. There is growing concern among governments
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that cyberspace will become the next theater of warfare. As Mark Clayton from the
Christian Science Monitor described in an article titled “The New Cyber Arms Race”:
In the future, wars will not just be fought by soldiers with guns or with planes that
drop bombs. They will also be fought with the click of a mouse a half a world away that
unleashes carefully weaponized computer programs that disrupt or destroy critical
industries like utilities, transportation, communications, and energy. Such attacks could
also disable military networks that control the movement of troops, the path of jet
fighters, the command and control of warships.[178]
This has led to new terms such as cyberwarfare and cyberterrorism. More and more
critical infrastructure is being controlled via computer programs that, while increasing
efficiency, exposes new vulnerabilities. The test will be to see if governments and
corporations that control critical systems such as energy, communications, and other
information will be able to prevent attacks before they occur. As Jay Cross, the chief
scientist of the Internet Time Group, remarked, “Connectedness begets
vulnerability.”[178]

Job market * * *
Typical cyber security job titles and descriptions include:[183]

Security analyst Analyzes and assesses vulnerabilities in the infrastructure
(software, hardware, networks), investigates using available tools and countermeasures
to remedy the detected vulnerabilities, and recommends solutions and best practices.
Analyzes and assesses damage to the data/infrastructure as a result of security
incidents, examines available recovery tools and processes, and recommends solutions.
Tests for compliance with security policies and procedures. May assist in the creation,
implementation, and/or management of security solutions.
Security engineer

Performs security monitoring, security and data/logs
analysis, and forensic analysis, to detect security incidents, and mounts the incident
response. Investigates and utilizes new technologies and processes to enhance security
capabilities and implement improvements. May also review code or perform other
security engineering methodologies.

Security architect Designs a security system or major components of a security
system, and may head a security design team building a new security system.
Security administrator

Installs and manages organization-wide security
systems. May also take on some of the tasks of a security analyst in smaller
organizations.

Chief Information Security Officer (CISO) A high-level management
position responsible for the entire information security division/staff. The position may
include hands-on technical work.
Chief Security Officer (CSO) A high-level management position responsible

for the entire security division/staff. A newer position now deemed needed as security
risks grow.
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Security Consultant/Specialist/Intelligence Broad titles that

encompass any one or all of the other roles/titles, tasked with protecting computers,
networks, software, data, and/or information systems against viruses, worms, spyware,
malware, intrusion detection, unauthorized access, denial-of-service attacks, and an
ever increasing list of attacks by hackers acting as individuals or as part of organized
crime or foreign governments. * * *

Terminology
Access authorization restricts access to a computer to the group of users through the
use of authentication systems. These systems can protect either the whole computer –
such as through an interactive login screen – or individual services, such as an FTP
server. There are many methods for identifying and authenticating users, such as
passwords, identification cards, and, more recently, smart cards and biometric systems.
Anti-virus software consists of computer programs that attempt to identify, thwart
and eliminate computer viruses and other malicious software (malware).
Applications with known security flaws should not be run. Either leave it turned off
until it can be patched or otherwise fixed, or delete it and replace it with some other
application. Publicly known flaws are the main entry used by worms to automatically
break into a system and then spread to other systems connected to it. The security
website Secunia provides a search tool for unpatched known flaws in popular products.
Authentication techniques can be used to ensure that communication end-points are
who they say they are.
Automated theorem proving and other verification tools can enable critical algorithms
and code used in secure systems to be mathematically proven to meet their
specifications.
Backups are a way of securing information; they are another copy of all the important
computer files kept in another location. These files are kept on hard disks, CD-Rs, CDRWs, tapes and more recently on the cloud. Suggested locations for backups are a
fireproof, waterproof, and heat proof safe, or in a separate, offsite location than that in
which the original files are contained. Some individuals and companies also keep their
backups in safe deposit boxes inside bank vaults. There is also a fourth option, which
involves using one of the file hosting services that backs up files over the Internet for
both business and individuals, known as the cloud.
Backups are also important for reasons other than security. Natural disasters, such
as earthquakes, hurricanes, or tornadoes, may strike the building where the computer is
located. The building can be on fire, or an explosion may occur. There needs to be a
recent backup at an alternate secure location, in case of such kind of disaster. Further, it
is recommended that the alternate location be placed where the same disaster would not
affect both locations. Examples of alternate disaster recovery sites being compromised
by the same disaster that affected the primary site include having had a primary site in
World Trade Center I and the recovery site in 7 World Trade Center, both of which were
destroyed in the 9/11 attack, and having one’s primary site and recovery site in the same
coastal region, which leads to both being vulnerable to hurricane damage (for example,
primary site in New Orleans and recovery site in Jefferson Parish, both of which were
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hit by Hurricane Katrina in 2005). The backup media should be moved between the
geographic sites in a secure manner, in order to prevent them from being stolen.
Capability and access control list techniques can be used to ensure privilege
separation and mandatory access control. This section discusses their use.
Chain of trust techniques can be used to attempt to ensure that all software loaded has
been certified as authentic by the system’s designers.
Confidentiality is the nondisclosure of information except to another authorized
person.[189]
Cryptographic techniques can be used to defend data in transit between systems,
reducing the probability that data exchanged between systems can be intercepted or
modified.
Cyberwarfare is an internet-based conflict that involves politically motivated attacks
on information and information systems. Such attacks can, for example, disable official
websites and networks, disrupt or disable essential services, steal or alter classified data,
and cripple financial systems.
Data integrity is the accuracy and consistency of stored data, indicated by an absence
of any alteration in data between two updates of a data record.[190]
Cryptographic techniques involve transforming information, scrambling it so it becomes
unreadable during transmission. The intended recipient can unscramble the message;
ideally, eavesdroppers cannot.
Encryption is used to protect the message from the eyes of others. Cryptographically
secure ciphers are designed to make any practical attempt of breaking infeasible.
Symmetric-key ciphers are suitable for bulk encryption using shared keys, and publickey encryption using digital certificates can provide a practical solution for the problem
of securely communicating when no key is shared in advance.
Endpoint security software helps networks to prevent exfiltration (data theft) and
virus infection at network entry points made vulnerable by the prevalence of potentially
infected portable computing devices, such as laptops and mobile devices, and external
storage devices, such as USB drives.[191]
Firewalls are an important method for control and security on the Internet and other
networks. A network firewall can be a communications processor, typically a router, or a
dedicated server, along with firewall software. A firewall serves as a gatekeeper system
that protects a company’s intranets and other computer networks from intrusion by
providing a filter and safe transfer point for access to and from the Internet and other
networks. It screens all network traffic for proper passwords or other security codes and
only allows authorized transmission in and out of the network. Firewalls can deter, but
not completely prevent, unauthorized access (hacking) into computer networks; they
can also provide some protection from online intrusion.
Honey pots are computers that are either intentionally or unintentionally left
vulnerable to attack by crackers. They can be used to catch crackers or fix
vulnerabilities.
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Intrusion-detection systems can scan a network for people that are on the network but
who should not be there or are doing things that they should not be doing, for example
trying a lot of passwords to gain access to the network.
A microkernel is the near-minimum amount of software that can provide the
mechanisms to implement an operating system. It is used solely to provide very lowlevel, very precisely defined machine code upon which an operating system can be
developed. A simple example is the early ‘90s GEMSOS (Gemini Computers), which
provided extremely low-level machine code, such as “segment” management, atop which
an operating system could be built. The theory (in the case of “segments”) was that—
rather than have the operating system itself worry about mandatory access separation
by means of military-style labeling—it is safer if a low-level, independently scrutinized
module can be charged solely with the management of individually labeled segments, be
they memory “segments” or file system “segments” or executable text “segments.” If
software below the visibility of the operating system is (as in this case) charged with
labeling, there are no theoretically viable means for a clever hacker to subvert the
labeling scheme, since the operating system per se does not provide mechanisms for
interfering with labeling: the operating system is, essentially, a client (an “application,”
arguably) atop the microkernel and, as such, subject to its restrictions.
Pinging The ping application can be used by potential crackers to find if an IP address
is reachable. If a cracker finds a computer, they can try a port scan to detect and attack
services on that computer.
Social engineering awareness keeps employees aware of the dangers of social
engineering and/or having a policy in place to prevent social engineering can reduce
successful breaches of the network and servers.

Scholars * * *
Further reading
•
•
•
•

Wu, Chwan-Hwa (John); Irwin, J. David (2013). Introduction to Computer Networks and Cybersecurity.
Boca Raton: CRC Press. ISBN 978-1466572133.
Lee, Newton (2015). Counterterrorism and Cybersecurity: Total Information Awareness (2nd ed.).
Springer. ISBN 978-3-319-17243-9.
Singer, P. W.; Friedman, Allan (2014). Cybersecurity and Cyberwar: What Everyone Needs to Know.
Oxford University Press. ISBN 978-0199918119.
Kim, Peter (2014). The Hacker Playbook: Practical Guide To Penetration Testing. Seattle: CreateSpace
Independent Publishing Platform. ISBN 978-1494932633.
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The NIST Cybersecurity Framework
The NIST Cybersecurity Framework is the leading global standard designed to assess an
organization’s IT risk management performance profile and provide the foundation for
corrective actions to address identified issues. It is estimated that 30% of large U. S.
companies are presently using the Framework; and that 50% will be using the
Framework by 2020. (Gartner, 2016) However, until now NIST has not put forward a
companion assessment tool to use in implementing its guideline practices.
This innovative research project is sponsored by NIST, the U.S. Government's standards
and technology agency; and GSA, the Government's purchasing agency. It is designed to
provide private and public organizations a formal assessment tool to more effectively
apply NIST’s Cybersecurity Framework and to better understand their own IT supply
chain vulnerabilities and the efficacy of their managerial/technical practices. In addition
to sponsor support, this project is supported by our insurance industry partners, Zurich
and Beecher Carlson.
The University of Maryland is serving as a neutral third party administering this
assessment tool. It will be delivered through a secure portal to manage the data that are
generated by this project. Our team is working with Amazon Web Services to ensure the
security and high availability of our portal and its datasets.
In addition, as a third party committed to your privacy and confidentiality, the
University will not release your organization's data to any government agency. By being
an early adopter of these new self-assessment tools, you will get valuable information
about your organizational cyber risk profile and the relative importance of its key
determinants.
The NIST Cybersecurity Framework identifies five categories (Identify, Protect, Detect,
Respond, and Recover) that encompass the entire cybersecurity risk management
process. Within each of the five categories, NIST identifies key performance factors,
determined by NIST to be critical success factors for achieving effective cybersecurity
risk management.
By comparing your scores across the NIST categories, you will be able to measure the
extent to which your organization has implemented the identified critical success factors
in the five categories. You will also be able to see how well your organization’s
performance level compares with your industry benchmark peers, as well as the entire
universe of respondents. In addition to being able to print and share a copy of your
performance report, we will provide you with easy to use tools to go deeper, and do
more customized dives into your performance results with data visualization and
analytics.

FAQ & Policies
Predictive Analytics Modeling Project: Measuring the Effectiveness of Cybersecurity and
Supply Chain Strategies and Controls
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Framework Levels

Framework
Implementation
Tiers
Partial

Risk Informed

Repeatable

Adaptive

Level I: Risk
Management
Process

Risk managed in ad
hoc/reactive
manner

Risk management
practices conducted
but not established as
organizational-wide
policy

Risk management practices
formally approved as
organization-wide policy
and regularly updated

Continuous
improvement of cyber
security practices
based on lessons
learned and predictive
indicators

Responsibility for Risk
Management

No Single Person
Managing Information
Security or
Information Security
Ofﬁcer with No
Executive Support

Information Security
Ofﬁcer Has Executive
Support in One
Functional Area

Information Security Ofﬁcer
Has Executive Support in Two
Functional Areas

Information Security
Ofﬁcer Has Executive
Support Across All
Functional Areas

Interaction between
CIO/CSO and other
key enterprise
executives/supply
chain partners

Minimal

Limited

Collaborative

Extensive

Enterprise Risk
Management (ERM)
program elements

Weakly deﬁned

Deﬁned and partially
implemented

Further implemented, much
more formalized

Fully deﬁned and
implemented

Systematic Risk
Assessment activities

Minimal

Selected risk
assessment activities
across the enterprise

Formalized approach to
internal, enterprise-wide risk
assessment

Extensive supply
chain-wide risk
assessment activities
involving suppliers and
customers

Risk
Monitoring/digital
forensics and
reporting capacity

Minimal risk
monitoring/digital
forensics and
reporting capacity in
place

Limited capacity in place

In-house capacity reaches
internal critical mass

Extensive capacity in
place

Level 1 Achievement

1 of 3
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Level 2: Integrated
Risk Management
Program

Implementation of
cybersecurity risk
management
irregular and on
case-by-case basis

Risk awareness but no
organization-wide
approach to
cybersecurity risk
management

Risk-informed policies,
processes, and procedures
are deﬁned, implemented,
and reviewed

Cybersecurity risk
management
embedded in
organizational culture
with continuous
awareness of
system/network
activities

Security control of
personnel, facilities,
and processes

Due
diligence/background
checks of new hires
and facility access
control

Periodic security reviews
of current employees
and periodic monitoring
of physical and IT access
logs

Frequent security reviews
and monitoring of access
logs

Constant due diligence
of employees and
contractors/ suppliers;
and continuous
monitoring of extended
enterprise physical and
IT access logs

System risk
management
embedded as
overarching
contractual obligation
for contractors/
suppliers

Minimal contractual
mandates for
contractors/suppliers

Explicitly built into
contracts but not
aggressively
monitored or enforced

Contractual
risk-monitoring/enforcement
capabilities established

Explicitly built into
contracts; aggressively
monitored and enforced

Design of resilient
systems via threat
modeling and war
gaming

Used sporadically to
react to /address
escalation in system
threats

Used by internal
enterprise personnel in
pro-actively designing
selective systems

Educating IT supply chain
partners about the
importance of collaborative
threat modeling

Used as a critical design
tool across all critical
systems with key supply
chain partners

Risk mitigation

Risks not identiﬁed,
nor assigned to
speciﬁc personnel for
mitigation purposes

Some risks identiﬁed
and assigned for
mitigation purposes,
with sporadic follow up

More formal risk
management/mitigation
process

Continuous
identiﬁcation,
assignation, mitigation
and monitoring of
identiﬁed risks

Defense against IT
supply chain breaches

Limited to IT
perimeter defenses
and intrusion
detection

Broader IT system
surveillance, including
mechanisms such as
proxy server code
repositories for
scanning/detecting
viruses

Dashboard-enabled threat
visualization

Real Time sensor grids
for global situational
awareness of IT and
physical supply chains
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Level 2 Achievement

Level 3:
Operations/External
Participation

Limited or no
processes in place
for coordination/
collaboration with
other entities

Awareness of larger
ecosystem but no
formalized capabilities
to interact and share
information

Organization understands
dependencies and has risk
management collaboration
with partners

Organization actively
shares information
with partners to
anticipate and prevent
Cybersecurity events

Adoption of
Standards-Based IT
System Development
Process and Quality
Assurance

Use of standards
limited to
compliance level
testing for speciﬁc
processes and
products/services

Standards based quality
assurance processes
scaling to
enterprise/system-wide
level

Enterprise system-wide IT
quality assurance standards

Enterprise/system-wide
quality assurance and
audit/validation
processes put into place

Achieving Visibility
Across IT Supply
Chain

Sporadic tracking/
traceability of IT
hardware and
software products

Initial organizational
efforts to maintain the
accurate, complete, and
auditable information on
the history/pedigree of
all IT hardware and
software products

Sustained, expanded
surveillance and tracking of
critical IT hardware and
software

Continuous visibility of
software and hardware
moving through the
production/delivery
cycle

Supplier qualiﬁcation
and operational
checks

Limited due diligence
over suppliers

Pre-screening of
suppliers; limited
screening of carriers

Diligence over suppliers
increases signiﬁcantly;
frequent post contract
reviews

Comprehensive sourcing
strategy and use of only
known suppliers and
trusted carriers

Protocols to deal with
counterfeit parts

Case by case
response to suspect
parts

Built in contract
mechanisms to return
suspect parts to
suppliers

Identiﬁcation of suppliers
who account for high
incidence of counterfeits

Pre-established
relationships with
Customs, the FBI, etc.;
and standard operating
procedures (SOPs) to
remove/refer suspect
parts from the supply
chain

Level 3 Achievement

3 of 3
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Identify: Asset Management
1. Do you have an accounting or inventory of assets related to protected data? (Assets include: network
devices, servers, desktops, registers, operating systems, database software, and applications.)
Yes
2. Does your asset management program identify and classify data, systems and processes according to
risk/criticality?
Yes, for ALL classes of data
2.a. Does this program specify security standards for each class of data?
Yes, for ALL classes of data
3. Do you have a process for regularly and frequently identifying vulnerabilities associated with assets
related to protected data?
No process
4. Is software versioning and patching history recorded for all applicable IT assets?
Yes, for SOME applicable IT assets
5. Do you know how many personal conﬁdential records (PII, PHI or other similar) you hold on your systems?
Yes
6. Do you know the largest number of conﬁdential records in any segregated database?
Yes
7. Do you use embedded digital signatures in hardware or software to uniquely identify and authenticate
supply chain elements, processes, and actors?
No, for neither hardware or software
8. Do you have an Information Lifecycle Management plan that incorporates best practices for record
retention, awareness and training and database storage and destruction?
No Lifecycle Management Plan
9. Have you completed as Business Impact Analysis for all enterprise applications to prioritize business
continuity actions?
No Business Impact Analysis
10. Do you have an accurate, up-to-date network diagram?
No
11. Are all network/application communication ﬂows documented and mapped?
No
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Identify: Business Environment
1. Are your organization's business mission and objectives prioritized and communicated to stakeholders?
Yes
2. Have you identiﬁed supply chain dependencies for these organizational mission priorities?
Yes
3. Does your organization have a map with critical supply, distribution & service hubs/ nodes and interrelated ﬂows to help you visualize the IT supply chain?
No
3.1 How often is it updated: every few years; annually; every few months?
Every few months
4. Do you set objectives for time to recovery for critical IT supply chain nodes/locations?
No
5. Do you have a supplier management program that:
5.1 Segments and prioritizes vendors of critical hardware/software/network services?
Yes
5.2 Establishes and monitors external supplier cybersecurity standards?
No
6. Which of the following standards / practice guidelines does your organization currently use?
6.1 National Institute of Standards and Technology Cybersecurity Framework for Planning and
Management
Never Used
6.2 NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information Systems and
Organizations
Never Used
6.3 ISO IEC 27001/27002 for 3rd Party Cybersecurity Management
Never Used
6.4 ISO 20244 Trusted Technology Provider Standard
Never Used
6.5 ISO/IEC 27036 Guidelines for Information Security and Supplier Relationships
Never Used
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1. Do you have one person who manages Information Security as a full time responsibility?
Yes
1.1 What is this person's estimated years of information security experience?
1 to 3
2. Are c-suite/executive managers involved with the Information Security Ofﬁcer in setting and communicating:
2.1 IT Security standards?
Yes
2.2 Control structures?
Yes
2.3 Roles and responsibilities?
Yes
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3. To what degree does the CIO/CSO organization coordinate actions with the following enterprise actors to
manage cyber risk:
3.1 VP of Operations/Supply Chain
Seldom
3.2 Chief Risk Ofﬁcer
Always
3.3 Chief Financial Ofﬁcer
Always
3.4 Chief Executive Ofﬁcer
Always
3.5 Chief Legal Ofﬁcer
Always
3.6 Chief Compliance Ofﬁcer
Seldom
3.7 Board Risk/Audit Committee
Never

4. Are your organization's legal and regulatory requirements understood and used to prioritize cybersecurity risk
management activities?
Yes
5. Is an organizational information security policy documented?
No
6. Is the Board of Directors (BoD) (or equivalent governing body) regularly apprised of cyber risk conditions and
defenses?
Yes
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7. Do you have a cloud services controls matrix documenting:
7.1 Inherited risk controls from your cloud service provider?
No
7.2 Dual or joint risk controls?
No
7.3 Board Risk/Audit Committee?
No
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1. Is risk assessment a required component of your cyber system development life cycle (SDLC) plan?
Yes
2. Do you have a data-gathering mechanism to capture and consolidate information on risk events and
exposures?
No
3. Do you have a formal methodology to evaluate risk information based on probability of occurrence and
severity of risks to your cyber systems?
Yes
4. Are identiﬁed risks prioritized in order to inform risk management decisions?
Yes
5. How often do you employ war gaming or other threat modeling exercises to identify the spectrum of potential
attack vectors for your internal network and technology?
Never
6. Are you able to identify critical data that needs extra protection and more investment because of business and
regulatory compliance, e.g. health proﬁle data for HIPAA compliance?
Yes
7. Can you calculate the direct/indirect value of your company’s critical data e.g. the revenue it generates, the
market share it contributes toward?
Yes
8. Can you calculate the upper boundaries or maximum probable losses from critical IT system incidents or data
breaches?
Yes
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9. Are your critical vendors identiﬁed and prioritized based upon:
9.1 Access to sensitive data?
Yes
9.3 Do you assess the cyber risks of your critical suppliers?
Yes
9.2 Criticality in maintaining continuity of the business?
Yes
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1. Do you have a mission statement for your cyber security risk management program?
No
2. Is the organization's risk tolerance identiﬁed and clearly documented?
No
3. Do you have a cyber risk management organizational chart with reporting relationships delineated?
No
4. Do you have a risk dashboard/registry?
No
Does your risk dashboard/registry do the following:
4.1 Deﬁnes key cyber risks?
Not Applicable
4.2 Identiﬁes responsible parties to manage the cyber risks?
Yes
4.3 Shows status of mitigation actions?
Yes

5. Do you have a process in place to manage trusted vendors
Yes
6. Do you evaluate the previous performance of IT vendors, including on-time delivery, and product quality?
Yes
7. As an acquirer/purchaser of vendor services, do you have contractually-mandated daisy chained risk
management processes for your supply base?
No
8. Is it required that key suppliers report major changes in their operating structure (e.g. physical move to a
different location/offshoring, change in ownership, outsourcing)?
No
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1. Do you assign privileges and permissions based on user roles?
Yes
2. Do you incorporate single sign-on system for authenticating users across multiple accounts?
No
3. Is there a daisy chain, an interconnected set of written agreements among actors in your supply chain that
assigns access control responsibilities and methods among all parties?
No
4. Do you employ network access control (NAC) for remote connections?
Yes
5. Is the organization aware of all vendor remote access to internal devices, especially those that require a direct
dial-in connection?
No
6. Are secure procedures in place to manage that vendor access (modem call-back for example)?
No
7. Are organizationally-deﬁned trafﬁc ﬂows enforced, including:
7.1 All trafﬁc from the internet can only reach the internet-facing DMZ?
No
7.2 Trafﬁc from systems on the DMZ cannot directly reach the internal network, but only through a
middle-ware layer, etc.?
No
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8. Do you employ multifactor authentication
8.1 For remote access to your network?
Yes
8.4 For super-users with privileged credentials?
Yes
8.2 For internal users?
No
8.3 For vendors and third parties?
Yes

9. Do you physically and logically segregate your sensitive network segments?
Yes
10. Is information of different sensitivity levels prohibited from residing on the same system?
No
11. Do you establish remote site continuous auditing/surveillance methods: e.g. a code scanning engine at the
supplier site to monitor work in progress?
No
12. Do you have in place extra physical security controls (e.g, video surveillance of public areas; and location of
servers in locked, inaccessible areas) over sensitive hardware/software/networks?
No

2 of 2

3/12/17, 4:34 PM

Submission #2142

https://cyberchain.rhsmith.umd.edu/print/536/submission...

Published on The Cyber Chain (https://cyberchain.rhsmith.umd.edu)
Home > Protect: Access Control > Submissions > Submission #2142

1. Do you assign privileges and permissions based on user roles?
Yes
2. Do you incorporate single sign-on system for authenticating users across multiple accounts?
No
3. Is there a daisy chain, an interconnected set of written agreements among actors in your supply chain that
assigns access control responsibilities and methods among all parties?
No
4. Do you employ network access control (NAC) for remote connections?
Yes
5. Is the organization aware of all vendor remote access to internal devices, especially those that require a direct
dial-in connection?
No
6. Are secure procedures in place to manage that vendor access (modem call-back for example)?
No
7. Are organizationally-deﬁned trafﬁc ﬂows enforced, including:
7.1 All trafﬁc from the internet can only reach the internet-facing DMZ?
No
7.2 Trafﬁc from systems on the DMZ cannot directly reach the internal network, but only through a
middle-ware layer, etc.?
No
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8. Do you employ multifactor authentication
8.1 For remote access to your network?
Yes
8.4 For super-users with privileged credentials?
Yes
8.2 For internal users?
No
8.3 For vendors and third parties?
Yes

9. Do you physically and logically segregate your sensitive network segments?
Yes
10. Is information of different sensitivity levels prohibited from residing on the same system?
No
11. Do you establish remote site continuous auditing/surveillance methods: e.g. a code scanning engine at the
supplier site to monitor work in progress?
No
12. Do you have in place extra physical security controls (e.g, video surveillance of public areas; and location of
servers in locked, inaccessible areas) over sensitive hardware/software/networks?
No
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1. Do you conduct training of receiving personnel in regards to detection of counterfeit or sub-grade hardware or
software?
Yes
2. Do you conduct a Security Awareness program that is a requirement for all users of IT systems?
Yes
3. Do you conduct a formal cybersecurity training program for those who have direct cyber operations
responsibilities?
Yes
4. Are phishing tests a regular part of your awareness program?
Yes
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1. Are data classiﬁed as critical/sensitive encrypted at rest?
Yes
2. Are data classiﬁed as critical/sensitive encrypted in transit?
No
3. Do you encrypt software and software patches at rest and in motion throughout delivery?
No
4. In addition to data being protected at rest and in transit, are the encryption keys securely managed?
No
5. Are the encryption keys stored separately from the data on a key-management server?
No
6. Is encrypted data in transit carefully planned so as not to blind/hinder the organization's security
technologies?
No
7. Do you employ FIPs-validated or National Security Agency-approved cryptography to implement signatures?
No
8. Do you use anti-tamper mechanisms to counter data theft and subversion, including auto-destruction if
tampering is detected?
No
9. Do you use tamper-resistant product packaging and digital seals to prevent or minimize in-transit intrusion?
No
10. Do you use Data Loss Prevention (DLP) software for data in use, in motion, and at rest?
No
11. Is egress trafﬁc monitored (e.g. # of connections, length of connections, amount of trafﬁc) so as to detect
outbound connections that may be exﬁltrating organizational data?
No
12. Do you have documented baseline conﬁguration standards for all devices connected to the corporate network
No
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13. Do you follow OWASP (or similar) standards for coding of web applications?
No
14. Do you have network segmentation such that very critical data are located in subnets that are protected by
their own ﬁrewall and intrusion detection system (IDS)?
No
15. Is sensitive data prohibited from residing on public-facing systems, such as the DMZ?
No
16. Is the production environment separate from other development and testing environments?
Yes
17. Is production data only located in the production environment?
Yes
18. Do you turn off unnecessary functions in COTs or GOTs products to reduce or eliminate unauthorized access or
exposure of the system?
Yes
19. Are your network risk management controls automated?
Never
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1. Do you conduct baseline security reviews (e.g. criminal, education, credit checks) of key IT personnel and high
access users?
Yes
2. How often do you update personnel security reviews?
Often
3. Do you use end to end Conﬁguration Management (CM) systems to:
3.1 Track changes to software and settings?
No
3.2 Record geo-spatial or IP address-based location information of actors?
No

4. Are all proposed conﬁguration changes required to be reviewed by a Change Control Board?
No
5. Are technical solutions in place to enforce standard conﬁgurations?
No
6. Do you evaluate your suppliers' certiﬁcations in common IT standards (e.g. ISO/IEC 9001, ISO/IEC 27001, ISO
2800)?
No
7. Do you evaluate measures of common vulnerabilities (CVSS scores) of your software suppliers?
No
8. Is a vulnerability management plan in place to feed risk management decisions?
No
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9. How often is cyber response/recovery planning and testing conducted with critical suppliers :
9.1 At contract initiation?
No
9.2 During ongoing performance reviews?
No
9.3 As needed?
No

10. Are regular backups of information conducted and tested?
Yes
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1. Do you have backup or mirror sites to ensure continuity of operations in case of an incident at a primary site?
Yes
2. Do you routinely encrypt sensitive communications INTERNALLY using techniques such as DNSSEC, TLS, or
SSL?
No
3. Do you routinely encrypt sensitive communications with VENDORS OR CUSTOMERS using techniques such as
DNSSEC, TLS, or SSL?
Yes
4. Do you employ tools and techniques to determine if authentication tokens (e.g. passwords, biometrics) are
sufﬁciently strong to resist attacks?
No
5. Do you quarantine non-conforming products until they can be veriﬁed through inspection/testing?
No
6. Do you quarantine code from outside suppliers in proxy servers to undergo virus scanning and authentication
procedures?
No
7. Has an organizational policy for removable media been documented? Is it enforced?
Yes
8. Is the organizational policy for removable media enforced?
Yes
9. Do you use standard components and parts across you IT product lines to increase resilency of the supply
chain?
Yes
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1. Are data classiﬁed as critical/sensitive encrypted at rest?
Yes
2. Are data classiﬁed as critical/sensitive encrypted in transit?
No
3. Do you encrypt software and software patches at rest and in motion throughout delivery?
No
4. In addition to data being protected at rest and in transit, are the encryption keys securely managed?
No
5. Are the encryption keys stored separately from the data on a key-management server?
No
6. Is encrypted data in transit carefully planned so as not to blind/hinder the organization's security
technologies?
No
7. Do you employ FIPs-validated or National Security Agency-approved cryptography to implement signatures?
No
8. Do you use anti-tamper mechanisms to counter data theft and subversion, including auto-destruction if
tampering is detected?
No
9. Do you use tamper-resistant product packaging and digital seals to prevent or minimize in-transit intrusion?
No
10. Do you use Data Loss Prevention (DLP) software for data in use, in motion, and at rest?
No
11. Is egress trafﬁc monitored (e.g. # of connections, length of connections, amount of trafﬁc) so as to detect
outbound connections that may be exﬁltrating organizational data?
No
12. Do you have documented baseline conﬁguration standards for all devices connected to the corporate network
No
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13. Do you follow OWASP (or similar) standards for coding of web applications?
No
14. Do you have network segmentation such that very critical data are located in subnets that are protected by
their own ﬁrewall and intrusion detection system (IDS)?
No
15. Is sensitive data prohibited from residing on public-facing systems, such as the DMZ?
No
16. Is the production environment separate from other development and testing environments?
Yes
17. Is production data only located in the production environment?
Yes
18. Do you turn off unnecessary functions in COTs or GOTs products to reduce or eliminate unauthorized access or
exposure of the system?
Yes
19. Are your network risk management controls automated?
Never
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1. Do you conduct baseline security reviews (e.g. criminal, education, credit checks) of key IT personnel and high
access users?
Yes
2. How often do you update personnel security reviews?
Often
3. Do you use end to end Conﬁguration Management (CM) systems to:
3.1 Track changes to software and settings?
No
3.2 Record geo-spatial or IP address-based location information of actors?
No

4. Are all proposed conﬁguration changes required to be reviewed by a Change Control Board?
No
5. Are technical solutions in place to enforce standard conﬁgurations?
No
6. Do you evaluate your suppliers' certiﬁcations in common IT standards (e.g. ISO/IEC 9001, ISO/IEC 27001, ISO
2800)?
No
7. Do you evaluate measures of common vulnerabilities (CVSS scores) of your software suppliers?
No
8. Is a vulnerability management plan in place to feed risk management decisions?
No
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9. How often is cyber response/recovery planning and testing conducted with critical suppliers :
9.1 At contract initiation?
No
9.2 During ongoing performance reviews?
No
9.3 As needed?
No

10. Are regular backups of information conducted and tested?
Yes
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1. Do you have backup or mirror sites to ensure continuity of operations in case of an incident at a primary site?
Yes
2. Do you routinely encrypt sensitive communications INTERNALLY using techniques such as DNSSEC, TLS, or
SSL?
No
3. Do you routinely encrypt sensitive communications with VENDORS OR CUSTOMERS using techniques such as
DNSSEC, TLS, or SSL?
Yes
4. Do you employ tools and techniques to determine if authentication tokens (e.g. passwords, biometrics) are
sufﬁciently strong to resist attacks?
No
5. Do you quarantine non-conforming products until they can be veriﬁed through inspection/testing?
No
6. Do you quarantine code from outside suppliers in proxy servers to undergo virus scanning and authentication
procedures?
No
7. Has an organizational policy for removable media been documented? Is it enforced?
Yes
8. Is the organizational policy for removable media enforced?
Yes
9. Do you use standard components and parts across you IT product lines to increase resilency of the supply
chain?
Yes
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1. Has an organizational baseline of expected data ﬂows been established?
No
2. Do you use a Security Information and Event Management (SIEM) platform to aggregate and correlate security
event information?
No
Does your SIEM dashboard display event information:
2.1 For in-house units?
No
2.2 For units managed by external service provider?
No

3. Do you receive current threat information from external industry/government/commercial sources?
Yes
4. Do you participate in Industry Speciﬁc Information Sharing and Analysis Centers (ISACs) for the purpose of
sharing threat information?
No
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1. Is a network-based IDS deployed, conﬁgured, and continuously monitored to detect security incidents?
No
2. Is anti-virus software deployed on endpoints to detect malicious code?
Yes
3. How often do you use penetration testing on your operational systems to detect vulnerabilities?
Never
4. Do you have testing/inspection processes for handling the receipt of electronic products, components and
spare parts that you purchase / acquire?
Yes
5. Do you do in-house ﬁnal inspection and conformity assessments of technology products & components that
you manufacture prior to internal use or release to the customer?
Yes
6. Do you use external evaluation labs (eg Common Criteria Certiﬁed Labs) to conduct conformity assessments of
hardware and software prior to internal use or release to customer?
No
7. Is acceptance testing of software built into contracts, with payments to suppliers withheld until test results are
positive?
No
8. Do you extract and analyze all anomalies from audit logs, access reports, and security incident tracking
reports?
Yes
9. Do you screen mobile code and implement corrective actions to handle unacceptable code?
No
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1. Is there a centralized corporate IT Incident Database that enables your organization to track the effectiveness
of operational risk controls in place across your critical IT systems?
Yes
2. Do your detection and information sharing processes extend to suppliers?
No
3. Do you have Indicators of Compromise (IOCs) (e.g., virus signatures, IP addresses, urls of botnet command
servers, etc.) incorporated into the detection/monitoring process?
No
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1. Do you have a corporate digital forensics capacity that performs the following:
1.1 Protocols for investigation and systems traceability/auditability
No
1.2 Engagement of third party law/accounting ﬁrms to determine value of claims?
No
1.3 Notiﬁcations to third party insurer of loss of revenue?
No
1.4 Notiﬁcations to Government Authorities (e.g., FBI)
No
2. Does your forensics capability rely on:
2.3 Forensic services contracted as needed?
Yes
2.2 Third party security company with ongoing retainer?
No
2.1 In-house security staff?
Yes

3. Does your evidence handling process establish a "chain of custody" in your forensics management program?
Yes
4. Do you have processes in place for mitigating, disposing, and reporting fraudulent or counterfeit electronic
hardware and software?
No
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1. Are major incident response performances debriefed with C-suite executives and the Board?
Yes
2. Do you have a lessons learned phase in which the incident response team reviews and modiﬁes the incident
response plan (IRP)?
Yes
3. If needed, are baseline conﬁgurations modiﬁed to prevent the same exploit or error?
Yes
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Frequently Asked Questions
1. What is the purpose of the project?
The Predictive Analytics Modeling Project seeks to research and build the tools
necessary to measure and assess the effectiveness of cybersecurity and related supply
chain strategies and controls. The effort will use voluntary, secure and anonymized risk
assessments based on the Cybersecurity Framework to begin developing a large-scale
anonymized data set that seeks, for the first time, to demonstrate cause and effect
relationships between cybersecurity and supply chain capability levels and
organizational performance outcomes over time.
2. What is the purpose of the assessment and why should my organization
participate?
The main purpose of this assessment is to support NIST’s Cyber SCRM Program by
providing organizations a convenient, secure way to self-evaluate and benchmark their
cybersecurity practices.
The assessment will help organizations to clearly identify areas of strength where their
cybersecurity practices meet or exceed established benchmarks; and other areas where
more work and investment are needed. Finally, organizations will be able to
anonymously compare their cybersecurity and supply chain strategies and controls
against those attained by Standard Industrial Classification-derivedmindustry peer
groups.
3. What is the benefit to the larger cybersecurity community of
participating in this research?
This research project will conduct a rigorous statistical analysis of the effectiveness of
common cybersecurity and supply chain practices. It will match our sample universe’s
assessment results with publically-reported breach data to provide evidence about the
efficacy of cybersecurity practice in helping organizations to anticipate risks; and to
target investments in areas of cybersecurity with significant operational payback. Such
evidence-based research is scarce or non-existent and is important to the advancement
of the cybersecurity and supply chain disciplines and enterprise risk management more
broadly.
4. How will my organization’s privacy be assured?
Assurances: The University of Maryland’s R.H. Smith School Of Business will never
disclose, share or sell individual corporate data to any third party. This includes UMD’s
institutional commitment to never disclosing corporate data to the Federal Government
for compliance/ monitoring purposes; or to the insurance industry for underwriting
purposes.
In addition, individual corporate identities or a specific organization’s assessment
results will never be reported upon. Research results will be thoroughly anonymized
with reporting only done on an aggregated basis. For example, we might compare
assessment results across industry sectors and subsectors using Standard Industrial
Classification codes.

5. What about the security of our company’s data?
UMD has gone to great lengths to implement a security process that is comprehensive
and represents best information security practice.
Registration: It starts with multi-factor authentication (MFA) of all registration
accounts using text message or call back authentication. The MFA provider (Duo) was
selected because of its commitment to the standards referenced in the Cybersecurity
Framework and being validated to FIPS 140-2.
Protecting Data At Rest: Data sets for registration, respondent demographic
information and performance assessments are contained in separated table structures to
align with information security best practices. In addition, the entire database that
contains these structures resides on an encrypted disk; and disk backups are also
encrypted using AWS EBS volume encryption.
Protecting Data in Transit: All data in transit employs SSL (Secure Socket Layer)
technology.
Overall site security has been maximized through the implementation of Drupal access
control and security configuration best practices; and through the migration of the
production environment to Amazon Web Services (AWS) with accompanying
implementation of AWS Identity and Access Management (IAM) and AWS Security
Groups controls, as well as AWS CloudTrails Log Audits.
For more information about UMD’s Data Security policies, please go to the following
link: https://it.umd.edu/security/Nethics/Policy/privacypolicy.html
6. Who developed the assessment and contributed to the questions set
being asked?
The assessment is the joint product of a public-private research team composed of
cybersecurity professionals from NIST, the General Services Administration(GSA), the
Department Of Homeland Security (DHS), Zurich Insurance, Beecher Carlson and the
University Of Maryland’s R.H. Smith School Of Business. The assessment combines
expertise in information security, supply chain and risk management; and builds on a
decade of cybersecurity assessment research by team members.
7. How can we reach NIST or the University Of Maryland if we have further
questions?
For NIST, please contact Mr. Jon Boyens at: jon.boyens@nist.gov; or 301-975- 5549(o).
For the University Of Maryland, please contact Dr.Sandor Boyson at
sboyson@rhsmith.umd.edu; or 301-405- 2205 (o).

Cybersecurity and Chain of Trust:
take
What You Should Know About Your Third-Party Providers
As law firms increasingly outsource services to third-party providers, they need to be
aware of the cybersecurity risks associated with these activities. In order for a company
to develop a process for monitoring its third-party vendors and managing the risks
associated with outsourced activities, audits should be requested not only from these
vendors but also along the “chain of trust”― the other providers the vendor may use.
So, where do the concerns lie? The answer is really in any third-party vendor a company
hires to help support its business particularly for services that are privy to the
company’s sensitive data. Typically, these “hosted” services may involve:
• Payroll and benefits processing
• Claims and collections processing
• Accounts receivables/accounts payable processing
• Data centers
• Other hosted environments
• Co-location centers
• Professional service firms such as legal research, paralegal services, and accounting
Every law firm should be asking its third-party providers a now fundamental question:
How will you handle my data?
Service Organization Control (SOC) reports have become to be known as a reasonable
way for companies and their third-party vendors to mutually benefit from an
independent examination of the services provided and their control environments. SOC
reports examine the design and operating effectiveness of controls ―evaluating the
people, processes and technology involved with the management of data. The
presentation of a SOC report generally includes:
• An independent accounting firm’s opinion of the design and operating effectiveness of
controls evaluated
• Management’s presentation of the description of controls evaluated
• Complementary user entity controls
• Independent accounting firm’s evaluation of controls
With SOC reports, companies often have a tendency to focus on the independent
accounting firm’s opinion of the third-party vendor’s control environment, namely
whether they “passed” or “failed” the examination. It should be incumbent on every
company to ensure anyone who reads the SOC report, also understands not only the
details of the “grade” but also the scope of the report and “chain of trust” of other vendor
entities that may not have been included in the examination. These entities, called subservice organizations, are required to be disclosed in the report if they have either a
direct or indirect impact on the vendor’s management of its customer’s data. Companies
should also evaluate the report’s complementary user entity controls which are designed
to disclose controls that the third-party vendor expects their customers to have in place.
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The companies (i.e. user organizations) can also take advantage of these proposed
complementary user entity controls as part of the design of their internal control
environment.
Although it may appear to be a daunting task when evaluating the substance of a SOC
examination, much less preparing for one, independent accounting firms can assist. A
“SOC readiness assessment” can be conducted by the firm to identify key risk areas
which leads to the formulation of relevant controls ultimately supporting the services
provided by third-party vendors. You can expect key risk areas to be around security
considerations but they may also involve the confidentiality, privacy, availability, or
processing integrity of data management―all of which certainly apply to the growing
importance of implementing cybersecurity controls.
Properly preparing for and engaging with an independent accounting firm in terms of a
SOC examination can show that a third-party vendor is vigilant about its security
posture as it relates to the service being offered and the secure management of its
customer’s data.
A SOC exam can be a fluid process if scoped properly (i.e. by performing a SOC
readiness assessment) and usually includes the following procedures:
• Discovery: Reviewing the people, processes, and technologies that “touch” data
• Scoping exercises: Identifying areas that support the service involved (i.e. HR,
marketing, subservice providers, etc.)
• Document requests: Mining for any documented policies and controls
• Interviews/observations: Looking at workflows, organizational charts, etc.
• Testing: Checking how companies carry out certain processes and procedures (i.e. how
they manage new hires, terminations, etc.).
Does your law firm fully understand the cybersecurity risks associated with its thirdparty service providers?
Modified by Victor John Yannacone, jr. from a blog post on February 16, 2016 by Dean
Flores, CISA principal in the Risk and Advisory Practice for Windham Brannon, at
dflores@windhambrannon.com.

How to build cybersecurity into outsourcing contracts
Since most law firms outsource their IT (information technology), they must take
greater care in building cyber-risk protection into their IT services and cloud computing
contracts.

Cyber Attacks/Espionage Security Outsourcing
Any time a law firm shares data or provides access to third-parties, it increases its
vulnerability to unauthorized access or breach. In today’s IT environment in which law
firms partner with multiple IT service providers, who in turn may have multiple
subcontracters, cyber risks increase exponentially.
Customer data and systems are only as secure as the weakest link in the vendor
ecosystem. Any individual or firm which outsources its IT operations increases its risk of
a data breach and the probability that such a breach will violate regulatory or
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contractual obligations. Even if the third-party IT vendor was the source of the security
failure, the lawyer or law firm is ultimately responsible for the damage that follows.
The potential impact of security incidents arising from IT outsourcing or cloud
computing engagements can be catastrophic. They include the expense of remediation
and notification, damage to the brand, loss of sales, management disruption, regulatory
sanctions, shareholder derivative suits and other lawsuits, and other collateral damages.
To adequately cover cybersecurity risks, the standard outsourcing contract has to
include clear technical and legal compliance requirements and the right for the
customer to monitor and otherwise verify the vendor’s compliance with such
requirements.
To align incentives, the contract should make the vendor liable for the costs of breaches
that it or its subcontractors cause, including the costs of notification, remediation, fines
and similar costs. Well-crafted standard outsourcing agreements should contain these
types of protections. However, the contractual protections are only adequate when
combined with effective oversight and enforcement by the customer.
The adequacy of cloud contracts to protect against cyber risk is more complicated. On
the one hand, a cloud service can inspire customer confidence in a cloud vendor’s wellestablished and hardened security. On the other hand, cloud contracts often fall short of
a customer’s compliance requirements for sensitive data, particularly if the customer is
in a regulated industry and inadequately provide for cyber risk protection. Law firms
must carefully evaluate the key contractual provisions for mitigating these risks in an
evolving regulatory landscape, and cannot ignore the importance of ongoing review in
this rapidly changing area.

Gap analysis
Law firms must perform a gap analysis between the vendor’s offering and the
requirements of the law firm and its obligations to clients, the Courts, and regulatory
agencies to identify gaps and determine whether they can be covered by either party.
In addition, narrow limitations of liability—frequent in cloud contracts—can warp the
incentives for protection against cyber risk. While there has been a significant growth
among sophisticated cloud vendors who are able to address their customers’ data
protection and compliance requirements, there is still substantial variation among cloud
vendors’ ability to adequately address such requirements.

Key contractual provisions for mitigating cybersecurity risks
The key contractual provisions to mitigate cyber risk are: (1) the security standards
required of the vendor; (2) restrictions on subcontracting; (3) employee related
protections, such as background checks and training; (4) security testing; (5) security
audits; (6) security incident reporting and investigation; (7) data retention and use
restrictions; (8) customer data access rights; and (9) vendor liability for cyber incidents.
Many of these contractual protections come with limitations. Since vendors must
maintain consistent internal security standards, especially in a cloud setting, they may
have limited ability to customize such standards to meet a customer’s unique
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requirements. However, the key for customers should be the adequacy of the protection,
not the specific means for achieving that protection.

Cloud contracts and service agreements
Cloud contracts typically include additional limitations on these types of provisions. For
example, in a standard outsourcing agreement, the customer typically has the right to
approve subcontractors, whereas cloud vendors have pre-existing subcontractors that
are subject to change without customer approval.
The key protections for law firms in that circumstance are the assurances that security
provisions flow down to subcontractors and that the law firmr has the right to
periodically obtain a list of those subcontractors, especially if such a list is required by
applicable privacy laws.
Similarly, a standard outsourcing agreement often contains the right for the customer to
conduct security audits, but cloud vendors typically do not permit physical audits of
their facilities. The absence of this right can typically be satisfied by third party
compliance audit and certifications.
One aspect of cloud contracts that is sometimes overlooked is the restriction on
secondary uses of the data by the vendor, including aggregated or anonymized data.
From a purely commercial standpoint, this secondary use right can mean substantial
value to the vendor and corresponding loss of value to the customer.
From a cybersecurity standpoint, any retention of data by the vendor risks reidentification of the data, thereby increasing the risk of security failures. In addition, a
vendor’s retention of inadequately de-identified data may also run the risk of violating
certain privacy laws.

Existing regulations around third-party cybersecurity risk are
inadequate
There is a patchwork of regulations in the U.S. across industries and states. At the
federal level, they include Gramm-Leach Bliley, HIPAA, SEC requirements for public
companies, and FTC requirements. In addition, some states, such as Massachusetts,
have their own data protection requirements. The common thread of all of these laws is
the requirement that companies including law firms take “reasonable and appropriate
measures” to protect their data, including care in the selection and oversight of third
party vendors.
The European Union has more consolidated and stricter privacy legislation that
generally imposes higher standards of data protection than in the U.S. In addition, the
new EU privacy regulations that were recently introduced impose additional limitations
and much higher penalties for companies that fail to comply.
Law firms would be well advised to become informed of the upcoming changes in the
EU data protection regulations. Many other countries outside of the EU, such as South
Korea, also have strict requirements for data protections.

Flexibility

116

The regulatory landscape has evolved and will continue to evolve for the foreseeable
future. Outsourcing agreements should include a requirement that the vendor
implement changes as needed to adapt to regulatory changes.
If a cloud vendor refuses to commit to adapt to changes in a claw firm’s regulations, the
law firm should at least retain the option of exiting the arrangement.
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Ransomware
Going into 2017, ransomware tops the list of security concerns for IT professionals.
Broadly speaking, ransomware is malicious software designed to either lock a victim’s
screen (locker ransomware) or encrypt their files (crypto-ransomware). Successful
ransomware infections allow criminals to demand payment from the victim generally in
anonymous Bitcoin in exchange for restoring access.

Crypto-ransomware
Cases of lock screen ransomware have been in significant decline for a few years now.
When someone says “ransomware” they’re generally referring to crypto-ransomware.

Cryptoviruses
A virus is a type of malware with distinct parasitic characteristics. There are some
ransomware variants that do self-propagate and spread like viruses.

CryptoLocker
This was one of the first ransomware families to gain widespread, public notoriety when
it appeared in 2013. You’ll often still hear people use “CryptoLocker” as a blanket
substitute for “ransomware,” even though CryptoLocker is officially no longer active.

Three of the most prominent active ransomware variants
Locky
Simply put, 2016 was the year of Locky. First observed in February, it quickly became
the most prolific ransomware strain being delivered.
Over the course of 2016, Locky left other ransomware variants in the dust according to
PhishMe Q3 2016 Malware Report
Distribution for Locky has been heavily tied to phishing email campaigns sent out by the
Necurs botnet, one of the world’s largest networks of infected computers. When Necurs
experienced temporary outages in June 2016 and again in January 2017, Locky
infections plummeted. Each time Necurs came back online, Locky infections surged.

How Locky infects victims
Locky has typically been delivered via phishing email campaigns that trick users into
either opening malicious Microsoft Office documents and enabling macros or opening
JavaScript attachments. More recently, Locky executables have been delivered as
Windows Script Files and DLLs.
Locky accounted for nearly all of the malicious email payloads identified in Q3
Proofpoint Q3 2016 Threat Summary
Once executed, Locky encrypts files and renames them with a .locky extension. The
popularity and success of Locky has resulted in several updates and spin-offs, however,
including versions that rename files with .zepto, .odin, .thor, and .osiris extensions.
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In addition to scanning local drives for files to encrypt, Locky also encrypts files on
network shares (even unmapped ones) and deletes Shadow Volume Copies so they can’t
be used in restoration attempts. Updates to Locky have incorporated changes such as
offline encryption and various evasive techniques (ex: recognizing and avoiding
sandboxing environments).
There is currently no way to decrypt files that have been encrypted by Locky without
paying the ransom. Recovery options are limited to restoring from backup. That’s why
the best way to protect your organization from Locky is to prevent it from landing on
machines in the first place or — as a last line of defense — stop it at runtime.

Cerber
Another ransomware variant making its debut in 2016, Cerber stands out from Locky
and other ransomware families two distinct ways: 1) it contains VBScript that makes
victim computers actually talk to them; 2) it was launched as a ransomware-as-a-service
operation that allows anyone to distribute it in exchange for a 40 percent cut of any
ransoms paid.
Researchers at Check Point estimated profits generated from Cerber were roughly
$195,000 in July of 2016 alone, making it a $2.3 million-dollar source of income for
criminals per year.
Earlier versions of Cerber renamed encrypted files with a .cerber extension. Newer
versions now add a random file extension and have also developed the ability to kill
databases in order to encrypt database files.
While decryption tools were temporarily available for previous versions of Cerber, none
are available for the current version.

CryptXXX
CryptXXX is a ransomware trojan that rose to prominence after the people behind
TeslaCrypt ransomware called it quits. TeslaCrypt had been primarily delivered via the
Angler and Neutrino exploit kits. With it gone, CryptXXX quickly became one of the goto ransomware payloads for both until Angler went belly up in June.
When infected with CryptXXX, the victim’s encrypted files are renamed with a .crypt
extension. Updated versions of CryptXXX up the ante by also including credential
stealing capabilities.
Researchers at Kaspersky have created several tools designed to decrypt files encrypted
by CryptXXX, only to have the ransomware authors make updates that render them
ineffective. The decryptor for the most current version can be found here (it works for
now, but based on the track record there’s no telling how long it will).

Other notable ransomware variants that take things up a notch
Petya
Why encrypt individual files when you can lock someone out of their computer
altogether? Petya ransomware does just that by encrypting the master file table. The
result is a non-functioning system that requires a full machine reimagining if the
ransom isn’t paid.
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The good news is there is a decryption tool available for Petya. The bad news is there is a
new modified version of Petya called Goldeneye making the rounds. Unlike Petya, there
is currently no decryptor tool for Goldeneye available.

Shade
Encrypting a victim’s files and demanding they pay up is not always the best way to
make money off them.
Before it encrypts a victim’s files, Shade will scan the computer for signs of accounting
or banking activity. If it finds them, it installs remote control tools attackers can then
use to try to gain access to the victim’s finances.
A decryptor tool is available to recover files encrypted by Shade. But if Shade installed
credential stealers and remote control tools, unfortunately, it will not be of much use.

Virlock
Why infect one user when you can infect an entire organization? That’s the goal the
creators of VirLock have in mind. VirLock is ransomware that also acts like a parasitic
virus, infecting files and spreading across systems by creating new, unique versions of
itself every time a file is executed. That makes detecting and blocking VirLock the old
fashioned way — scanning a file to see if it matches a known malicious signature —
ineffective.
The latest version of Virlock takes its encryption game to the cloud, spreading itself
across networks via cloud storage and collaboration applications. All it takes is for one
user to open an infected file on a shared folder and every file on their computer (and
every other shared folder they have access) can be encrypted.

How ransomware attacks are evolving: 5 trends to watch
Trend #1: Ransomware attacks are becoming more frequent
With more criminals turning to ransomware as a source of income, it’s no surprise
attacks are on the rise, especially attacks targeting businesses. Why? As the infamous
bank robber, Willie Sutton, explained when asked why he robbed banks, “Because that’s
where the money is.”
It doesn’t help that more ransomware-as-a-service (RaaS) operations are popping up,
making it easier than ever for criminals — even those with little to no technical
experience — to conduct ransomware attacks. All they have to do is sign up to the
service by agreeing to pay the ransomware developers a portion of any ransom
payments they receive. Some ransomware-as-a-service platforms such as the recently
discovered Satan RaaS even offer online management consoles that make it easy for
criminals to launch, manage, and track ransomware campaigns.

Trend #2: Phishing has become almost exclusively a ransomware
delivery vehicle
Phishing emails almost always carry ransomware. Criminals know the easiest way to
sneak ransomware past an organization’s security is by infecting its users, and email
provides them direct access to do so.
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Trend #3: New ransomware variants are being produced at an
alarming rate
The heavy volume of new and modified ransomware variants also means organizations
haven’t been able to reliably count on traditional security solutions like antivirus to
identify and block attacks. By the time any particular strain of ransomware is discovered
and blacklisted, criminals have often already moved on to a new variation that will slip
past undetected at the outset of their next campaign.

Trend #4: Encryption was just the beginning — ransomware
criminals are raising the stakes
Perhaps as a response to low payment rates, we’re seeing several new ransomware
tactics designed to turn up the pressure on victims and leave them little choice but to
pay. For example, we’re seeing ransomware attacks now being directed at servers and
databases (see the recent MongoDB attacks) with the intention of causing more
widespread damage to critical services and systems that’s signficantly more difficult to
recover from quickly.
And in another twist on ransomware extortion methods, we’re also seeing attacks add
the threat of doxxing — releasing victim data publicly — if they choose not to pay. That
threat is especially damaging to organizations that deal with private and sensitive
customer data, such as hospitals, law firms, financial services, and others. It turns what
would otherwise be an inconvenient IT issue resolved by backup into a potential data
breach event. That completely changes the equation of whether or not to pay.

Stages of a Ransomware Attack
Delivery
The infection typically happens in one of two ways: by clicking on a link or attachment
in an email or via an exploit kit released by a compromised website.

Execution (evasion, searching for files to encrypt, and
spreading)
Ransomware authors will often leverage slight modifications, process injection, and
other techniques to make their programs slip past antivirus security undetected. Once
on a machine, ransomware searches the system for files to encrypt. Some ransomware
target specific file types (for example: .docx, .xlsx, etc.). Some can also spread to mapped
network drives, which puts other computers and systems connected to “patient zero” at
risk.

Encryption
In many cases, encryption can occur in minutes or even seconds. Researchers clocked
the ransomware Chimera at just 18 seconds. Files are rendered inaccessible and
typically renamed with a new file extension that can sometimes signal which type of
ransomware you’re dealing with.
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Ransom demand
Once encryption is complete, a ransom or lock screen is displayed informing the user
they have X amount of time to pay a fine, typically in the form of Bitcoin, in exchange for
a decryption key. After that deadline the ransom will go up or the files will be destroyed.

How ransomware infections start
The short answer: either via phishing emails or exploit kits. The two primary, most
likely delivery channels for ransomware are email and websites compromised with
exploit kits.

Ransomware delivery channel #1: email
For cyber criminals, email serves as a direct line straight to the soft, chewy, vulnerable
center of your network — your users. By sending emails disguised as legitimate
messages the hope for ransomware authors is they can trick users into either opening an
infected attachment or clicking a link that takes the user to an infected website.
It’s a tactic referred to as phishing. Attackers try to catch users by luring them into
taking the bait. Unfortunately, it can be highly effective — according to the Verizon 2016
Data Breach Investigation Report, phishing emails have an average open rate of 30% —
and research shows ransomware is now the #1 type of malware that phishing delivers.
Many of today’s phishing emails are surprisingly sophisticated. They are more likely to
be targeted, with attackers actually taking the time to do a bit of research and craft
emails that are personally relevant to their victims. Just a few minutes on LinkedIn can
supply an attacker with a name of a business connection or colleague they can reference
to make their email much more convincing.
This type of targeted phishing attack is referred to as spear phishing because the
attacker is singling out and going after a specific person or group.
How does a phishing email deliver ransomware?
Two primary ways: Malicious attachments and Links to malicious or compromised
websites.
As of now, simply opening a phishing email isn’t enough to get a user infected with
ransomware. Attackers still need users to take one additional step in order to get the
malicious ransomware code onto their machine — either opening an infectious email
attachment or clicking on a link that takes them to an infectious website.
What types of attachments does ransomware hide in?
The success of ransomware phishing attacks hinges on convincing the victim every
aspect of the email is legitimate. An attacker can go to great lengths crafting a
customized, relevant message and making it look like it’s coming from a sender the
victim knows and trusts, but if the attachment looks suspicious that can ruin the chance
of the user taking the bait.
To avoid raising suspicion, attackers often hide ransomware in the types of attachments
we expect to receive — some of the most common include MS Office docs (Word, Excel,
and PowerPoint) and PDFs.

122

These documents can be disguised as anything from invoices, contracts, regulatory
forms, and more.
Stop infection even if your users take the bait.
Runtime Malware Defense software blocks ransomware at execution by recognizing
malicious behavior.
MS Office docs are a popular choice among ransomware authors because they allow
them to leverage macros (bits of code that allow additional functionality) to execute the
ransomware without the user’s knowledge. Ex: The Locky ransomware family originally
gained traction and notoriety in early 2016 with its use of malicious macros in Word
documents.
If macros aren’t enabled, the user won’t be able to properly read the document, and they
will be asked to enable them. Once macros are enabled that allows code in the document
to download and execute the actual ransomware payload.
If possible, it’s a good idea to adjust your users’ Microsoft Office default settings to
disable macros. That way you can prevent ransomware from exploiting them. Microsoft
has a support document that walks you through that process.
More recently, attackers have begun using JavaScript file attachments to deliver
ransomware. What makes that especially concerning is JavaScript can do anything a
regular application can do, without attracting the scrutiny of a .EXE. It’s also easy for
ransomware authors to disguise JavaScript file extensions so they look like they’re .TXT
files or something else innocuous.
How can I prevent ransomware from being delivered via email?
You can’t prevent attackers from sending ransomware phishing emails, but you can put
security controls in place that a) reduce the risk of users taking the bait, or b) prevent
ransomware from successfully executing even if they do.
Prevention tools: Email filtering
Actively filtering email attachment types that are potentially dangerous and aren’t
commonly used or necessary to day-to-day work is certainly a low-effort way for you to
lower your risk, but as the example of Locky demonstrates, criminals are becoming
increasingly good at sneaking malicious code into file types that will get past most email
filtering. For that reason, email filtering is far from a comprehensive solution.
74% of ransomware victims reported they were running email/content filtering at the
time of infection in a recent survey we conducted. 100% were running antivirus.
Ransomware has been proven to bypass traditional security solutions.
Prevention tools: User education
Teaching users how to spot and react to suspicious emails can help transform them from
a major liability to a formidable first line of defense.
User awareness training is a great long-term investment, but it’s also an ongoing
commitment, and there’s no guarantee users are going to be 100% mistake-free 100% of
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the time. That means you need to have back-up safety nets in place so you’re ready for
the inevitable when new or even trained users click on something they shouldn’t have.

whaling Credit: Thinkstock

Whaling a major cybersecurity threat
Cybercriminals are using legitimate executive names and email addresses to dupe
unsuspecting employees to wire money or sensitive documents to their accounts.
By Clint Boulton CIO | Apr 21, 2016 6:20 AM PT
A clever variant of phishing scams is proliferating among enterprises, forcing CIOs to up
their game even as they are still refining their cybersecurity practices to contend with
various zero-day attacks. Called whaling, the social engineering grift typically involves a
hacker masquerading as a senior executive asking an employee to transfer money.
A typical example involves someone pretending to be CEO or CFO who emails a highlevel employee in the finance department to wire money or W2 tax forms. Whaling
attacks, a form of business email compromise also known as “CEO fraud,” have
increased over the past few months.

FBI says whaling becoming big trend
Whaling is becoming a big enough issue that it’s landed on the radar of the Federal
Bureau of Investigation, which last week said that such scams have cost companies more
than $2.3 billion in losses over the past three years. The losses affect every U.S. state
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and in at least 79 countries. The FBI said that it has seen a 270 percent increase in
identified victims and exposed losses from CEO scams since January 2015. For example,
Mattel lost $3 million in 2015 to one CEO fraud scam, while Snapchat and Seagate
Technologies also fell prey to similar schemes.
Unlike typical phishing or spearphishing scams, in which an attacker typically includes a
malicious URL or attachment, whaling is a pure social engineering hack targeting
relationships between employees. Whaling fraudsters either gain access to an
executive’s email inbox, or email employees from a fake domain name that appears
similar to the legitimate domain name. They ask the intended recipient to take some
action, such as moving money from a corporate account to an account the fraudster has
set up.
Often, the language and phrasing of the email request are designed to sound similar to
those that might come from CEOs, CFOs and finance staff. The note may begin with a
simple greeting, such as “Hello, how are you,” and inquire if the recipient is in the office,
a seemingly natural query. Then they’ll ask the potential victim to trigger a money
transfer, issue a bank payment, or email a W2 or some other sensitive document.
“There’s no way to spy that as bad,” Malone says. “The content is human-written so a
spam filter won’t pick it up and it’s hard to detect because there are no links or
attachments.”
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Such attacks are impossible to pick up with basic spam-filtering technologies, noting
that hackers will simply keep creating new fake domains from which to send their
targeted messages. You have to inspect the header of mail more intimately.
If you work in a law firm or are a practicing attorney, and receive an email from a client
asking you to do something, you might want to think twice and telephone the client first.
That’s because so-called “whaling” attacks—a refined kind of phishing in which hackers
use spoofed or similar-sounding domain names to make it look like the emails they send
are from a client or partner are on the rise.
Domain-spoofing is the most popular strategy, accounting for 70 percent of such attacks.
Whaling emails can be more difficult to detect because they don’t contain a hyperlink or
malicious attachment, and rely solely on social engineering to trick their targets. Often,
sites like Facebook, LinkedIn and Twitter give attackers the details they need to execute
whaling attacks.
Consider conducting tests on your own firm through mock whaling attacks to see how
vulnerable your staff are.
Inbound email stationery that marks emails originating outside the firm network can be
another useful tool, as can domain name registration alert services, which will alert you
when domains are created that closely resemble your firm and those of your business
and professional clients.
The barriers to entry for whaling attacks are dangerously low.
Vendors such as Microsoft, Proofpoint, Cloudmark and Mimecast are building tools to
help companies defend against these attack but tthey have not yet proven particularly
successful

Ransomware delivery channel #2: exploit kits
With email, the burden is on the attacker to trick a user into actively downloading and
opening a file. By using tools called exploit kits, however, criminals can infect victims
who visit a compromised website automatically, without any clicking required.
Exploit kits allow criminals to upload malicious code to any web page they have access
to. That code is designed to exploit specific vulnerabilities in browsers or other software
the visitor may be running such as an outdated version of Adobe Flash Player. If the
vulnerability is present, the exploit kit can leverage it to download ransomware.
Another way for criminals to boost their infection rates is to compromise ad networks,
so even visits to legitimate, mainstream websites can result in a ransomware attack.
That’s precisely what happened in March 2016, when malicious ads (malvertising)
containing the Angler exploit kit appeared on The New York Times, the BBC, AOL, and
the MSN homepages, exposing tens of thousands of visitors.
You can’t stop attackers from creating and using exploit kits, but since they rely on
taking advantage of software vulnerabilities, one thing you can do is take precautions to
make sure your software is patched and up-to-date.

Prevention tools: Patch management
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Depending on the size and complexity of your organization, staying on top of, evaluating,
testing, and rolling out the latest patches can be a full-time job in and of itself. The good
news is, when it comes to successful exploits, the vast majority take advantage of just 10
incredibly popular vulnerabilities.
According to the Verizon 2016 DBIR, the following 10 vulnerabilities account for 85% of
successful exploits: CVE-2001-0876, CVE-2011-0877, CVE-2002-0953, CVE-20010680, CVE-2012-1054, CVE-2015-0204, CVE-2015-1637, CVE-2003-0818, CVE-20020126, CVE-1999-1058
Start out by patching those and you can drastically reduce your risk. From there, you’ll
want to implement a patch management strategy that ideally involves automation.

Prevention tools: Install an ad blocker
Ad blockers can help protect your users from malicious ads (malvertising) that can
infect even mainstream, legitimate websites.

How ransomware evades detection and how infections spread
Antivirus works by performing routine file scans and looking up file signatures in a
database of known malware signatures. This approach is very effective for blocking
known malware, but it doesn’t stop new malware or old malware that has been
repackaged with a new signature. Unsurprisingly, hackers have caught on to this critical
weakness and are now engineering ransomware and other attacks to get past antivirus.
Here are a few ways they do it:
Polymorphic malware is malware that is engineered to mutate, changing its
own file name or signature, so that it will get by antivirus.
•

Cryptors or obfuscators are tools that change the appearance of a file, making
it unrecognizable to antivirus.
•

Fileless delivery of ransomware (for example, through registry keys) allows
attacks to evade antivirus file scans and pass undetected.
•

Once a ransomware payload is delivered, what happens next?
The precise next steps can vary from ransomware variant to variant, but in general, once
ransomware is executed it wastes very little time scanning local and connected drives for
files to encrypt. Some variants (such as Locky and DMA Locker) even encrypt
unmapped network shares, extending the reach of the infection and making potential
damage even more widespread.
Different ransomware variants can also scan for different file types, though many cast
their nets wide and can encrypt anything from Microsoft Office files to multimedia files.
It’s important to note some ransomware variants like Locky also delete shadow volume
copies — live backup snapshots Windows users could otherwise use to restore their files.
Once the encryption process is complete and the files are rendered inaccessible, the
ransomware then creates a ransom note that notifies the user what just happened.
Ransom notes are typically .TXT files, but depending on the ransomware, they may also
appear on a web page and/or replace the Windows wallpaper, too. The point of the notes
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is to establish the ransom demand amount, walk the user through how to pay it
(typically with Bitcoin), or simply direct them to a web page for further instructions.
Details included in the ransom notices, specifically any URLs that are included, can
sometimes provide clues as to the specific type of ransomware you’re dealing with (as
can any changes the ransomware has made to encrypted file extensions — more on that
later).

SECTION 3: Ransomware Protection
There’s no lack of solutions marketed to addressing ransomware. One helpful way of
simplifying things is by classifying solutions based on when they come into play during a
ransomware attack.
The biggest difference between most protection tools is the specific attack stage you can
map them to. Thinking of tools in this way allows you to identify where you’re covered
and where your gaps are. A solid ransomware defensive strategy incorporates protection
at each possible stage of an attack.

Goal #1 (pre-execution): Keep ransomware off your endpoints by
preventing delivery
•

Gateway defenses such as firewalls, UTM, email and SPAM filtering, etc.

•

User awareness training programs and anti-phishing tests

•

Exploit prevention such as EMET, patch management, ad blockers, etc.

Knowing that some attacks may find a way around these defenses (especially due to
users being human and clicking the wrong thing no matter how often they’re trained),
you should also have protection in place to prevent ransomware from proceding past the
next stage.

Goal #2 (pre-execution): Block ransomware payloads from
executing
File scanning and filtering products such as antivirus and next generation
antivirus tools
•
•

Program isolation solutions such as sandboxing tools

Free / DIY filtering options such as application whitelisting (AppLocker), GPObased restrictions like blocking program executions from temp folders, disabling
Microsoft Office macros, etc.
•

Knowing that many ransomware variants are designed to sneak past these defenses you
also need solutions designed for protecting you even if a ransomware program is
executed.

Goal #3 (pre-damage): Stop executed ransomware from doing
harm
Run-time protection that recognizes malicious behavior and blocks it
automatically before any harm is done. Blocking attacks at runtime is your last chance
to prevent a ransomware infection.
•
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Goal #4: Isolate ransomware infections to prevent them from
spreading
•

Incident / anomaly detection and response tools

•

SIEM or other free network monitoring/logging options

Free / DIY options including setting up “CryptoCanary” file screens/monitoring
on file servers to notify you of infections, removing/restricting admin rights whenever
possible, etc.
•

These won’t help you stop a ransomware infection, but they can help you detect and
contain it.

Goal #5: Recover quickly without paying the ransom
•

Backup done the right way

•

Decryptor tools

•

Malware removal tools (free option: Malwarebytes)

SECTION 4 : What to Do if You’ve Been Infected
Step 1: Isolate: Disconnect infected machines from the network
and lock down shared network drives.
With ransomware, the primary thing you’re up against is its speed. Unlike other cyber
attacks that prioritize stealth in order to maintain system access and control for long
periods of time, ransomware simply prioritizes encrypting as much as possible as fast as
it can.
For that reason, depending on how you discovered or were notified of the infection, you
may find yourself dealing with just one infected device (consider yourself lucky) or
multiple users and machines. Your first step should be isolating any infected machines
you’re immediately aware of by disconnecting them from the network as well as wifi.
Keep in mind, many ransomware variants are able to spread through shared network
drives, so you may need to temporarily lock those down and check your file servers, too.
Unfortunately, since ransomware encrypts files so quickly, in many cases the damage on
infected devices will already be done. Hope isn’t necessarily lost, but don’t shift your
focus to recovery quite yet.
Determine the full extent of the infection
The majority of ransomware variants will make changes to encrypted filenames, often
changing all the extensions to something that corresponds with the ransomware name
(ex: .zepto or .locky). They also often create README.txt and README.html files with
ransom instructions. Looking for these markers can give you an idea as to the extent of
the infection and how far it’s spread.
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It’s important to track down any devices with these signs of infection and take them all
offline. Missing any single infected device increases the risk of the infection spreading
all over again.

Step 2: Investigate: Determine what type of ransomware you’ve
been infected with
The reason this is helpful to know is some ransomware variants have been identified as
being “fake” — meaning they don’t actually encrypt your data effectively. Other variants
have been cracked and decryption tools have been made available. Still other variants
may not have a good track record of actually delivering a working decryption key even if
you decide to try paying the ransom.
New or modified file extensions appended to encrypted files are often one clue as to the
particular type of ransomware you’re dealing with. Likewise, information included in
the ransom screen — specifically, any URLs it points you to for more info or payment
steps — can also serve as identifying markers. Researcher Michael Gillespie’s website
allows you to upload a ransom note and/or a sample encrypted file to learn what type it
is.
Lastly, you can try some good old-fashioned googling. Search for the ransom screen
messaging, for the extension that has been applied to your locked files, or for some of
the symptoms you’re experiencing such as encrypted unmapped network shares or
encrypted shadow copies. Another great resource to check out for more info on specific
ransomware variants is BleepingComputer.com.
Determine the source and cause of the infection
To understand how the attack started you’ll also want to identify “patient zero” — the
first person in your organization who got infected. Keep in mind this may not always be
the user who reported the incident. In some cases, you may be able to determine patient
zero by looking at the properties of one of the infected files and seeing who the owner is
listed as.
Again, since most ransomware doesn’t wait long to get going once it’s on a machine, in
many cases you should be able to find out what triggered the attack by finding out what
the user was doing shortly before the ransom screen popped up.
Ask users to retrace their steps:
•

Did they open any new documents?

•

Click on any attachments or links in an email?

•

Did they visit any websites they don’t normally visit?

Once you determine the cause of the infection it may also be a good idea to share an
alert with other users letting them know what to be on the lookout for such as phishing
emails with fake invoices, etc. If there is anyone else who needs to know about the
ransomware attack right away, now’s the time to tell them.

Step 3: Recover: Try to restore your encrypted data
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Unfortunately, in most cases, once files are encrypted there’s no way of unlocking them
without the decryption key. That said, malware researchers are sometimes able to
exploit flaws in ransomware encryption methods and develop decryption tools.
If no decryption tool is available then your only other option is to restore your files from
backup if a viable backup is available. A recent poll of IT pros found that only 42% were
able to fully recover their data, even with backups in place.
The top reasons for failed or incomplete backup recoveries were:
1.

Backups that weren’t regularly monitored or tested didn’t work.

2.

Local backups or backups connected to a shared drive were also encrypted.

3.

There was a loss of data since the last incremental snapshot.

Even if you aren’t using a dedicated backup provider, you may still be able to recover
your data if Microsoft’s free volume shadow copy service (VSS) is enabled. VSS has its
limitations and some ransomware variants are able to encrypt shadow copies as well.
Decide whether or not you need to pay the ransom
If you can’t decrypt or recover your files from backup, you’re left with a difficult decision
to make. While most authorities don’t recommend paying the ransom, ultimately, your
decision will have to be based on your situation, not other people’s.
Things may come down to how integral access to the encrypted information is to your
business. It’s a good idea to think about how valuable your data is — are you dealing
with law case files, patient health records, customer sales orders, etc. — and make
decisions on how you would handle various encryption scenarios ahead of time. That
way, you’re not forced to make an uninformed decision in the heat of the moment.
Keep in mind, however, once attackers have identified your organization as a successful
target the odds of you experiencing repeat attacks are high.
Wipe infected machines to avoid re-infection
The safest way is to bring it back to factory settings; then restore from backup.
If you don’t have backup you can use, the situation becomes trickier. There are some
things you can try in order to salvage some of the files, such as malware-removal tools
(Microsoft offers a free one), but you do run the risk of a malicious file getting missed
and the infection starting back up all over again.

Step 4: Reinforce: Conduct a post-attack retrospective
With the attack contained and any recoverable data restored, it’s important to take the
opportunity to do a full assessment of what happened, how you responded, and any
surprises or gaps that were exposed along the way.
Starting with how the ransomware was successfully delivered in the first place, go back
and retrace the trajectory of the attack. Try to identify any vulnerabilities that were
exploited along the way and specific controls you can put in place to either eliminate or
mitigate them.
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If the attack was launched with a phishing email, what vulnerabilities and gaps in your
security allowed the ransomware to be successfully delivered?
For starters, the user who received the email was fooled. Can you invest in awareness
training to help users make better educated decisions? Better yet, are there things you
can do so damaging user mistakes are harder to make? Can you disable macros in
Microsoft Office docs so ransomware authors can’t exploit their functionality, for
example?
If you were running email filtering and antivirus they were both either bypassed or
ineffective. Are there adjustments you can make to strengthen them? Are there
additional layers of endpoint security you can add that work differently and stop specific
types of attacks they don’t?
How far did the infection spread? Are there adjustments you can make to user access
privileges to limit what infected accounts can reach?
Were you able to wipe machines and adequately recover from backup? Are there any
changes to your backup strategy you need to make?
50% of ransomware victims experience repeat attacks. Suffering one ransomware attack
puts you at greater risk for suffering another one.

Section 5: Prevention is primary
Endpoint security tools are supposed to protect your organization from data loss or theft
and minimize downtime for end users. The ability to detect infections and restore data
following a ransomware attack is critical, but preventing infection in the first place
should be the priority because:
Backups aren’t always reliable: Even with backups in place, only 42% of
organizations fully recover their data from a ransomware attack.
Backups don’t prevent data theft: Backups can mitigate data loss, but they won’t
help in the case of data theft. This should be a concern for any organization guarding
sensitive data.
IT time is valuable: Someone has to clean up when there’s an infection.
A successful attack means downtime for users: It may only take a couple hours
to reimage a machine, but a couple hours at the wrong time could have a huge impact
for users who are working on tight deadlines.

Section 6: Ransomware survival checklist
•

Do you have up-to-date antivirus installed on your endpoints?

Do you have behavior-based endpoint protection installed that can stop attacks
antivirus can’t?
•

Are you using an automated patch management system? If not, do you have an
organized method of discovering, evaluating, and deploying software updates?
•

Have you conducted security awareness training for your users, with an emphasis
on identifying potential phishing emails and reporting any suspicious or unusual activity
as soon as possible?
•
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•

If possible, have you disabled Microsoft Office macros?

•

Do you understand how an attack can spread through shared network drives?

Have you limited user access and privileges to the bare minimum they need to do
their jobs?
•
•

Do you have backups on their own separate network?

Do you have an up-to-date inventory of the backup recovery point objective
(RPO) and recovery time objective (RTO) for all your workstations and servers?
•
•

Do you have a schedule for regularly testing your backups?

Have you conducted a risk assessment to identify and assign value to your
organization’s critical data assets?
•

Do you know your cost of downtime? Figuring this out will help you put a dollar
amount on keeping your systems up and ransomware-free.
•
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Understanding Exploit Kits:
How They Work and How to Stop Them

If you or one of your users gets infected with ransomware or any other malware, there’s
a good possibility an exploit kit was involved at some point along the way.
An exploit kit is a tool criminals use to infect computers with malware by exploiting
vulnerabilities in browsers, operating systems, and other programs (Adobe Flash and
Java are common examples).

In many cases, in order for criminals to get malware onto a machine they have to trick
the user into downloading and opening a file. While that certainly happens often
enough, it does still require users to initiate the infection process by actively taking the
bait.
By using an exploit kit, on the other hand, criminals don’t have to rely on unsuspecting
users downloading their payloads. Instead, they just need to lure them to an infected
website and let the exploit kit take it from there.

How an exploit kit works
Once you visit an infected website* the exploit kit scans your browser and/or other
software to see if the vulnerability it is designed to exploit is present (ex: it checks to see
if you’re running an outdated version of Firefox that contains a particular flaw). If so,
the exploit kit leverages that vulnerability to deliver its malware payload and infect your
computer. This process is referred to as a drive-by-download.
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* It’s important to note the use of exploit kits is not confined to malicious websites. All
attackers need to do is embed a silent HTML tag into a legitimate web page or into an
advertisement on that page and everyone who visits that site will be attacked. For
example, in March, a flurry of malicious ads containing the Angler exploit kit appeared
on such major mainstream websites as The New York Times, the BBC, AOL, and the
MSN homepage.

What can exploit kits infect you with?
The short answer is, potentially any kind of malware. Downloaders, credential stealers,
banking trojans, you name it. But as the chart below indicates, in the past 12 months a
larger and larger percentage of exploit kits have been delivering ransomware payloads.

Anatomy of an exploit kit
An exploit kit has two primary parts:
1. A control panel that allows attackers to easily generate their own custom web
pages.
2. The web page component generated by the control panel, which contains the
exploits and allows attackers to auto-infect visitors to the web page via
vulnerabilities in their web browsers.

How criminals get access to exploit kits
To launch a ransomware campaign., the cybercriminal either needs to get connected to
someone active in the underground economy or go to a Darknet website and buy one.
Exploit kits can range in cost anywhere from $500 to $10,000 a month. The majority
come packaged as rental options, and some even offer free trials. Transactions are
conducted with Bitcoin.
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The purchaser of an exploit kit gets the control panel software, which can look a lot like
any other legitimate software and allows the cybercriminal to generate malicious
website files (.html; .js; .php; etc.) and upload them to any website they can obtain
access to. Anyone unlucky enough to view these sites will be attacked. If their browser or
an application they’re running has a vulnerability that I’m targeting my exploit kit can
take advantage of it to infect the visitor.

Different types of exploit kits

Source: Trend Micro

Neutrino, RIG, Sundown, Angler, and Nuclear (the latter two no longer active) — there
are a variety of exploit kits, but there are really only two things that differentiate exploit
kit brands from each other: the exploits they use and the tricks they utilize to hide or
make their malicious files appear benign to security software
For example, one exploit kit may have exclusive access to a new Adobe Flash zero day
because they know the hacker who authored it and are doing a deal with him for
exclusivity, to boost their sales. Another exploit kit may specialize in only Microsoft
Word exploits, or targeting Google Chrome. Like any product developer, they have
specialties and business partnerships, all in the interest of delivering the best and most
profitable product to their customers.
To stay in business, exploit kits need to be constantly updated. Not only do they need a
continuous flow of new exploits to stay ahead of the competition, they also need a
programmer with an in-depth understanding of the way security software works to stay
ahead of getting caught. That person needs to continuously tinker with their website
generator algorithm to keep the files they produce undetected.
It’s an endless game of cat and mouse perpetuated by the fact that the traditional,
signature-based approach to security like antivirus is reactive — by the time security
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companies start having success detecting or blocking any one exploit kit attackers are
already deploying new ones.

How to stop exploit kits
Traditional security solutions are short-term and short-lived. That’s because they’re
limited very specifically to existing versions of known exploit kits only. For example, in
order for antivirus to block or flag an exploit kit, a researcher will have had to find a
sample of the kit active in the wild and create a unique signature for the kit that the
antivirus program can add to a blacklist.
Once that kit is modified, however, that signature is no longer going to match. The
reason that’s a big problem is that attackers are constantly making modifications to their
files.
The only way to actually shut an exploit kit operation down is to:
1. Patch the exploits that they use, rendering them useless.
2. Arrest the programmers and business people who create, maintain, and market
them (it may not be coincidence that the arrest of 50 Russian hackers in June was
followed by the disappearance of the Angler EK).
3. Shut down the individual instances of the exploit kits whenever they are found
or add them to a blacklist.

Three things you can do to protect yourself now

1) Patch management: Since exploit kits rely on users running outdated and/or

vulnerable software, one of the best ways to reduce your risk is by adopting a system of
keeping everything patched and up-to-date. How easy or complicated that is depends on
the size of your organization, along with a host of additional factors.
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A good way to get started, however, is to make sure you’ve installed patches for the top
10 exploited vulnerabilities as identified in this year’s Verizon DBIR:
CVE-2001-0876, CVE-2011-0877, CVE-2002-0953, CVE-2001-0680, CVE-2012-1054,
CVE-2015-0204, CVE-2015-1637, CVE-2003-0818, CVE-2002-0126, CVE-1999-1058
These vulnerabilities accounted for 85% of all successful exploit traffic in 2015, even
though six of them were over 10 years old (one of them even dates back to 1999). It just
goes to show, “If it ain’t broke, don’t fix it” is a hacker’s motto, too. Patch these
vulnerabilities first, then develop a (preferably automated) way of searching for and
deploying patches moving forward.

2) Educate your users: Since even legitimate mainstream websites can be infected

by exploit kit campaigns it’s not reasonable to expect users to recognize when they’re in
danger. In many cases, by the time they realize something isn’t right, it might be too
late.
That said, you can help them reduce their exposure to infected websites by teaching
them how to spot suspicious emails and double-check any email links before they click.
3) Add another layer of endpoint security on top of antivirus: Instead of
relying solely on antivirus products that are constantly playing catch-up every time a
new version of an exploit kit gets created, consider adopting a behavior-based endpoint
security solution.
Adapted and edited by Victor John Yannacone, jr., from a blog post by Forrest Williams,
a Malware Research at Barkly with 7 years of malware analysis experience.
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BIOS
From Wikipedia, the free encyclopedia

https://en.wikipedia.org/wiki/BIOS
The BIOS (/ˈbaɪ.ɒs/, an acronym for Basic Input/Output System and also known as the
System BIOS, ROM BIOS or PC BIOS) is a type of firmware used to perform hardware
initialization during the booting process (power-on startup) on IBM PC compatible
computers, and to provide runtime services for operating systems and programs.[1] The
BIOS firmware is built into personal computers (PCs), and it is the first software they
run when powered on. The name itself originates from the Basic Input/Output System
used in the CP/M operating system in 1975.[2][3] Originally proprietary to the IBM PC,
the BIOS has been reverse engineered by companies looking to create compatible
systems and the interface of that original system serves as a de facto standard.
The fundamental purposes of the BIOS in modern PCs are to initialize and test the
system hardware components, and to load a boot loader or an operating system from a
mass memory device. The BIOS additionally provides an abstraction layer for the
hardware, i.e., a consistent way for application programs and operating systems to
interact with the keyboard, display, and other input/output (I/O) devices. Variations in
the system hardware are hidden by the BIOS from programs that use BIOS services
instead of directly accessing the hardware. MS-DOS (PC DOS), which was the dominant
PC operating system from the early 1980s until the mid-1990s, relied on BIOS services
for disk, keyboard, and text display functions. MS Windows NT, Linux, and other
protected mode operating systems in general ignore the abstraction layer provided by
the BIOS and do not use it after loading, instead accessing the hardware components
directly.
Most BIOS implementations are specifically designed to work with a particular
computer or motherboard model, by interfacing with various devices that make up the
complementary system chipset. Originally, BIOS firmware was stored in a ROM chip on
the PC motherboard; in modern computer systems, the BIOS contents are stored on
flash memory so it can be rewritten without removing the chip from the motherboard.
This allows easy updates to the BIOS firmware so new features can be added or bugs can
be fixed, but it also creates a possibility for the computer to become infected with BIOS
rootkits.
Unified Extensible Firmware Interface (UEFI) was designed as a successor to BIOS,
aiming to address its technical shortcomings.[4] As of 2014, new PC hardware
predominantly ships with UEFI firmware.
Contents
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History
The term BIOS (Basic Input/Output System) was invented by Gary Kildall[5] and first
appeared in the CP/M operating system in 1975,[2][3][6][7][8] describing the machinespecific part of CP/M loaded during boot time that interfaces directly with the
hardware.[3] (A CP/M machine usually has only a simple boot loader in its ROM.) * * *

User interface * * *
Operation * * *
System startup
* * * If the system has just been powered up or the reset button was pressed (“cold
boot”), the full power-on self-test (POST) is run. If Ctrl+Alt+Delete was pressed (“warm
boot”), a special flag value is stored in nonvolatile BIOS memory (“CMOS”) before the
processor is reset, and after the reset the BIOS startup code detects this flag and does
not run the POST. This saves the time otherwise used to detect and test all memory.
The POST checks, identifies, and initializes system devices such as the CPU, RAM,
interrupt and DMA controllers and other parts of the chipset, video display card,
keyboard, hard disk drive, optical disc drive and other basic hardware. * * *

Boot process
After the option ROM scan is completed and all detected ROM modules with valid
checksums have been called, or immediately after POST in a BIOS version that does not
scan for option ROMs, the BIOS calls INT 19h to start boot processing. Post-boot,
programs loaded can also call INT 19h to reboot the system, but they must be careful to
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disable interrupts and other asynchronous hardware processes that may interfere with
the BIOS rebooting process, or else the system may hang or crash while it is rebooting.
When INT 19h is called, the BIOS attempts to locate boot loader software held on a
storage device designated as a “boot device”, such as a hard disk, a floppy disk, CD, or
DVD. It loads and executes the first boot software it finds, giving it control of the PC.[13]
This is the process that is known as booting (sometimes informally called “booting up”),
which is short for “bootstrapping”.
The BIOS selects candidate boot devices using information collected by POST and
configuration information from EEPROM, CMOS RAM or, in the earliest PCs, DIP
switches. Following the boot priority sequence in effect, BIOS checks each device in
order to see if it is bootable. For a disk drive or a device that logically emulates a disk
drive, such as a USB flash drive or perhaps a tape drive, to perform this check the BIOS
attempts to load the first sector (boot sector) from the disk into RAM at memory
address 0x0000:0x7C00. If the sector cannot be read (due to a missing or unformatted
disk, or due to a hardware failure), the BIOS considers the device unbootable and
proceeds to check the next device. If the sector is read successfully, some BIOSes will
also check for the boot sector signature 0x55 0xAA in the last two bytes of the sector
(which is 512 bytes long), before accepting a boot sector and considering the device
bootable.[nb 1]
The BIOS proceeds to test each device sequentially until a bootable device is found, at
which time the BIOS transfers control to the loaded sector with a jump instruction to its
first byte at address 0x0000:0x7C00 (exactly 1 KiB below the 32 KiB mark); see MBR
invocation and VBR invocation. (This location is one reason that an IBM PC requires at
least 32 KiB of RAM in order to be equipped with a disk system; with 31 KiB or less, it
would be impossible to boot from any disk, removable or fixed, using the BIOS boot
protocol.) Most, but not all, BIOSes load the drive number (as used by INT 13h) of the
boot drive into CPU register DL before jumping to the first byte of the loaded boot
sector.
Note well that the BIOS does not interpret or process the contents of the boot sector
other than to possibly check for the boot sector signature in the last two bytes; all
interpretation of data structures like MBR partition tables and so-called BIOS
Parameter Blocks is done by the boot program in the boot sector itself or by other
programs loaded through the boot process and is beyond the scope of BIOS. Nothing
about BIOS predicates these data structures or impedes their replacement or
improvement.
A non-disk device such as a network adapter attempts booting by a procedure that is
defined by its option ROM or the equivalent integrated into the motherboard BIOS
ROM. As such, option ROMs may also influence or supplant the boot process defined by
the motherboard BIOS ROM.

Boot priority
The user can control the boot process, to cause one medium to be booted instead of
another when two or more bootable media are present, by taking advantage of the boot
priority implemented by the BIOS. For example, most computers have a hard disk that
is bootable, but usually there is a removable-media drive that has higher boot priority,
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so the user can cause a removable disk to be booted, simply by inserting it, without
removing the hard disk drive or altering its contents to make it unbootable.
In most modern BIOSes, the boot priority order of all potentially bootable devices can
be freely configured by the user through the BIOS configuration utility. In older BIOSes,
limited boot priority options are selectable; in the earliest BIOSes, a fixed priority
scheme was implemented, with floppy disk drives first, fixed disks (i.e. hard disks)
second, and typically no other boot devices supported, subject to modification of these
rules by installed option ROMs. The BIOS in an early PC also usually would only boot
from the first floppy disk drive or the first hard disk drive, even if there were two drives
of either type installed. All more advanced boot priority sequences evolved as
incremental improvements on this basic system.
Historically the BIOS would try to boot from a floppy drive first and a hard disk second.
The default for CD or DVD booting is an extension of this. With the El Torito optical
media boot standard, the optical drive actually emulates a 3.5” high-density floppy disk
to the BIOS for boot purposes. Optical disks are a special case, because their lowest level
of data organization is typically a fairly high-level file system (e.g. ISO 9660 for CDROM).
Reading the “first sector” of a CD-ROM or DVD-ROM is not a simply defined operation
like it is on a floppy disk or a hard disk. Furthermore, the complexity of the medium
makes it difficult to write a useful boot program in one sector, even though optical
media sectors are typically 2048 bytes each, four times the standard 512-byte size of
floppy and legacy hard disk sectors. Therefore, optical media booting uses the El Torito
standard, which specifies a way for an optical disk to contain an image of a high-density
(1.44 MB) floppy disk and for the drive to provide access to this disk image in a simple
manner that emulates floppy disk drive operations. Therefore, CD-ROM drives boot as
emulated floppy disk drives; the bootable virtual floppy disk can contain software that
provides access to the optical medium in its native format.

Boot failure
The behavior if the BIOS does not find a bootable device has varied as personal
computers developed. The original IBM PC and XT had Microsoft Cassette BASIC in
ROM, and if no bootable device was found, ROM BASIC was started by calling INT 18h.
Therefore, barring a hardware failure, an original IBM PC or XT would never fail to
boot, either into BASIC or from disk (or through an option ROM). One model of the
original IBM PC was available with no disk drive; a cassette recorder could be attached
via the cassette port on the rear, for loading and saving BASIC programs to tape. Since
few programs used BASIC in ROM, clone PC makers left it out; then a computer that
failed to boot from a disk would display “No ROM BASIC” and halt (in response to INT
18h).
Later computers would display a message like “No bootable disk found”; some would
prompt for a disk to be inserted and a key to be pressed, and when a key was pressed
they would restart the boot process. A modern BIOS may display nothing or may
automatically enter the BIOS configuration utility when the boot process fails. Unlike
earlier BIOSes, modern versions are often written with the assumption that if the
computer cannot be booted from a hard disk, the user will not have software that they
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want to boot from removable media instead. (Lately, typically it will only be a specialist
computer technician who does that, only to get the computer back into a condition
where it can be booted from the hard disk.)

Boot environment
The environment for the boot program is very simple: the CPU is in real mode and the
general-purpose and segment registers are undefined, except CS, SS, SP, and DL. CS is
always zero and IP is initially 0x7C00. Because boot programs are always loaded at this
fixed address, there is no need or motivation for a boot program to be relocatable. DL
contains the drive number, as used with INT 13h, of the boot device, unless the BIOS is
one that does not set the drive number in DL – and then DL is undefined. SS:SP points
to a valid stack that is presumably large enough to support hardware interrupts, but
otherwise SS and SP are undefined. (A stack must be already set up in order for
interrupts to be serviced, and interrupts must be enabled in order for the system timertick interrupt, which BIOS always uses at least to maintain the time-of-day count and
which it initializes during POST, to be active and for the keyboard to work. The
keyboard works even if the BIOS keyboard service is not called; keystrokes are received
and placed in the 15-character type-ahead buffer maintained by BIOS.) The boot
program must set up its own stack (or at least MS-DOS 6 acts like it must), because the
size of the stack set up by BIOS is unknown and its location is likewise variable;
although the boot program can investigate the default stack by examining SS:SP, it is
easier and shorter to just unconditionally set up a new stack.
At boot time, all BIOS services are available, and the memory below address 0x00400
contains the interrupt vector table. BIOS POST has initialized the system timers ⟨⟩8253
or 8254 IC), interrupt controller(s), DMA controller(s), and other motherboard/chipset
hardware as necessary to bring all BIOS services to ready status. DRAM refresh for all
system DRAM in conventional memory and extended memory, but not necessarily
expanded memory, has been set up and is running. The interrupt vectors corresponding
to the BIOS interrupts have been set to point at the appropriate entry points in the
BIOS, hardware interrupt vectors for devices initialized by the BIOS have been set to
point to the BIOS-provided ISRs, and some other interrupts, including ones that BIOS
generates for programs to hook, have been set to a default dummy ISR that immediately
returns. The BIOS maintains a reserved block of system RAM at addresses 0x00400–
0x004FF with various parameters initialized during the POST. All memory at and above
address 0x00500 can be used by the boot program; it may even overwrite itself.

Extensions (option ROMs)
Peripheral cards such as some hard disk drive controllers and some video display
adapters have their own BIOS extension option ROMs, which provide additional
functionality to BIOS. Code in these extensions runs before the BIOS boots the system
from mass storage. These ROMs typically test and initialize hardware, add new BIOS
services, and augment or replace existing BIOS services with their own versions of those
services. For example, a SCSI controller usually has a BIOS extension ROM that adds
support for hard drives connected through that controller. Some video cards have
extension ROMs that replace the video services of the motherboard BIOS with their own
video services. BIOS extension ROMs gain total control of the machine, so they can in
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fact do anything, and they may never return control to the BIOS that invoked them. An
extension ROM could in principle contain an entire operating system or an application
program, or it could implement an entirely different boot process such as booting from a
network. Operation of an IBM-compatible computer system can be completely changed
by removing or inserting an adapter card (or a ROM chip) that contains a BIOS
extension ROM.
The motherboard BIOS typically contains code to access hardware components
necessary for bootstrapping the system, such as the keyboard, display, and storage. In
addition, plug-in adapter cards such as SCSI, RAID, network interface cards, and video
boards often include their own BIOS (e.g. Video BIOS), complementing or replacing the
system BIOS code for the given component. Even devices built into the motherboard can
behave in this way; their option ROMs can be stored as separate code on the main BIOS
flash chip, and upgraded either in tandem with, or separately from, the main BIOS.
An add-in card requires an option ROM if the card is not supported by the main BIOS
and the card needs to be initialized or made accessible through BIOS services before the
operating system can be loaded (usually this means it is required in the bootstrapping
process). Even when it is not required, an option ROM can allow an adapter card to be
used without loading driver software from a storage device after booting begins – with
an option ROM, no time is taken to load the driver, the driver does not take up space in
RAM nor on hard disk, and the driver software on the ROM always stays with the device
so the two cannot be accidentally separated. Also, if the ROM is on the card, both the
peripheral hardware and the driver software provided by the ROM are installed together
with no extra effort to install the software. An additional advantage of ROM on some
early PC systems (notably including the IBM PCjr) was that ROM was faster than main
system RAM. (On modern systems, the case is very much the reverse of this, and BIOS
ROM code is usually copied (“shadowed”) into RAM so it will run faster.)
There are many methods and utilities for examining the contents of various
motherboard BIOS and expansion ROMs, such as Microsoft DEBUG or the Unix dd.

Boot procedure
If an expansion ROM wishes to change the way the system boots (such as from a
network device or a SCSI adapter for which the BIOS has no driver code) in a
cooperative way, it can use the BIOS Boot Specification (BBS) API to register its ability
to do so. Once the expansion ROMs have registered using the BBS APIs, the user can
select among the available boot options from within the BIOS’s user interface. This is
why most BBS compliant PC BIOS implementations will not allow the user to enter the
BIOS’s user interface until the expansion ROMs have finished executing and registering
themselves with the BBS API. The specification can be downloaded from the ACPICA
website. The official title is BIOS Boot Specification (Version 1.01, 11 January 1996).[14]
Also, if an expansion ROM wishes to change the way the system boots unilaterally, it can
simply hook INT 19h or other interrupts normally called from interrupt 19h, such as
INT 13h, the BIOS disk service, to intercept the BIOS boot process. Then it can replace
the BIOS boot process with one of its own, or it can merely modify the boot sequence by
inserting its own boot actions into it, by preventing the BIOS from detecting certain
devices as bootable, or both. Before the BIOS Boot Specification was promulgated, this
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was the only way for expansion ROMs to implement boot capability for devices not
supported for booting by the native BIOS of the motherboard.

Initialization
After the motherboard BIOS completes its POST, most BIOS versions search for option
ROM modules, also called BIOS extension ROMs, and execute them. The motherboard
BIOS scans for extension ROMs in a portion of the “upper memory area” (the part of the
x86 real-mode address space at and above address 0xA0000) and runs each ROM
found, in order. To discover memory-mapped ISA option ROMs, a BIOS
implementation scans the real-mode address space from 0x0C0000 to 0x0F0000 on 2
KiB boundaries, looking for a two-byte ROM signature: 0x55 followed by 0xAA. In a
valid expansion ROM, this signature is followed by a single byte indicating the number
of 512-byte blocks the expansion ROM occupies in real memory, and the next byte is the
option ROM’s entry point (also known as its “entry offset”). A checksum of the specified
number of 512-byte blocks is calculated, and if the ROM has a valid checksum, the BIOS
transfers control to the entry address, which in a normal BIOS extension ROM should
be the beginning of the extension’s initialization routine.
At this point, the extension ROM code takes over, typically testing and initializing the
hardware it controls and registering interrupt vectors for use by post-boot applications.
It may use BIOS services (including those provided by previously initialized option
ROMs) to provide a user configuration interface, to display diagnostic information, or to
do anything else that it requires. While the actions mentioned are typical behaviors of
BIOS extension ROMs, each option ROM receives total control of the computer and may
do anything at all, as noted with more detail in the Extensions section below; it is
possible that an option ROM will not return to BIOS, pre-empting the BIOS’s boot
sequence altogether.
An option ROM should normally return to the BIOS after completing its initialization
process. Once (and if) an option ROM returns, the BIOS continues searching for more
option ROMs, calling each as it is found, until the entire option ROM area in the
memory space has been scanned.

Physical placement
Option ROMs normally reside on adapter cards. However, the original PC, and perhaps
also the PC XT, have a spare ROM socket on the motherboard (the “system board” in
IBM’s terms) into which an option ROM can be inserted, and the four ROMs that
contain the BASIC interpreter can also be removed and replaced with custom ROMs
which can be option ROMs. The IBM PCjr is unique among PCs in having two ROM
cartridge slots on the front. Cartridges in these slots map into the same region of the
upper memory area used for option ROMs, and the cartridges can contain option ROM
modules that the BIOS would recognize. The cartridges can also contain other types of
ROM modules, such as BASIC programs, that are handled differently. One PCjr
cartridge can contain several ROM modules of different types, possibly stored together
in one ROM chip.
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Operating system services
The BIOS ROM is customized to the particular manufacturer’s hardware, allowing lowlevel services (such as reading a keystroke or writing a sector of data to diskette) to be
provided in a standardized way to programs, including operating systems. For example,
an IBM PC might have either a monochrome or a color display adapter (using different
display memory addresses and hardware), but a single, standard, BIOS system call may
be invoked to display a character at a specified position on the screen in text mode or
graphics mode.
The BIOS provides a small library of basic input/output functions to operate peripherals
(such as the keyboard, rudimentary text and graphics display functions and so forth).
When using MS-DOS, BIOS services could be accessed by an application program (or by
MS-DOS) by executing an INT 13h interrupt instruction to access disk functions, or by
executing one of a number of other documented BIOS interrupt calls to access video
display, keyboard, cassette, and other device functions.
Operating systems and executive software that are designed to supersede this basic
firmware functionality provide replacement software interfaces to application software.
Applications can also provide these services to themselves. This began even in the 1980s
under MS-DOS, when programmers observed that using the BIOS video services for
graphics display was very slow. To increase the speed of screen output, many programs
bypassed the BIOS and programmed the video display hardware directly. Other graphics
programmers, particularly but not exclusively in the demoscene, observed that there
were technical capabilities of the PC display adapters that were not supported by the
IBM BIOS and could not be taken advantage of without circumventing it. Since the ATcompatible BIOS ran in Intel real mode, operating systems that ran in protected mode
on 286 and later processors required hardware device drivers compatible with protected
mode operation to replace BIOS services.
In modern personal computers running modern operating systems the BIOS is used
only during booting and initial loading of system software. Before the operating system’s
first graphical screen is displayed, input and output are typically handled through BIOS.
A boot menu such as the textual menu of Windows, which allows users to choose an
operating system to boot, to boot into the safe mode, or to use the last known good
configuration, is displayed through BIOS and receives keyboard input through BIOS.
Most modern PCs can still boot and run legacy operating systems such as MS-DOS or
DR-DOS that rely heavily on BIOS for their console and disk I/O, providing that the
system has a BIOS or BIOS-compatible firmware, which is not necessarily the case with
UEFI-based PCs.

Processor microcode updates
Intel processors have reprogrammable microcode since the P6
microarchitecture.[15][16] The BIOS may contain patches to the processor microcode
that fix errors in the initial processor microcode; reprogramming is not persistent, thus
loading of microcode updates is performed each time the system is powered up. Without
reprogrammable microcode, an expensive processor swap would be required;[17] for
example, the Pentium FDIV bug became an expensive fiasco for Intel as it required a
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product recall because the original Pentium processor’s defective microcode could not
be reprogrammed.

Identification
Some BIOSes contain a software licensing description table (SLIC), a digital signature
placed inside the BIOS by the original equipment manufacturer (OEM), for example
Dell. The SLIC is inserted into the ACPI table and contains no active code.[18][19]
Computer manufacturers that distribute OEM versions of Microsoft Windows and
Microsoft application software can use the SLIC to authenticate licensing to the OEM
Windows Installation disk and system recovery disc containing Windows software.
Systems with an SLIC can be preactivated with an OEM product key, and they verify an
XML formatted OEM certificate against the SLIC in the BIOS as a means of selfactivating (see System Locked Preinstallation, SLP). If a user performs a fresh install of
Windows, they will need to have possession of both the OEM key (either SLP or COA)
and the digital certificate for their SLIC in order to bypass activation.[18] This can be
achieved if the user performs a restore using a pre-customised image provided by the
OEM. Power users can copy the necessary certificate files from the OEM image, decode
the SLP product key, then perform SLP activation manually. Cracks for non-genuine
Windows distributions usually edit the SLIC or emulate it in order to bypass Windows
activation.

Overclocking
Some BIOS implementations allow overclocking, an action in which the CPU is adjusted
to a higher clock rate than its manufacturer rating for guaranteed capability.
Overclocking may, however, seriously compromise system reliability in insufficiently
cooled computers and generally shorten component lifespan. Overclocking, when
incorrectly performed, may also cause components to overheat so quickly that they
mechanically destroy themselves.[20]

Modern use
Some operating systems, for example MS-DOS, rely on the BIOS to carry out most
input/output tasks within the PC.[21]
Because the BIOS still runs in 16-bit real mode, calling BIOS services directly is
inefficient for protected-mode operating systems. BIOS services are not used by modern
multitasking operating systems after they initially load, so the importance of the
primary part of BIOS is greatly reduced from what it was initially.
Later BIOS implementations took on more complex functions, by including interfaces
such as Advanced Configuration and Power Interface (ACPI); these functions include
power management, hot swapping, and thermal management. At the same time, since
2010 BIOS technology is in a transitional process toward the UEFI.[4]

Configuration
Setup utility * * *
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Award BIOS setup utility on a standard PC
A modern BIOS setup utility has a menu-based user interface (UI) accessed by pressing
a certain key on the keyboard when the PC starts. Usually the key is advertised for short
time during the early startup, for example “Press F1 to enter CMOS setup”. The actual
key depends on specific hardware. Features present in the BIOS setup utility typically
include:
Configuring the hardware components, including setting their various operating
modes and frequencies (for example, selecting how the storage controllers are visible to
the operating system, or overlocking the CPU)
Setting the system clock
Enabling or disabling system components
Selecting which devices are potential boot devices, and in which order booting from
them will be attempted
Setting various passwords, such as a password for securing access to the BIOS user
interface functions itself and preventing malicious users from booting the system from
unauthorized portable storage devices, a password for booting the system, or a hard disk
drive password that limits access to it and stays assigned even if the hard disk drive is
moved to another computer

Reprogramming
In modern PCs the BIOS is stored in rewritable memory, allowing the contents to be
replaced and modified. This rewriting of the contents is sometimes termed flashing,
based on the common use of a kind of EEPROM known technically as “flash EEPROM”
and colloquially as “flash memory”. It can be done by a special program, usually
provided by the system’s manufacturer, or at POST, with a BIOS image in a hard drive
or USB flash drive. A file containing such contents is sometimes termed “a BIOS image”.
A BIOS might be reflashed in order to upgrade to a newer version to fix bugs or provide
improved performance or to support newer hardware, or a reflashing operation might
be needed to fix a damaged BIOS.

Hardware
* * * Beginning with the IBM AT, PCs supported a hardware clock settable through

BIOS. It had a century bit which allowed for manually changing the century when the
year 2000 happened. Most BIOS revisions created in 1995 and nearly all BIOS revisions
in 1997 supported the year 2000 by setting the century bit automatically when the clock
rolled past midnight, December 31, 1999.[25]
The first flash chips were attached to the ISA bus. Starting in 1997, the BIOS flash
moved to the LPC bus, a functional replacement for ISA, following a new standard
implementation known as “firmware hub” (FWH). In 2006, the first systems supporting
a Serial Peripheral Interface (SPI) appeared, and the BIOS flash memory moved again.
The size of the BIOS, and the capacity of the ROM, EEPROM, or other media it may be
stored on, has increased over time as new features have been added to the code; BIOS
versions now exist with sizes up to 16 megabytes. For contrast, the original IBM PC
BIOS was contained in an 8 KiB mask ROM. Some modern motherboards are including
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even bigger NAND flash memory ICs on board which are capable of storing whole
compact operating systems, such as some Linux distributions. For example, some ASUS
motherboards included SplashTop Linux embedded into their NAND flash memory
ICs.[26] However, the idea of including an operating system along with BIOS in the
ROM of a PC is not new; in the 1980s, Microsoft offered a ROM option for MS-DOS, and
it was included in the ROMs of some PC clones such as the Tandy 1000 HX. * * *
The BIOS may contain components such as the Memory Reference Code (MRC), which
is responsible for handling memory timings and related hardware settings.[27]:8[28]

* * * Most PC motherboard suppliers license a BIOS “core” and toolkit from a
commercial third-party, known as an “independent BIOS vendor” or IBV. The
motherboard manufacturer then customizes this BIOS to suit its own hardware. For this
reason, updated BIOSes are normally obtained directly from the motherboard
manufacturer. * * *
The open source community increased their effort to develop a replacement for
proprietary BIOSes and their future incarnations with an open sourced counterpart
through the libreboot, coreboot and OpenBIOS/Open Firmware projects. AMD provided
product specifications for some chipsets, and Google is sponsoring the project.
Motherboard manufacturer Tyan offers coreboot next to the standard BIOS with their
Opteron line of motherboards. MSI and Gigabyte Technology have followed suit with
the MSI K9ND MS-9282 and MSI K9SD MS-9185 resp. the M57SLI-S4 models.

Security
EEPROM chips are advantageous because they can be easily updated by the user; it is
customary for hardware manufacturers to issue BIOS updates to upgrade their products,
improve compatibility and remove bugs. However, this advantage had the risk that an
improperly executed or aborted BIOS update could render the computer or device
unusable. To avoid these situations, more recent BIOSes use a “boot block”; a portion of
the BIOS which runs first and must be updated separately. This code verifies if the rest
of the BIOS is intact (using hash checksums or other methods) before transferring
control to it. If the boot block detects any corruption in the main BIOS, it will typically
warn the user that a recovery process must be initiated by booting from removable
media (floppy, CD or USB flash drive) so the user can try flashing the BIOS again. Some
motherboards have a backup BIOS (sometimes referred to as DualBIOS boards) to
recover from BIOS corruptions.
There are at least four known BIOS attack viruses, two of which were for demonstration
purposes. The first one found in the wild was Mebromi, targeting Chinese users.
The first BIOS virus was CIH, whose name matches the initials of its creator, Chen Ing
Hau. CIH was also called the “Chernobyl Virus”, because its payload date was 1999-0426, the 13th anniversary of the Chernobyl accident. CIH appeared in mid-1998 and
became active in April 1999. It was able to erase flash ROM BIOS content. Often,
infected computers could no longer boot, and people had to remove the flash ROM IC
from the motherboard and reprogram it. CIH targeted the then-widespread Intel
i430TX motherboard chipset and took advantage of the fact that the Windows 9x
operating systems, also widespread at the time, allowed direct hardware access to all
programs.

149

Modern systems are not vulnerable to CIH because of a variety of chipsets being used
which are incompatible with the Intel i430TX chipset, and also other flash ROM IC
types. There is also extra protection from accidental BIOS rewrites in the form of boot
blocks which are protected from accidental overwrite or dual and quad BIOS equipped
systems which may, in the event of a crash, use a backup BIOS. Also, all modern
operating systems such as FreeBSD, Linux, macOS, Windows NT-based Windows OS
like Windows 2000, Windows XP and newer, do not allow user-mode programs to have
direct hardware access.
As a result, as of 2008, CIH has become essentially harmless, at worst causing
annoyance by infecting executable files and triggering antivirus software. Other BIOS
viruses remain possible, however;[31] since most Windows home users without
Windows Vista/7’s UAC run all applications with administrative privileges, a modern
CIH-like virus could in principle still gain access to hardware without first using an
exploit. The operating system OpenBSD prevents all users from having this access and
the grsecurity patch for the linux kernel also prevents this direct hardware access by
default, the difference being an attacker requiring a much more difficult kernel level
exploit or reboot of the machine.
The second BIOS virus was a technique presented by John Heasman, principal security
consultant for UK-based Next-Generation Security Software. In 2006, at the Black Hat
Security Conference, he showed how to elevate privileges and read physical memory,
using malicious procedures that replaced normal ACPI functions stored in flash
memory.
The third BIOS virus was a technique called “Persistent BIOS infection.” It appeared in
2009 at the CanSecWest Security Conference in Vancouver, and at the SyScan Security
Conference in Singapore. Researchers Anibal Sacco[32] and Alfredo Ortega, from Core
Security Technologies, demonstrated how to insert malicious code into the
decompression routines in the BIOS, allowing for nearly full control of the PC at startup, even before the operating system is booted. The proof-of-concept does not exploit a
flaw in the BIOS implementation, but only involves the normal BIOS flashing
procedures. Thus, it requires physical access to the machine, or for the user to be root.
Despite these requirements, Ortega underlined the profound implications of his and
Sacco’s discovery: “We can patch a driver to drop a fully working rootkit. We even have a
little code that can remove or disable antivirus.”[33]
Mebromi is a trojan which targets computers with AwardBIOS, Microsoft Windows, and
antivirus software from two Chinese companies: Rising Antivirus and Jiangmin KV
Antivirus.[34][35][36] Mebromi installs a rootkit which infects the master boot record.
In a December 2013 interview with CBS 60 Minutes, Deborah Plunkett, Information
Assurance Director for the US National Security Agency claimed that NSA analysts had
uncovered and thwarted a possible BIOS attack by a foreign nation state. The attack on
the world’s computers could have allegedly “literally taken down the US economy.” The
segment further cites anonymous cyber security experts briefed on the operation as
alleging the plot was conceived in China.[37] A later article in The Guardian cast doubt
on the likelihood of such a threat, quoting Berkeley computer-science researcher
Nicholas Weaver, Matt Blaze, a computer and information sciences professor at the
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University of Pennsylvania, and cybersecurity expert Robert David Graham in an
analysis of the NSA’s claims.[38]

Alternatives and successors
As of 2011, the BIOS is being replaced by the more complex Extensible Firmware
Interface (EFI) in many new machines. EFI is a specification which replaces the runtime
interface of the legacy BIOS. Initially written for the Intel Itanium architecture, EFI is
now available for x86 and x86-64 platforms; the specification development is driven by
The Unified EFI Forum, an industry Special Interest Group. EFI booting has been
supported in only Microsoft Windows versions supporting GPT,[39] the Linux kernel
2.6.1 and later, and macOS on Intel-based Macs.[40]
Other alternatives to the functionality of the “Legacy BIOS” in the x86 world include
coreboot and libreboot.
Some servers and workstations use a platform-independent Open Firmware (IEEE1275) based on the Forth programming language; it is included with Sun’s SPARC
computers, IBM’s RS/6000 line, and other PowerPC systems such as the CHRP
motherboards, along with the x86-based OLPC XO-1.
As of at least 2015, Apple has removed legacy BIOS support from MacBook Pro
computers. As such the bless utility no longer supports the --legacy switch, and prints
“Legacy mode not supported on this system”. These Macs also cannot boot from CDROM or USB flash drives.
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UNIFIED EXTENSIBLE FIRMWARE INTERFACE
From Wikipedia, the free encyclopedia

https://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
The Unified Extensible Firmware Interface (UEFI) is a specification that defines
a software interface between an operating system and platform firmware. UEFI replaces
the Basic Input/Output System (BIOS) firmware interface originally present in all IBM
PC-compatible personal computers,[1][2] with most UEFI firmware implementations
providing legacy support for BIOS services. UEFI can support remote diagnostics and
repair of computers, even with no operating system installed.[3]
Intel developed the original Extensible Firmware Interface (EFI) specification.
Some of the EFI’s practices and data formats mirror those from Microsoft Windows.[4][5]
In 2005, UEFI deprecated EFI 1.10 (the final release of EFI). The Unified EFI Forum is
the industry body that manages the UEFI specification.
Contents
•
•
•

•

•

•
•

1 History
2 Advantages
3 Compatibility
o 3.1 Processor compatibility
o 3.2 Disk device compatibility
§ 3.2.1 Linux
§ 3.2.2 Microsoft Windows
4 Features
o 4.1 Services
o 4.2 Applications
o 4.3 Protocols
o 4.4 Device drivers
o 4.5 Graphics features
o 4.6 EFI System partition
o 4.7 Booting
§ 4.7.1 UEFI booting
§ 4.7.2 CSM booting
§ 4.7.3 Network booting
§ 4.7.4 Secure boot
o 4.8 Compatibility Support Module
o 4.9 UEFI shell
o 4.10 Extensions
5 Implementation and adoption
o 5.1 Intel EFI
o 5.2 Platforms using EFI/UEFI
o 5.3 Operating systems
o 5.4 Use of UEFI with virtualization
6 Applications development
7 Criticism
o 7.1 Secure boot

154

7.2 Firmware issues
8 See also
9 Notes
10 References
11 Further reading
12 External links
o

•
•
•
•
•

History
The original motivation for EFI came during early development of the first Intel–HP
Itanium systems in the mid-1990s. BIOS limitations (such as 16-bit processor mode,
1 MB addressable space and PC AT hardware) had become too restrictive for the larger
server platforms Itanium was targeting.[6] The effort to address these concerns began in
1998 and was initially called Intel Boot Initiative.[7] It was later renamed to Extensible
Firmware Interface (EFI).[8][9]
In July 2005, Intel ceased its development of the EFI specification at version 1.10, and
contributed it to the Unified EFI Forum, which has evolved the specification as the
Unified Extensible Firmware Interface (UEFI). The original EFI specification remains
owned by Intel, which exclusively provides licenses for EFI-based products, but the
UEFI specification is owned by the Forum.[6][10]
Version 2.1 of the UEFI specification was released on 7 January 2007. It added
cryptography, network authentication and the User Interface Architecture (Human
Interface Infrastructure in UEFI). The latest UEFI specification, version 2.6, was
approved in January 2016.[11]

Advantages
The interface defined by the EFI specification includes data tables that contain platform
information, and boot and runtime services that are available to the OS loader and OS.
UEFI firmware provides several technical advantages over a traditional BIOS system:[12]
•
•
•
•
•
•

Ability to boot from large disks (over 2 TB) with a GUID Partition Table
(GPT)[13][a]
CPU-independent architecture[a]
CPU-independent drivers[a]
Flexible pre-OS environment, including network capability
Modular design
Backward and forward compatibility

Compatibility
Processor compatibility * * *
UEFI requires the firmware and operating system loader (or kernel) to be size-matched;
for example, a 64-bit UEFI firmware implementation can load only a 64-bit operating
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system boot loader or kernel. After the system transitions from “Boot Services” to
“Runtime Services”, the operating system kernel takes over. At this point, the kernel can
change processor modes if it desires, but this bars usage of the runtime services (unless
the kernel switches back again).[23]:sections 2.3.2 and 2.3.4 As of version 3.15, Linux kernel
supports 64-bit kernels to be booted on 32-bit UEFI firmware implementations running
on x86-64 CPUs, with UEFI handover support from a UEFI boot loader as the
requirement.[24] UEFI handover protocol deduplicates the UEFI initialization code
between the kernel and UEFI boot loaders, leaving the initialization to be performed
only by the Linux kernel’s UEFI boot stub.[25][26]

Disk device compatibility
In addition to the standard PC disk partition scheme that uses a master boot record
(MBR), UEFI also works with a new partitioning scheme called GUID Partition Table
(GPT), which is free from many of the limitations of MBR. In particular, the MBR limits
on the number and size of disk partitions (up to four primary partitions per disk, and up
to 2 TiB (2 × 240 bytes) per disk) are relaxed.[27] More specifically, GPT allows for a
maximum disk and partition size of 8 ZiB (8 × 270 bytes).[27][28]

Linux
Support for GPT in Linux is enabled by turning on the option
CONFIG_EFI_PARTITION (EFI GUID Partition Support) during kernel
configuration.[29] This option allows Linux to recognize and use GPT disks after the
system firmware passes control over the system to Linux.
For reverse compatibility, Linux can use GPT disks in BIOS-based systems for both data
storage and booting, as both GRUB 2 and Linux are GPT-aware. Such a setup is usually
referred to as BIOS-GPT.[30] As GPT incorporates the protective MBR, a BIOS-based
computer can boot from a GPT disk using GPT-aware boot loader stored in the
protective MBR’s bootstrap code area.[28] In case of GRUB, such a configuration requires
a BIOS Boot partition for GRUB to embed its second-stage code due to absence of the
post-MBR gap in GPT partitioned disks (which is taken over by the GPT’s Primary
Header and Primary Partition Table). Commonly 1 MiB in size, this partition’s Globally
Unique Identifier (GUID) in GPT scheme is 21686148-6449-6E6F-744E-656564454649
and is used by GRUB only in BIOS-GPT setups. From the GRUB’s perspective, no such
partition type exists in case of MBR partitioning. This partition is not required if the
system is UEFI-based because no embedding of the second-stage code is needed in that
case.[13][28][30]
UEFI systems can access GPT disks and boot directly from them, which allows Linux to
use UEFI boot methods. Booting Linux from GPT disks on UEFI systems involves
creation of an EFI System partition (ESP), which contains UEFI applications such as
bootloaders, operating system kernels, and utility software.[31][32][33] Such a setup is
usually referred to as UEFI-GPT, while ESP is recommended to be at least 512 MiB in
size and formatted with a FAT32 filesystem for maximum compatibility.[28][30][34]
For backward compatibility, most UEFI implementations also support booting from
MBR-partitioned disks, through the Compatibility Support Module (CSM) that provides
legacy BIOS compatibility.[35] In that case, booting Linux on UEFI systems is the same
as on legacy BIOS-based systems.
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Microsoft Windows
The 64-bit versions of Microsoft Windows Vista[b] and later, 32-bit versions of Windows
8 and later, and the Itanium versions of Windows XP and Server 2003 can boot from
disks with a partition size larger than 2 TB.

Features
Services
EFI defines two types of services: boot services and runtime services. Boot services are
available only while the firmware owns the platform (i.e., before the ExitBootServices
call), and they include text and graphical consoles on various devices, and bus, block
and file services. Runtime services are still accessible while the operating system is
running; they include services such as date, time and NVRAM access. ExitBootServices
is used by the CIA as a hook to inject their trojan code even before the Operating System
is loaded.[36]
In addition, the Graphics Output Protocol (GOP) provides limited runtime services
support; see also Graphics features section below. The operating system is permitted to
directly write to the framebuffer provided by GOP during runtime mode. However, the
ability to change video modes is lost after transitioning to runtime services mode until
the OS graphics driver is loaded.

Variable services

UEFI variables provide a way to store data, in particular non-volatile data, that is
shared between platform firmware and operating systems or UEFI applications.
Variable namespaces are identified by GUIDs, and variables are key/value pairs.
For example, variables can be used to keep crash messages in NVRAM after a
crash for the operating system to retrieve after a reboot.[37]

Time services

UEFI provides device-independent time services. Time services include support
for timezone and daylight saving fields, which allow the hardware real-time clock
to be set to local time or UTC.[38] On machines using a PC-AT real-time clock, the
clock still has to be set to local time for compatibility with BIOS-based
Windows.[5]

Applications
Beyond loading an OS, UEFI can run UEFI applications, which reside as files on the EFI
System Partion. They can be executed from the UEFI command shell, by the firmware’s
boot manager, or by other UEFI applications. UEFI applications can be developed and
installed independently of the system manufacturer.
A type of UEFI application is an OS loader such as GRUB, rEFInd, Gummiboot, and Windows Boot
Manager; which loads an OS file into memory and executes it. Also, an OS loader can provide a user
interface to allow the selection of another UEFI application to run. Utilities like the UEFI shell are also
UEFI applications.
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Protocols
EFI defines protocols as a set of software interfaces used for communication between
two binary modules. All EFI drivers must provide services to others via protocols.

Device drivers
In addition to standard processor architecture-specific device drivers, EFI provides for a
processor-independent device driver stored in memory as EFI byte code or EBC. System
firmware has an interpreter for EBC images. In that sense, EBC is analogous to Open
Firmware, the hardware-independent firmware used in PowerPC-based Apple
Macintosh and Sun Microsystems SPARC computers, among others.
Some architecture-specific (non-EFI Byte Code) EFI drivers for some device types can
have interfaces for use by the OS. This allows the OS to rely on EFI for drivers to
perform basic graphics and network functions before, and if, operating-system-specific
drivers are loaded.

Graphics features
The EFI specification defined a UGA (Universal Graphic Adapter) protocol as a way to
support device-independent graphics. UEFI did not include UGA and replaced it with
GOP (Graphics Output Protocol), with the explicit goal of removing VGA hardware
dependencies. The two are similar.[39]
UEFI 2.1 defined a “Human Interface Infrastructure” (HII) to manage user input,
localized strings, fonts, and forms (in the HTML sense). These enable original
equipment manufacturers (OEMs) or independent BIOS vendors (IBVs) to design
graphical interfaces for pre-boot configuration; UEFI itself does not define a user
interface.
Most early UEFI firmware implementations were console-based, but as early as 2007
some implementations featured a graphical user interface.

EFI System partition
An EFI System partition, often abbreviated to ESP, is a data storage device partition that
is used in computers adhering to the UEFI specification. Accessed by the UEFI firmware
when a cosmputer is powered up, it stores UEFI applications and the files these
applications need to run, including operating system kernels. Supported partition table
schemes include MBR and GPT, as well as El Torito volumes on optical disks.[23]:section
2.6.2 For use on ESPs, UEFI defines a specific version of the FAT file system, which is
maintained as part of the UEFI specification and independently from the original FAT
specification, encompassing a variant of the FAT32 file system on ESPs, and FAT16 and
FAT12 file systems on removable media.[23]:section 12.3[40][41] The ESP also provides space
for a boot sector as part of the backward BIOS compatibility.[35]

Booting
UEFI booting
Unlike BIOS, UEFI does not rely on a boot sector, defining instead a boot manager as
part of the UEFI specification. When a computer is powered on, the boot manager
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checks the boot configuration and based on its settings, loads into memory and then
executes the specified OS loader or operating system kernel. The boot configuration is
defined by variables stored in NVRAM, including variables that indicate the file system
paths to OS loaders and OS kernels.
OS loaders can be automatically detected by UEFI, which enables easy booting from
removable devices such as USB flash drives. This automated detection relies on
standardized file paths to the OS loader, with the path varying depending on the
computer architecture. The format of the file path is defined as
<EFI_SYSTEM_PARTITION>/BOOT/BOOT<MACHINE_TYPE_SHORT_NAME>.EF
I; for example, the file path to the OS loader on an x86-64 system is
/efi/BOOT/BOOTX64.EFI.[23] and efi\boot\bootaa64.efi on ARM64 architecture.
Booting UEFI systems from GPT-partitioned disks is commonly called UEFI-GPT
booting. Despite the fact that the UEFI specification requires MBR partition tables to be
fully supported,[23] some UEFI firmware implementations immediately switch to the
BIOS-based CSM booting depending on the type of boot disk’s partition table, effectively
preventing UEFI booting to be performed from EFI System partitions on MBRpartitioned disks.[35] Such a boot scheme is commonly called UEFI-MBR.
It is also common for a boot manager to have a textual user interface so the user can
select the desired OS (or system utility) from a list of available boot options.

CSM booting
To ensure backward compatibility, most UEFI firmware implementations on PC-class
machines also support booting in legacy BIOS mode from MBR-partitioned disks,
through the Compatibility Support Module (CSM) that provides legacy BIOS
compatibility. In this scenario, booting is performed in the same way as on legacy BIOSbased systems, by ignoring the partition table and relying on the content of a boot
sector.[35]
BIOS-style booting from MBR-partitioned disks is commonly called BIOS-MBR,
regardless of it being performed on UEFI or legacy BIOS-based systems. Furthermore,
booting legacy BIOS-based systems from GPT disks is also possible, and such a boot
scheme is commonly called BIOS-GPT.

Network booting
The UEFI specification includes support for booting over network via the Preboot
eXecution Environment (PXE). PXE booting use network protocols include Internet
Protocol (IPv4 and IPv6), User Datagram Protocol (UDP), Dynamic Host Configuration
Protocol (DHCP) and Trivial File Transfer Protocol (TFTP).[23][42]
OS images can be remotely stored on storage area networks (SANs), with Internet Small
Computer System Interface (iSCSI) and Fibre Channel over Ethernet (FCoE) as
supported protocols for accessing the SANs.[23][43][44]
Version 2.5 of the UEFI specification adds support for accessing boot images over the
HTTP protocol.[45]
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Secure boot
The UEFI 2.3.1 Errata C specification (or higher) defines a protocol known as secure
boot, which can secure the boot process by preventing the loading of drivers or OS
loaders that are not signed with an acceptable digital signature. The mechanical details
of how, precisely these drivers are to be signed are not specified.[46] When secure boot is
enabled, it is initially placed in “setup” mode, which allows a public key known as the
“Platform key” (PK) to be written to the firmware. Once the key is written, secure boot
enters “User” mode, where only drivers and loaders signed with the platform key can be
loaded by the firmware. Additional “Key Exchange Keys” (KEK) can be added to a
database stored in memory to allow other certificates to be used, but they must still have
a connection to the private portion of the Platform key.[47] Secure boot can also be
placed in “Custom” mode, where additional public keys can be added to the system that
do not match the private key.[48]
Secure boot is supported by Windows 8 and 8.1, Windows Server 2012, and 2012 R2,
and Windows 10 and a number of Linux distributions including Fedora (since version
18), openSUSE (since version 12.3),RHEL (since RHEL 7),CentOS (since CentOS 7[49])
and Ubuntu (since version 12.04.2).[50] As of January 2017, FreeBSD support is in a
planning stage.[51]

Compatibility Support Module
The Compatibility Support Module (CSM) is a component of the UEFI firmware
that provides legacy BIOS compatibility by emulating a BIOS environment, allowing
legacy operating systems and some option ROMs that do not support UEFI to still be
used.[52]
CSM also provides required legacy System Management Mode (SMM) functionality,
called CompatibilitySmm, as an addition to features provided by the UEFI SMM. This is
optional and highly chipset- and platform-specific. An example of such a legacy SMM
functionality is providing USB legacy support for keyboard and mouse, by emulating
their classic PS/2 counterparts.[52]

UEFI shell
UEFI provides a shell environment, which can be used to execute other UEFI
applications, including UEFI boot loaders.[33] Apart from that, commands available in
the UEFI shell can be used for obtaining various other information about the system or
the firmware, including getting the memory map (memmap), modifying boot manager
variables (bcfg), running partitioning programs (diskpart), loading UEFI drivers, and
editing text files (edit).[53][54][55]
Source code for a UEFI shell can be downloaded from the Intel‘s TianoCore UDK2010 /
EDK2 SourceForge project.[56] Shell v2 works best in UEFI 2.3+ systems and is
recommended over the shell v1 in those systems. Shell v1 should work in all UEFI
systems.[53][57][58]
Methods used for launching UEFI shell depend on the manufacturer and model of the
system motherboard. Some of them already provide a direct option in firmware setup
for launching, e.g. compiled x86-64 version of the shell needs to be made available as
<EFI_SYSTEM_PARTITION>/SHELLX64.EFI. Some other systems have an already
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embedded UEFI shell which can be launched by appropriate key press
combinations.[59][60] For other systems, the solution is either creating an appropriate
USB flash drive or adding manually (bcfg) a boot option associated with the compiled
version of shell.[55][59][61][62]

Extensions
Extensions to EFI can be loaded from virtually any non-volatile storage device attached
to the computer. For example, an original equipment manufacturer (OEM) can
distribute systems with an EFI partition on the hard drive, which would add additional
functions to the standard EFI firmware stored on the motherboard’s ROM.

Implementation and adoption
Intel EFI * * *
Platforms using EFI/UEFI
Intel‘s first Itanium workstations and servers, released in 2000, implemented EFI 1.02.
Hewlett-Packard‘s first Itanium 2 systems, released in 2002, implemented EFI 1.10;
they were able to boot Windows, Linux, FreeBSD and HP-UX; OpenVMS added UEFI
capability in June, 2003.
In January 2006, Apple Inc. shipped its first Intel-based Macintosh computers. These
systems used EFI instead of Open Firmware, which had been used on its previous
PowerPC-based systems.[67] On 5 April 2006, Apple first released Boot Camp, which
produces a Windows drivers disk and a non-destructive partitioning tool to allow the
installation of Windows XP or Vista without requiring a reinstallation of Mac OS X. A
firmware update was also released that added BIOS compatibility to its EFI
implementation. Subsequent Macintosh models shipped with the newer firmware.[68]
During 2005, more than one million Intel systems shipped with Intel’s implementation
of UEFI.[69] New mobile, desktop and server products, using Intel’s implementation of
UEFI, started shipping in 2006. For instance, boards that use the Intel 945 chipset
series use Intel’s UEFI firmware implementation.
Since 2005, EFI has also been implemented on non-PC architectures, such as embedded
systems based on XScale cores.[69]
The EDK (EFI Developer Kit) includes an NT32 target, which allows EFI firmware and
EFI applications to run within a Windows application. But no direct hardware access is
allowed by EDK NT32. This means only a subset of EFI application and drivers can be
executed at the EDK NT32 target.
In 2008, more x86-64 systems adopted UEFI. While many of these systems still allow
booting only the BIOS-based OSes via the Compatibility Support Module (CSM) (thus
not appearing to the user to be UEFI-based), other systems started to allow booting
UEFI-based OSes. For example, IBM x3450 server, MSI motherboards with ClickBIOS,
all HP EliteBook Notebook and Tablet PCs, newer HP Compaq Notebook PCs (e.g.,
6730b, 6735b, etc.).
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In 2009, IBM shipped System x machines (x3550 M2, x3650 M2, iDataPlex dx360 M2)
and BladeCenter HS22 with UEFI capability. Dell shipped PowerEdge T610, R610,
R710, M610 and M710 servers with UEFI capability. More commercially available
systems are mentioned in a UEFI whitepaper.[70]
In 2011, major vendors (such as ASRock, Asus, Gigabyte, and MSI) launched several
consumer-oriented motherboards using the Intel 6-series LGA 1155 chipset and AMD 9
Series AM3+ chipsets with UEFI.[71]
With the release of Windows 8 in October 2012, Microsoft’s certification requirements
now require that computers include firmware that implements the UEFI specification.
Furthermore, if the computer supports the “Connected Standby“ feature of Windows 8
(which allows devices to have power management comparable to smartphones, with an
almost instantaneous return from standby mode), then the firmware is not permitted to
contain a Compatibility Support Module (CSM). As such, systems that support
Connected Standby are incapable of booting Legacy BIOS operating systems.[72][73]

Operating systems
An operating system that can be booted from a (U)EFI is called a (U)EFI-aware
operating system, defined by (U)EFI specification. Here the term booted from a (U)EFI
means directly booting the system using a (U)EFI operating system loader stored on any
storage device. The default location for the operating system loader is
<EFI_SYSTEM_PARTITION>/BOOT/BOOT<MACHINE_TYPE_SHORT_NAME>.EF
I, where short name of the machine type can be IA32, X64, IA64, ARM or AA64.[23]
Some operating systems vendors may have their own boot loaders. They may also
change the default boot location.
•

•
•
•

•

•

The Linux kernel has been able to use EFI at boot time since early 2000,[74] using
the elilo EFI boot loader or, more recently, EFI versions of GRUB.[75] Grub+Linux
also supports booting from a GUID partition table without UEFI.[13] The
distribution Ubuntu added support for UEFI secure boot as of version 12.10.[76]
Further, the Linux kernel can be compiled with the option to run as an EFI
bootloader on its own through the EFI bootstub feature.
HP-UX has used (U)EFI as its boot mechanism on IA-64 systems since 2002.
HP OpenVMS has used (U)EFI on IA-64 since its initial evaluation release in
December 2003, and for production releases since January 2005.[77]
Apple uses EFI for its line of Intel-based Macs. Mac OS X v10.4 Tiger and Mac OS
X v10.5 Leopard implement EFI v1.10 in 32-bit mode even on newer 64-bit CPUs,
but full support arrived with OS X v10.8 Mountain Lion.[78]
The Itanium versions of Windows 2000 (Advanced Server Limited Edition and
Datacenter Server Limited Edition) implemented EFI 1.10 in 2002. MS Windows
Server 2003 for IA-64, MS Windows XP 64-bit Edition and Windows 2000
Advanced Server Limited Edition, all of which are for the Intel Itanium family of
processors, implement EFI, a requirement of the platform through the DIG64
specification.[79]
Microsoft introduced UEFI for x86-64 Windows operating systems with
Windows Server 2008 and Windows Vista Service Pack 1 so the 64-bit versions of
Windows 7 are compatible with EFI. However, Compatibility Support Module
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•

•
•

(CSM) may still need to be turned on in UEFI mode to install Windows 7 and
Windows Vista in UEFI mode to GPT partitions because of some option ROMs
being different between native UEFI mode (without CSM) and hybrid UEFI mode
(with CSM). 32-bit UEFI was originally not supported since vendors did not have
any interest in producing native 32-bit UEFI firmware because of the mainstream
status of 64-bit computing.[80] Windows 8 includes further optimizations for
UEFI systems, including a faster startup, 32-bit UEFI support, and secure boot
support.[81][82]
On 5 March 2013, the FreeBSD Foundation awarded a grant to a developer
seeking to add UEFI support to the FreeBSD kernel and bootloader.[83] The
changes were initially stored in a discrete branch of the FreeBSD source code, but
were merged into the mainline source on 4 April 2014 (revision 264095); the
changes include support in the installer as well.[84]
Oracle Solaris 11.1 and later support UEFI boot for x86 systems with UEFI
firmware version 2.1 or later. GRUB 2 is used as the boot loader on x86.[85]
OpenBSD 5.9[86] introduced UEFI boot support for 64-bit x86 systems using its
own custom loader, OpenBSD 6.0 extended that support to include ARMv7.[87]

Use of UEFI with virtualization
•
•
•
•

•
•

•
•
•

HP Integrity Virtual Machines provides UEFI boot on HP Integrity Servers. It
also provides a virtualized UEFI environment for the guest UEFI-aware OSes.
Intel hosts an Open Virtual Machine Firmware project on SourceForge.[88]
VMware Fusion 3 software for Mac OS X can boot Mac OS X Server virtual
machines using UEFI.
VMware Workstation prior to version 11 unofficially supports UEFI, but is
manually enabled by editing the .vmx file.[89] VMware Workstation version 11 and
above supports UEFI, independently of whether the physical host system is
UEFI-based. As of January 2017, no version of VMware Workstation supports the
Secure Boot feature of UEFI.[90]
The vSphere ESXi 5.0 hypervisor officially support UEFI. Version 6.5 adds
support for secure boot.[91][92]
VirtualBox has implemented UEFI since 3.1,[93] but limited to Unix/Linux
operating systems and some versions of Windows (does not work with Windows
Vista x64 and Windows 7 x64).[94][95]
QEMU/KVM can be used with the Open Virtual Machine Firmware (OVMF)
provided by TianoCore.[96]
The VMware ESXi version 5 hypervisor, part of VMware vSphere, supports
virtualized UEFI as an alternative to BIOS inside a virtual machine.
The second generation of the Microsoft Hyper-V virtual machine supports
virtualized UEFI.[97]

Applications development
EDK2 Application Development Kit (EADK) makes it possible to use standard C library
functions in UEFI applications. EADK can be freely downloaded from the Intel‘s
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TianoCore UDK2010 / EDK2 SourceForge project. As an example, a port of the Python
interpreter is made available as a UEFI application by using the EADK.[98]
A minimalistic “hello, world“ C program written using EADK looks similar to its usual C
counterpart:
#include <Uefi.h> #include <Library/UefiLib.h> #include <Library/ShellCEntryLib.h>
EFI_STATUS EFIAPI ShellAppMain(IN UINTN Argc, IN CHAR16 **Argv) {
Print(L”hello, world\n”); return EFI_SUCCESS; }

Criticism
Numerous digital rights activists have protested against UEFI. Ronald G. Minnich, a coauthor of coreboot, and Cory Doctorow, a digital rights activist, have criticized EFI as an
attempt to remove the ability of the user to truly control the computer.[99][100] It does not
solve any of the BIOS’s long-standing problems of requiring two different drivers—one
for the firmware and one for the operating system—for most hardware.[101]
Open-source project TianoCore also provides the UEFI interfaces.[102] TianoCore lacks
the specialized drivers that initialize chipset functions, which are instead provided by
coreboot, of which TianoCore is one of many payload options. The development of
coreboot requires cooperation from chipset manufacturers to provide the specifications
needed to develop initialization drivers.

Secure boot
In 2011, Microsoft announced that computers certified to run its Windows 8 operating
system had to ship with secure boot enabled using a Microsoft private key. Following the
announcement, the company was accused by critics and free software/open source
advocates (including the Free Software Foundation) of trying to use the secure boot
functionality of UEFI to hinder or outright prevent the installation of alternative
operating systems such as Linux. Microsoft denied that the secure boot requirement was
intended to serve as a form of lock-in, and clarified its requirements by stating that
Intel-based systems certified for Windows 8 must allow secure boot to enter custom
mode or be disabled, but not on systems using the ARM architecture.[48][103]
Other developers raised concerns about the legal and practical issues of implementing
support for secure boot on Linux systems in general. Former Red Hat developer
Matthew Garrett noted that conditions in the GNU General Public License version 3
may prevent the use of the GRUB bootloader without a distribution’s developer
disclosing the private key (however, the Free Software Foundation has since clarified its
position, assuring that the responsibility to make keys available was held by the
hardware manufacturer),[76] and that it would also be difficult for advanced users to
build custom kernels that could function with secure boot enabled without self-signing
them.[103] Other developers suggested that signed builds of Linux with another key could
be provided, but noted that it would be difficult to persuade OEMs to ship their
computers with the required key alongside the Microsoft key.[2]
Several major Linux distributions have developed different implementations for secure
boot. Matthew Garrett himself developed a minimal bootloader known as a shim, which
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is a precompiled, signed bootloader that allows the user to individually trust keys
provided by distributors.[104] Ubuntu 12.10 uses an older version of shim pre-configured
for use with Canonical‘s own key that verifies only the bootloader and allows unsigned
kernels to be loaded; developers believed that the practice of signing only the bootloader
is more feasible, since a trusted kernel is effective at securing only the user space, and
not the pre-boot state for which secure boot is designed to add protection. That also
allows users to build their own kernels and use custom kernel modules as well, without
the need to reconfigure the system.[76][105][106] Canonical also maintains its own private
key to sign installations of Ubuntu pre-loaded on certified OEM computers that run the
operating system, and also plans to enforce a secure boot requirement as well—
requiring both a Canonical key and a Microsoft key (for compatibility reasons) to be
included in their firmware. Fedora also uses shim, but requires that both the kernel and
its modules be signed as well.[105]
It has been disputed whether the kernel and its modules must be signed as well; while
the UEFI specifications do not require it, Microsoft has asserted that their contractual
requirements do, and that it reserves the right to revoke any certificates used to sign
code that can be used to compromise the security of the system.[106] In February 2013,
another Red Hat developer attempted to submit a patch to the Linux kernel that would
allow it to parse Microsoft’s authenticode signing using a master X.509 key embedded in
PE files signed by Microsoft. However, the proposal was criticized by Linux creator
Linus Torvalds, who attacked Red Hat for supporting Microsoft’s control over the secure
boot infrastructure.[107]
On 26 March 2013, the Spanish free software development group Hispalinux filed a
formal complaint with the European Commission, contending that Microsoft’s secure
boot requirements on OEM systems were “obstructive” and anti-competitive.[108]
At the Black Hat conference in August 2013, a group of security researchers presented a
series of exploits in specific vendor implementations of UEFI that could be used to
exploit secure boot.[109]
Windows 10 allows OEMs to decide whether or not secure boot can be managed by users
of their x86 systems.[110]
In August 2016 it was reported that two security researchers had found the “golden key”
security key Microsoft uses in signing operating systems.[111] Technically, no key was
exposed, however, an exploitable binary signed by the key was. This allows any software
to run as though it was genuinely signed by Microsoft and exposes the possibility of
rootkit and bootkit attacks. This also makes patching the fault impossible, since any
patch can be replaced (downgraded) by the (signed) exploitable binary. Microsoft
responded in a statement that the vulnerability only exists in ARM architecture and
Windows RT devices, and has released two patches, however, the patches do not (can
not) remove the vulnerability, which would require key replacements in end user
firmware to fix.

Firmware issues
The increased prominence of UEFI firmware in devices has also led to a number of
technical issues blamed on their respective implementations.[112]
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Following the release of Windows 8 in late 2012, it was discovered that certain Lenovo
computer models with secure boot had firmware that was hardcoded to allow only
executables named “Windows Boot Manager“ or “Red Hat Enterprise Linux“ to load,
regardless of any other setting.[113] Other issues were encountered by several Toshiba
laptop models with secure boot that were missing certain certificates required for its
proper operation.[112]
In January 2013, a bug surrounding the UEFI implementation on some Samsung
laptops was publicized, which caused them to be bricked after installing a Linux
distribution in UEFI mode. While potential conflicts with a kernel module designed to
access system features on Samsung laptops were initially blamed (also prompting kernel
maintainers to disable the module on UEFI systems as a safety measure), Matthew
Garrett uncovered that the bug was actually triggered by storing too many UEFI
variables to memory, and that the bug could also be triggered under Windows as well
under special conditions. In conclusion, he determined that the offending kernel module
had caused kernel message dumps to be written to the firmware, thus triggering the
bug.[37][114][115]

Notes * * *
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OPERATING SYSTEM
From Wikipedia, the free encyclopedia

https://en.wikipedia.org/wiki/Operating_system
An operating system (OS) is system software that manages computer hardware and
software resources and provides common services for computer programs. All computer
programs, excluding firmware, require an operating system to function.

Time-sharing operating systems schedule tasks for efficient use of the system and may
also include accounting software for cost allocation of processor time, mass storage,
printing, and other resources.
For hardware functions such as input and output and memory allocation, the operating
system acts as an intermediary between programs and the computer hardware,[1][2]
although the application code is usually executed directly by the hardware and
frequently makes system calls to an OS function or is interrupted by it. Operating
systems are found on many devices that contain a computer – from cellular phones and
video game consoles to web servers and supercomputers.
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The dominant desktop operating system is Microsoft Windows with a market share of
around 83.3%. macOS by Apple Inc. is in second place (11.2%), and the varieties of
Linux is in third position (1.55%).[3] In the mobile (smartphone and tablet combined)
sector, according to third quarter 2016 data, Android by Google is dominant with 87.5
percent and a growth rate 10.3 percent per year, followed by iOS by Apple with 12.1
percent and a per year decrease in market share of 5.2 percent, while other operating
systems amount to just 0.3 percent.[4] Linux distributions are dominant in the server
and supercomputing sectors. Other specialized classes of operating systems, such as
embedded and real-time systems, exist for many applications.
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Types of operating systems
Single- and multi-tasking
A single-tasking system can only run one program at a time, while a multi-tasking
operating system allows more than one program to be running in concurrency. This is
achieved by time-sharing, dividing the available processor time between multiple
processes that are each interrupted repeatedly in time slices by a task-scheduling
subsystem of the operating system. Multi-tasking may be characterized in preemptive
and co-operative types. In preemptive multitasking, the operating system slices the CPU
time and dedicates a slot to each of the programs. Unix-like operating systems, e.g.,
Solaris, Linux, as well as AmigaOS support preemptive multitasking. Cooperative
multitasking is achieved by relying on each process to provide time to the other
processes in a defined manner. 16-bit versions of Microsoft Windows used cooperative
multi-tasking. 32-bit versions of both Windows NT and Win9x, used preemptive multitasking.

Single- and multi-user
Single-user operating systems have no facilities to distinguish users, but may allow
multiple programs to run in tandem.[5] A multi-user operating system extends the basic
concept of multi-tasking with facilities that identify processes and resources, such as
disk space, belonging to multiple users, and the system permits multiple users to
interact with the system at the same time. Time-sharing operating systems schedule
tasks for efficient use of the system and may also include accounting software for cost
allocation of processor time, mass storage, printing, and other resources to multiple
users.

Distributed
A distributed operating system manages a group of distinct computers and makes them
appear to be a single computer. The development of networked computers that could be
linked and communicate with each other gave rise to distributed computing. Distributed
computations are carried out on more than one machine. When computers in a group
work in cooperation, they form a distributed system.[6]

Templated
In an OS, distributed and cloud computing context, templating refers to creating a single
virtual machine image as a guest operating system, then saving it as a tool for multiple
running virtual machines. The technique is used both in virtualization and cloud
computing management, and is common in large server warehouses.[7]
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Embedded
Embedded operating systems are designed to be used in embedded computer systems.
They are designed to operate on small machines like PDAs with less autonomy. They are
able to operate with a limited number of resources. They are very compact and
extremely efficient by design. Windows CE and Minix 3 are some examples of embedded
operating systems.

Real-time
A real-time operating system is an operating system that guarantees to process events or
data by a specific moment in time. A real-time operating system may be single- or multitasking, but when multitasking, it uses specialized scheduling algorithms so that a
deterministic nature of behavior is achieved. An event-driven system switches between
tasks based on their priorities or external events while time-sharing operating systems
switch tasks based on clock interrupts

Library
A library operating system is one in which the services that a typical operating system
provides, such as networking, are provided in the form of libraries. These libraries are
composed with the application and configuration code to construct unikernels – which
are specialized, single address space, machine images that can be deployed to cloud or
embedded environments.

History
Early computers were built to perform a series of single tasks, like a calculator. Basic
operating system features were developed in the 1950s, such as resident monitor
functions that could automatically run different programs in succession to speed up
processing. Operating systems did not exist in their modern and more complex forms
until the early 1960s.[8] Hardware features were added, that enabled use of runtime
libraries, interrupts, and parallel processing. When personal computers became popular
in the 1980s, operating systems were made for them similar in concept to those used on
larger computers.
In the 1940s, the earliest electronic digital systems had no operating systems. Electronic
systems of this time were programmed on rows of mechanical switches or by jumper
wires on plug boards. These were special-purpose systems that, for example, generated
ballistics tables for the military or controlled the printing of payroll checks from data on
punched paper cards. After programmable general purpose computers were invented,
machine languages (consisting of strings of the binary digits 0 and 1 on punched paper
tape) were introduced that speed up the programming process (Stern, 1981).
OS/360 was used on most IBM mainframe computers beginning in 1966, including
computers used by the Apollo program.
In the early 1950s, a computer could execute only one program at a time. Each user had
sole use of the computer for a limited period of time and would arrive at a scheduled
time with program and data on punched paper cards or punched tape. The program
would be loaded into the machine, and the machine would be set to work until the
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program completed or crashed. Programs could generally be debugged via a front panel
using toggle switches and panel lights. It is said that Alan Turing was a master of this on
the early Manchester Mark 1 machine, and he was already deriving the primitive
conception of an operating system from the principles of the universal Turing
machine.[8]
Later machines came with libraries of programs, which would be linked to a user’s
program to assist in operations such as input and output and generating computer code
from human-readable symbolic code. This was the genesis of the modern-day operating
system. However, machines still ran a single job at a time. At Cambridge University in
England the job queue was at one time a washing line (clothes line) from which tapes
were hung with different colored clothes-pegs to indicate job-priority.
An improvement was the Atlas Supervisor introduced with the Manchester Atlas
commissioned in 1962, “considered by many to be the first recognisable modern
operating system”.[9] Brinch Hansen described it as “the most significant breakthrough
in the history of operating systems.”[10]

Mainframes
Through the 1950s, many major features were pioneered in the field of operating
systems, including batch processing, input/output interrupt, buffering, multitasking,
spooling, runtime libraries, link-loading, and programs for sorting records in files.
These features were included or not included in application software at the option of
application programmers, rather than in a separate operating system used by all
applications. In 1959, the SHARE Operating System was released as an integrated utility
for the IBM 704, and later in the 709 and 7090 mainframes, although it was quickly
supplanted by IBSYS/IBJOB on the 709, 7090 and 7094.
During the 1960s, IBM’s OS/360 introduced the concept of a single OS spanning an
entire product line, which was crucial for the success of the System/360 machines.
IBM‘s current mainframe operating systems are distant descendants of this original
system and applications written for OS/360 can still be run on modern machines.
OS/360 also pioneered the concept that the operating system keeps track of all of the
system resources that are used, including program and data space allocation in main
memory and file space in secondary storage, and file locking during update. When the
process is terminated for any reason, all of these resources are re-claimed by the
operating system.
The alternative CP-67 system for the S/360-67 started a whole line of IBM operating
systems focused on the concept of virtual machines. Other operating systems used on
IBM S/360 series mainframes included systems developed by IBM: COS/360
(Compatibility Operating System), DOS/360 (Disk Operating System), TSS/360 (Time
Sharing System), TOS/360 (Tape Operating System), BOS/360 (Basic Operating
System), and ACP (Airline Control Program), as well as a few non-IBM systems: MTS
(Michigan Terminal System), MUSIC (Multi-User System for Interactive Computing),
and ORVYL (Stanford Timesharing System).
Control Data Corporation developed the SCOPE operating system in the 1960s, for
batch processing. In cooperation with the University of Minnesota, the Kronos and later
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the NOS operating systems were developed during the 1970s, which supported
simultaneous batch and timesharing use. Like many commercial timesharing systems,
its interface was an extension of the Dartmouth BASIC operating systems, one of the
pioneering efforts in timesharing and programming languages. In the late 1970s,
Control Data and the University of Illinois developed the PLATO operating system,
which used plasma panel displays and long-distance time sharing networks. Plato was
remarkably innovative for its time, featuring real-time chat, and multi-user graphical
games.
In 1961, Burroughs Corporation introduced the B5000 with the MCP, (Master Control
Program) operating system. The B5000 was a stack machine designed to exclusively
support high-level languages with no machine language or assembler, and indeed the
MCP was the first OS to be written exclusively in a high-level language – ESPOL, a
dialect of ALGOL. MCP also introduced many other ground-breaking innovations, such
as being the first commercial implementation of virtual memory. During development of
the AS/400, IBM made an approach to Burroughs to licence MCP to run on the AS/400
hardware. This proposal was declined by Burroughs management to protect its existing
hardware production. MCP is still in use today in the Unisys ClearPath/MCP line of
computers.
UNIVAC, the first commercial computer manufacturer, produced a series of EXEC
operating systems. Like all early main-frame systems, this batch-oriented system
managed magnetic drums, disks, card readers and line printers. In the 1970s, UNIVAC
produced the Real-Time Basic (RTB) system to support large-scale time sharing, also
patterned after the Dartmouth BC system.
General Electric and MIT developed General Electric Comprehensive Operating
Supervisor (GECOS), which introduced the concept of ringed security privilege levels.
After acquisition by Honeywell it was renamed General Comprehensive Operating
System (GCOS).
Digital Equipment Corporation developed many operating systems for its various
computer lines, including TOPS-10 and TOPS-20 time sharing systems for the 36-bit
PDP-10 class systems. Before the widespread use of UNIX, TOPS-10 was a particularly
popular system in universities, and in the early ARPANET community.
From the late 1960s through the late 1970s, several hardware capabilities evolved that
allowed similar or ported software to run on more than one system. Early systems had
utilized microprogramming to implement features on their systems in order to permit
different underlying computer architectures to appear to be the same as others in a
series. In fact, most 360s after the 360/40 (except the 360/165 and 360/168) were
microprogrammed implementations.
The enormous investment in software for these systems made since the 1960s caused
most of the original computer manufacturers to continue to develop compatible
operating systems along with the hardware. Notable supported mainframe operating
systems include:
•
•

Burroughs MCP – B5000, 1961 to Unisys Clearpath/MCP, present
IBM OS/360 – IBM System/360, 1966 to IBM z/OS, present

177

•
•

IBM CP-67 – IBM System/360, 1967 to IBM z/VM
UNIVAC EXEC 8 – UNIVAC 1108, 1967, to OS 2200 Unisys Clearpath Dorado,
present

Microcomputers
PC DOS was an early personal computer OS that featured a command line interface.

Mac OS by Apple Computer became the first widespread OS to feature a graphical user
interface. Many of its features such as windows and icons would later become
commonplace in GUIs.

The first microcomputers did not have the capacity or need for the elaborate operating
systems that had been developed for mainframes and minis; minimalistic operating
systems were developed, often loaded from ROM and known as monitors. One notable
early disk operating system was CP/M, which was supported on many early
microcomputers and was closely imitated by Microsoft‘s MS-DOS, which became widely
popular as the operating system chosen for the IBM PC (IBM’s version of it was called
IBM DOS or PC DOS). In the 1980s, Apple Computer Inc. (now Apple Inc.) abandoned
its popular Apple II series of microcomputers to introduce the Apple Macintosh
computer with an innovative graphical user interface (GUI) to the Mac OS.
The introduction of the Intel 80386 CPU chip in October 1985,[11] with 32-bit
architecture and paging capabilities, provided personal computers with the ability to run
multitasking operating systems like those of earlier minicomputers and mainframes.
Microsoft responded to this progress by hiring Dave Cutler, who had developed the VMS
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operating system for Digital Equipment Corporation. He would lead the development of
the Windows NT operating system, which continues to serve as the basis for Microsoft’s
operating systems line. Steve Jobs, a co-founder of Apple Inc., started NeXT Computer
Inc., which developed the NEXTSTEP operating system. NEXTSTEP would later be
acquired by Apple Inc. and used, along with code from FreeBSD as the core of Mac OS X
(macOS after latest name change).
The GNU Project was started by activist and programmer Richard Stallman with the
goal of creating a complete free software replacement to the proprietary UNIX operating
system. While the project was highly successful in duplicating the functionality of
various parts of UNIX, development of the GNU Hurd kernel proved to be
unproductive. In 1991, Finnish computer science student Linus Torvalds, with
cooperation from volunteers collaborating over the Internet, released the first version of
the Linux kernel. It was soon merged with the GNU user space components and system
software to form a complete operating system. Since then, the combination of the two
major components has usually been referred to as simply “Linux” by the software
industry, a naming convention that Stallman and the Free Software Foundation remain
opposed to, preferring the name GNU/Linux. The Berkeley Software Distribution,
known as BSD, is the UNIX derivative distributed by the University of California,
Berkeley, starting in the 1970s. Freely distributed and ported to many minicomputers, it
eventually also gained a following for use on PCs, mainly as FreeBSD, NetBSD and
OpenBSD.

Examples of operating systems
Unix and Unix-like operating systems
Evolution of Unix systems
Unix was originally written in assembly language.[12] Ken Thompson wrote B, mainly
based on BCPL, based on his experience in the MULTICS project. B was replaced by C,
and Unix, rewritten in C, developed into a large, complex family of inter-related
operating systems which have been influential in every modern operating system (see
History).
The Unix-like family is a diverse group of operating systems, with several major subcategories including System V, BSD, and Linux. The name “UNIX“ is a trademark of The
Open Group which licenses it for use with any operating system that has been shown to
conform to their definitions. “UNIX-like” is commonly used to refer to the large set of
operating systems which resemble the original UNIX.
Unix-like systems run on a wide variety of computer architectures. They are used
heavily for servers in business, as well as workstations in academic and engineering
environments. Free UNIX variants, such as Linux and BSD, are popular in these areas.
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Four operating systems are certified by The Open Group (holder of the Unix trademark)
as Unix. HP’s HP-UX and IBM’s AIX are both descendants of the original System V Unix
and are designed to run only on their respective vendor’s hardware. In contrast, Sun
Microsystems‘s Solaris can run on multiple types of hardware, including x86 and Sparc
servers, and PCs. Apple’s macOS, a replacement for Apple’s earlier (non-Unix) Mac OS,
is a hybrid kernel-based BSD variant derived from NeXTSTEP, Mach, and FreeBSD.
Unix interoperability was sought by establishing the POSIX standard. The POSIX
standard can be applied to any operating system, although it was originally created for
various Unix variants.

BSD and its descendants
A subgroup of the Unix family is the Berkeley Software Distribution family, which
includes FreeBSD, NetBSD, and OpenBSD. These operating systems are most
commonly found on webservers, although they can also function as a personal computer
OS. The Internet owes much of its existence to BSD, as many of the protocols now
commonly used by computers to connect, send and receive data over a network were
widely implemented and refined in BSD. The World Wide Web was also first
demonstrated on a number of computers running an OS based on BSD called
NeXTSTEP.
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In 1974, University of California, Berkeley installed its first Unix system. Over time,
students and staff in the computer science department there began adding new
programs to make things easier, such as text editors. When Berkeley received new VAX
computers in 1978 with Unix installed, the school’s undergraduates modified Unix even
more in order to take advantage of the computer’s hardware possibilities. The Defense
Advanced Research Projects Agency of the US Department of Defense took interest, and
decided to fund the project. Many schools, corporations, and government organizations
took notice and started to use Berkeley’s version of Unix instead of the official one
distributed by AT&T.
Steve Jobs, upon leaving Apple Inc. in 1985, formed NeXT Inc., a company that
manufactured high-end computers running on a variation of BSD called NeXTSTEP.
One of these computers was used by Tim Berners-Lee as the first webserver to create the
World Wide Web.
Developers like Keith Bostic encouraged the project to replace any non-free code that
originated with Bell Labs. Once this was done, however, AT&T sued. After two years of
legal disputes, the BSD project spawned a number of free derivatives, such as NetBSD
and FreeBSD (both in 1993), and OpenBSD (from NetBSD in 1995).

macOS
macOS (formerly “Mac OS X” and later “OS X”) is a line of open core graphical
operating systems developed, marketed, and sold by Apple Inc., the latest of which is
pre-loaded on all currently shipping Macintosh computers. macOS is the successor to
the original classic Mac OS, which had been Apple’s primary operating system since
1984. Unlike its predecessor, macOS is a UNIX operating system built on technology
that had been developed at NeXT through the second half of the 1980s and up until
Apple purchased the company in early 1997. The operating system was first released in
1999 as Mac OS X Server 1.0, followed in March 2001 by a client version (Mac OS X
v10.0 “Cheetah”). Since then, six more distinct “client” and “server“ editions of macOS
have been released, until the two were merged in OS X 10.7 “Lion”.
Prior to its merging with macOS, the server edition – macOS Server – was
architecturally identical to its desktop counterpart and usually ran on Apple’s line of
Macintosh server hardware. macOS Server included work group management and
administration software tools that provide simplified access to key network services,
including a mail transfer agent, a Samba server, an LDAP server, a domain name server,
and others. With Mac OS X v10.7 Lion, all server aspects of Mac OS X Server have been
integrated into the client version and the product re-branded as “OS X” (dropping “Mac”
from the name). The server tools are now offered as an application.[13]

Linux
Ubuntu, desktop Linux distribution
Android, a popular mobile operating system based on a modified version of the Linux
kernel
The Linux kernel originated in 1991, as a project of Linus Torvalds, while a university
student in Finland. He posted information about his project on a newsgroup for
computer students and programmers, and received support and assistance from
volunteers who succeeded in creating a complete and functional kernel.
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Linux is Unix-like, but was developed without any Unix code, unlike BSD and its
variants. Because of its open license model, the Linux kernel code is available for study
and modification, which resulted in its use on a wide range of computing machinery
from supercomputers to smart-watches. Although estimates suggest that Linux is used
on only 1.82% of all “desktop” (or laptop) PCs,[14] it has been widely adopted for use in
servers[15] and embedded systems[16] such as cell phones. Linux has superseded Unix on
many platforms and is used on most supercomputers including the top 385.[17] Many of
the same computers are also on Green500 (but in different order), and Linux runs on
the top 10. Linux is also commonly used on other small energy-efficient computers, such
as smartphones and smartwatches. The Linux kernel is used in some popular
distributions, such as Red Hat, Debian, Ubuntu, Linux Mint and Google‘s Android.

Google Chrome OS
Chrome OS is an operating system based on the Linux kernel and designed by Google. It
is developed out in the open in the Chromium OS open source variant and Google makes
a proprietary variant of it (similar to the split for the Chrome and Chromium browser).
Since Chromium OS targets computer users who spend most of their time on the
Internet, it is mainly a web browser with limited ability to run local applications, though
it has a built-in file manager and media player (in later versions, (modified) Android
apps have also been supported, since the browser has been made to support them).
Instead, it relies on Internet applications (or Web apps) used in the web browser to
accomplish tasks such as word processing.[18] Chromium OS differs from Chrome OS in
that Chromium is open-source and used primarily by developers whereas Chrome OS is
the operating system shipped out in Chromebooks.[19]

Microsoft Windows
Microsoft Windows is a family of proprietary operating systems designed by Microsoft
Corporation and primarily targeted to Intel architecture based computers, with an
estimated 88.9 percent total usage share on Web connected computers.[14][20][21][22] The
latest version is Windows 10.
In 2011, Windows 7 overtook Windows XP as most common version in use.[23][24][25]
Microsoft Windows was first released in 1985, as an operating environment running on
top of MS-DOS, which was the standard operating system shipped on most Intel
architecture personal computers at the time. In 1995, Windows 95 was released which
only used MS-DOS as a bootstrap. For backwards compatibility, Win9x could run realmode MS-DOS[26][27] and 16-bit Windows 3.x[28] drivers. Windows ME, released in
2000, was the last version in the Win9x family. Later versions have all been based on
the Windows NT kernel. Current client versions of Windows run on IA-32, x86-64 and
32-bit ARM microprocessors.[29] In addition Itanium is still supported in older server
version Windows Server 2008 R2. In the past, Windows NT supported additional
architectures.
Server editions of Windows are widely used. In recent years, Microsoft has expended
significant capital in an effort to promote the use of Windows as a server operating
system. However, Windows’ usage on servers is not as widespread as on personal
computers as Windows competes against Linux and BSD for server market share.[30][31]
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ReactOS is a Windows-alternative operating system, which is being developed on the
principles of Windows – without using any of Microsoft’s code.

Other
There have been many operating systems that were significant in their day but are no
longer so, such as AmigaOS; OS/2 from IBM and Microsoft; classic Mac OS, the nonUnix precursor to Apple’s macOS; BeOS; XTS-300; RISC OS; MorphOS; Haiku;
BareMetal and FreeMint. Some are still used in niche markets and continue to be
developed as minority platforms for enthusiast communities and specialist applications.
OpenVMS, formerly from DEC, is still under active development by Hewlett-Packard.
Yet other operating systems are used almost exclusively in academia, for operating
systems education or to do research on operating system concepts. A typical example of
a system that fulfills both roles is MINIX, while for example Singularity is used purely
for research.
Other operating systems have failed to win significant market share, but have
introduced innovations that have influenced mainstream operating systems, not least
Bell Labs’ Plan 9.

Components
The components of an operating system all exist in order to make the different parts of a
computer work together. All user software needs to go through the operating system in
order to use any of the hardware, whether it be as simple as a mouse or keyboard or as
complex as an Internet component.

Kernel
A kernel connects the application software to the hardware of a computer.

With the aid of the firmware and device drivers, the kernel provides the most basic level
of control over all of the computer’s hardware devices. It manages memory access for
programs in the RAM, it determines which programs get access to which hardware
resources, it sets up or resets the CPU’s operating states for optimal operation at all
times, and it organizes the data for long-term non-volatile storage with file systems on
such media as disks, tapes, flash memory, etc.
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Program execution
The operating system provides an interface between an application program and the
computer hardware, so that an application program can interact with the hardware only
by obeying rules and procedures programmed into the operating system. The operating
system is also a set of services which simplify development and execution of application
programs. Executing an application program involves the creation of a process by the
operating system kernel which assigns memory space and other resources, establishes a
priority for the process in multi-tasking systems, loads program binary code into
memory, and initiates execution of the application program which then interacts with
the user and with hardware devices.

Interrupts
Interrupts are central to operating systems, as they provide an efficient way for the
operating system to interact with and react to its environment. The alternative – having
the operating system “watch” the various sources of input for events (polling) that
require action – can be found in older systems with very small stacks (50 or 60 bytes)
but is unusual in modern systems with large stacks. Interrupt-based programming is
directly supported by most modern CPUs. Interrupts provide a computer with a way of
automatically saving local register contexts, and running specific code in response to
events. Even very basic computers support hardware interrupts, and allow the
programmer to specify code which may be run when that event takes place.
When an interrupt is received, the computer’s hardware automatically suspends
whatever program is currently running, saves its status, and runs computer code
previously associated with the interrupt; this is analogous to placing a bookmark in a
book in response to a phone call. In modern operating systems, interrupts are handled
by the operating system’s kernel. Interrupts may come from either the computer’s
hardware or the running program.
When a hardware device triggers an interrupt, the operating system’s kernel decides
how to deal with this event, generally by running some processing code. The amount of
code being run depends on the priority of the interrupt (for example: a person usually
responds to a smoke detector alarm before answering the phone). The processing of
hardware interrupts is a task that is usually delegated to software called a device driver,
which may be part of the operating system’s kernel, part of another program, or both.
Device drivers may then relay information to a running program by various means.
A program may also trigger an interrupt to the operating system. If a program wishes to
access hardware, for example, it may interrupt the operating system’s kernel, which
causes control to be passed back to the kernel. The kernel then processes the request. If
a program wishes additional resources (or wishes to shed resources) such as memory, it
triggers an interrupt to get the kernel’s attention.

Modes
Privilege rings for the x86 microprocessor architecture available in protected mode.
Operating systems determine which processes run in each mode. Modern
microprocessors (CPU or MPU) support multiple modes of operation. CPUs with this
capability offer at least two modes: user mode and supervisor mode. In general terms,
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supervisor mode operation allows unrestricted access to all machine resources,
including all MPU instructions. User mode operation sets limits on instruction use and
typically disallows direct access to machine resources. CPUs might have other modes
similar to user mode as well, such as the virtual modes in order to emulate older
processor types, such as 16-bit processors on a 32-bit one, or 32-bit processors on a 64bit one.

At power-on or reset, the system begins in supervisor mode. Once an operating system
kernel has been loaded and started, the boundary between user mode and supervisor
mode (also known as kernel mode) can be established.
Supervisor mode is used by the kernel for low level tasks that need unrestricted access to
hardware, such as controlling how memory is accessed, and communicating with
devices such as disk drives and video display devices. User mode, in contrast, is used for
almost everything else. Application programs, such as word processors and database
managers, operate within user mode, and can only access machine resources by turning
control over to the kernel, a process which causes a switch to supervisor mode.
Typically, the transfer of control to the kernel is achieved by executing a software
interrupt instruction, such as the Motorola 68000 TRAP instruction. The software
interrupt causes the microprocessor to switch from user mode to supervisor mode and
begin executing code that allows the kernel to take control.
In user mode, programs usually have access to a restricted set of microprocessor
instructions, and generally cannot execute any instructions that could potentially cause
disruption to the system’s operation. In supervisor mode, instruction execution
restrictions are typically removed, allowing the kernel unrestricted access to all machine
resources.
The term “user mode resource” generally refers to one or more CPU registers, which
contain information that the running program isn’t allowed to alter. Attempts to alter
these resources generally causes a switch to supervisor mode, where the operating
system can deal with the illegal operation the program was attempting, for example, by
forceably terminating (“killing”) the program).
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Memory management
Among other things, a multiprogramming operating system kernel must be responsible
for managing all system memory which is currently in use by programs. This ensures
that a program does not interfere with memory already in use by another program.
Since programs time share, each program must have independent access to memory.
Cooperative memory management, used by many early operating systems, assumes that
all programs make voluntary use of the kernel‘s memory manager, and do not exceed
their allocated memory. This system of memory management is almost never seen any
more, since programs often contain bugs which can cause them to exceed their allocated
memory. If a program fails, it may cause memory used by one or more other programs
to be affected or overwritten. Malicious programs or viruses may purposefully alter
another program’s memory, or may affect the operation of the operating system itself.
With cooperative memory management, it takes only one misbehaved program to crash
the system.
Memory protection enables the kernel to limit a process’ access to the computer’s
memory. Various methods of memory protection exist, including memory segmentation
and paging. All methods require some level of hardware support (such as the 80286
MMU), which doesn’t exist in all computers.
In both segmentation and paging, certain protected mode registers specify to the CPU
what memory address it should allow a running program to access. Attempts to access
other addresses trigger an interrupt which cause the CPU to re-enter supervisor mode,
placing the kernel in charge. This is called a segmentation violation or Seg-V for short,
and since it is both difficult to assign a meaningful result to such an operation, and
because it is usually a sign of a misbehaving program, the kernel generally resorts to
terminating the offending program, and reports the error.
Windows versions 3.1 through ME had some level of memory protection, but programs
could easily circumvent the need to use it. A general protection fault would be produced,
indicating a segmentation violation had occurred; however, the system would often
crash anyway.

Virtual memory
Many operating systems can “trick” programs into using memory scattered around the
hard disk and RAM as if it is one continuous chunk of memory, called virtual memory.
The use of virtual memory addressing (such as paging or segmentation) means that the
kernel can choose what memory each program may use at any given time, allowing the
operating system to use the same memory locations for multiple tasks.
If a program tries to access memory that isn’t in its current range of accessible memory,
but nonetheless has been allocated to it, the kernel is interrupted in the same way as it
would if the program were to exceed its allocated memory. (See section on memory
management.) Under UNIX this kind of interrupt is referred to as a page fault.
When the kernel detects a page fault it generally adjusts the virtual memory range of the
program which triggered it, granting it access to the memory requested. This gives the
kernel discretionary power over where a particular application’s memory is stored, or
even whether or not it has actually been allocated yet.
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In modern operating systems, memory which is accessed less frequently can be
temporarily stored on disk or other media to make that space available for use by other
programs. This is called swapping, as an area of memory can be used by multiple
programs, and what that memory area contains can be swapped or exchanged on
demand.
“Virtual memory” provides the programmer or the user with the perception that there is
a much larger amount of RAM in the computer than is really there.[32]

Multitasking
Multitasking refers to the running of multiple independent computer programs on the
same computer; giving the appearance that it is performing the tasks at the same time.
Since most computers can do at most one or two things at one time, this is generally
done via time-sharing, which means that each program uses a share of the computer’s
time to execute.
An operating system kernel contains a scheduling program which determines how much
time each process spends executing, and in which order execution control should be
passed to programs. Control is passed to a process by the kernel, which allows the
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program access to the CPU and memory. Later, control is returned to the kernel through
some mechanism, so that another program may be allowed to use the CPU. This socalled passing of control between the kernel and applications is called a context switch.
An early model which governed the allocation of time to programs was called
cooperative multitasking. In this model, when control is passed to a program by the
kernel, it may execute for as long as it wants before explicitly returning control to the
kernel. This means that a malicious or malfunctioning program may not only prevent
any other programs from using the CPU, but it can hang the entire system if it enters an
infinite loop.
Modern operating systems extend the concepts of application preemption to device
drivers and kernel code, so that the operating system has preemptive control over
internal run-times as well.
The philosophy governing preemptive multitasking is that of ensuring that all programs
are given regular time on the CPU. This implies that all programs must be limited in
how much time they are allowed to spend on the CPU without being interrupted. To
accomplish this, modern operating system kernels make use of a timed interrupt. A
protected mode timer is set by the kernel which triggers a return to supervisor mode
after the specified time has elapsed. (See above sections on Interrupts and Dual Mode
Operation.)
On many single user operating systems cooperative multitasking is perfectly adequate,
as home computers generally run a small number of well tested programs. The AmigaOS
is an exception, having preemptive multitasking from its very first version. Windows NT
was the first version of Microsoft Windows which enforced preemptive multitasking, but
it didn’t reach the home user market until Windows XP (since Windows NT was
targeted at professionals).

Disk access and file systems
File systems allow users and programs to organize and sort files on a computer, often
through the use of directories (or “folders”).
Access to data stored on disks is a central feature of all operating systems. Computers
store data on disks using files, which are structured in specific ways in order to allow for
faster access, higher reliability, and to make better use of the drive’s available space. The
specific way in which files are stored on a disk is called a file system, and enables files to
have names and attributes. It also allows them to be stored in a hierarchy of directories
or folders arranged in a directory tree.
Early operating systems generally supported a single type of disk drive and only one
kind of file system. Early file systems were limited in their capacity, speed, and in the
kinds of file names and directory structures they could use. These limitations often
reflected limitations in the operating systems they were designed for, making it very
difficult for an operating system to support more than one file system.
While many simpler operating systems support a limited range of options for accessing
storage systems, operating systems like UNIX and Linux support a technology known as
a virtual file system or VFS. An operating system such as UNIX supports a wide array of
storage devices, regardless of their design or file systems, allowing them to be accessed
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through a common application programming interface (API). This makes it unnecessary
for programs to have any knowledge about the device they are accessing. A VFS allows
the operating system to provide programs with access to an unlimited number of devices
with an infinite variety of file systems installed on them, through the use of specific
device drivers and file system drivers.
A connected storage device, such as a hard drive, is accessed through a device driver.
The device driver understands the specific language of the drive and is able to translate
that language into a standard language used by the operating system to access all disk
drives. On UNIX, this is the language of block devices.
When the kernel has an appropriate device driver in place, it can then access the
contents of the disk drive in raw format, which may contain one or more file systems. A
file system driver is used to translate the commands used to access each specific file
system into a standard set of commands that the operating system can use to talk to all
file systems. Programs can then deal with these file systems on the basis of filenames,
and directories/folders, contained within a hierarchical structure. They can create,
delete, open, and close files, as well as gather various information about them, including
access permissions, size, free space, and creation and modification dates.
Various differences between file systems make supporting all file systems difficult.
Allowed characters in file names, case sensitivity, and the presence of various kinds of
file attributes makes the implementation of a single interface for every file system a
daunting task. Operating systems tend to recommend using (and so support natively)
file systems specifically designed for them; for example, NTFS in Windows and ext3 and
ReiserFS in Linux. However, in practice, third party drivers are usually available to give
support for the most widely used file systems in most general-purpose operating
systems (for example, NTFS is available in Linux through NTFS-3g, and ext2/3 and
ReiserFS are available in Windows through third-party software).
Support for file systems is highly varied among modern operating systems, although
there are several common file systems which almost all operating systems include
support and drivers for. Operating systems vary on file system support and on the disk
formats they may be installed on. Under Windows, each file system is usually limited in
application to certain media; for example, CDs must use ISO 9660 or UDF, and as of
Windows Vista, NTFS is the only file system which the operating system can be installed
on. It is possible to install Linux onto many types of file systems. Unlike other operating
systems, Linux and UNIX allow any file system to be used regardless of the media it is
stored in, whether it is a hard drive, a disc (CD, DVD...), a USB flash drive, or even
contained within a file located on another file system.

Device drivers
A device driver is a specific type of computer software developed to allow interaction
with hardware devices. Typically this constitutes an interface for communicating with
the device, through the specific computer bus or communications subsystem that the
hardware is connected to, providing commands to and/or receiving data from the
device, and on the other end, the requisite interfaces to the operating system and
software applications. It is a specialized hardware-dependent computer program which
is also operating system specific that enables another program, typically an operating
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system or applications software package or computer program running under the
operating system kernel, to interact transparently with a hardware device, and usually
provides the requisite interrupt handling necessary for any necessary asynchronous
time-dependent hardware interfacing needs.
The key design goal of device drivers is abstraction. Every model of hardware (even
within the same class of device) is different. Newer models also are released by
manufacturers that provide more reliable or better performance and these newer
models are often controlled differently. Computers and their operating systems cannot
be expected to know how to control every device, both now and in the future. To solve
this problem, operating systems essentially dictate how every type of device should be
controlled. The function of the device driver is then to translate these operating system
mandated function calls into device specific calls. In theory a new device, which is
controlled in a new manner, should function correctly if a suitable driver is available.
This new driver ensures that the device appears to operate as usual from the operating
system’s point of view.
Under versions of Windows before Vista and versions of Linux before 2.6, all driver
execution was co-operative, meaning that if a driver entered an infinite loop it would
freeze the system. More recent revisions of these operating systems incorporate kernel
preemption, where the kernel interrupts the driver to give it tasks, and then separates
itself from the process until it receives a response from the device driver, or gives it
more tasks to do.

Networking
Currently most operating systems support a variety of networking protocols, hardware,
and applications for using them. This means that computers running dissimilar
operating systems can participate in a common network for sharing resources such as
computing, files, printers, and scanners using either wired or wireless connections.
Networks can essentially allow a computer’s operating system to access the resources of
a remote computer to support the same functions as it could if those resources were
connected directly to the local computer. This includes everything from simple
communication, to using networked file systems or even sharing another computer’s
graphics or sound hardware. Some network services allow the resources of a computer
to be accessed transparently, such as SSH which allows networked users direct access to
a computer’s command line interface.
Client/server networking allows a program on a computer, called a client, to connect via
a network to another computer, called a server. Servers offer (or host) various services
to other network computers and users. These services are usually provided through
ports or numbered access points beyond the server’s network address. Each port
number is usually associated with a maximum of one running program, which is
responsible for handling requests to that port. A daemon, being a user program, can in
turn access the local hardware resources of that computer by passing requests to the
operating system kernel.
Many operating systems support one or more vendor-specific or open networking
protocols as well, for example, SNA on IBM systems, DECnet on systems from Digital
Equipment Corporation, and Microsoft-specific protocols (SMB) on Windows. Specific
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protocols for specific tasks may also be supported such as NFS for file access. Protocols
like ESound, or esd can be easily extended over the network to provide sound from local
applications, on a remote system’s sound hardware.

Security
A computer being secure depends on a number of technologies working properly. A
modern operating system provides access to a number of resources, which are available
to software running on the system, and to external devices like networks via the kernel.
The operating system must be capable of distinguishing between requests which should
be allowed to be processed, and others which should not be processed. While some
systems may simply distinguish between “privileged” and “non-privileged”, systems
commonly have a form of requester identity, such as a user name. To establish identity
there may be a process of authentication. Often a username must be quoted, and each
username may have a password. Other methods of authentication, such as magnetic
cards or biometric data, might be used instead. In some cases, especially connections
from the network, resources may be accessed with no authentication at all (such as
reading files over a network share). Also covered by the concept of requester identity is
authorization; the particular services and resources accessible by the requester once
logged into a system are tied to either the requester’s user account or to the variously
configured groups of users to which the requester belongs.
In addition to the allow or disallow model of security, a system with a high level of
security also offers auditing options. These would allow tracking of requests for access to
resources (such as, “who has been reading this file?”). Internal security, or security from
an already running program is only possible if all possibly harmful requests must be
carried out through interrupts to the operating system kernel. If programs can directly
access hardware and resources, they cannot be secured.
External security involves a request from outside the computer, such as a login at a
connected console or some kind of network connection. External requests are often
passed through device drivers to the operating system’s kernel, where they can be
passed onto applications, or carried out directly. Security of operating systems has long
been a concern because of highly sensitive data held on computers, both of a commercial
and military nature. The United States Government Department of Defense (DoD)
created the Trusted Computer System Evaluation Criteria (TCSEC) which is a standard
that sets basic requirements for assessing the effectiveness of security. This became of
vital importance to operating system makers, because the TCSEC was used to evaluate,
classify and select trusted operating systems being considered for the processing,
storage and retrieval of sensitive or classified information.
Network services include offerings such as file sharing, print services, email, web sites,
and file transfer protocols (FTP), most of which can have compromised security. At the
front line of security are hardware devices known as firewalls or intrusion
detection/prevention systems. At the operating system level, there are a number of
software firewalls available, as well as intrusion detection/prevention systems. Most
modern operating systems include a software firewall, which is enabled by default. A
software firewall can be configured to allow or deny network traffic to or from a service
or application running on the operating system. Therefore, one can install and be
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running an insecure service, such as Telnet or FTP, and not have to be threatened by a
security breach because the firewall would deny all traffic trying to connect to the service
on that port.
An alternative strategy, and the only sandbox strategy available in systems that do not
meet the Popek and Goldberg virtualization requirements, is where the operating
system is not running user programs as native code, but instead either emulates a
processor or provides a host for a p-code based system such as Java.
Internal security is especially relevant for multi-user systems; it allows each user of the
system to have private files that the other users cannot tamper with or read. Internal
security is also vital if auditing is to be of any use, since a program can potentially
bypass the operating system, inclusive of bypassing auditing.

User interface

A screenshot of the Bash command line. Each command is typed out after the ‘prompt’,
and then its output appears below, working its way down the screen. The current
command prompt is at the bottom.
Every computer that is to be operated by an individual requires a user interface. The
user interface is usually referred to as a shell and is essential if human interaction is to
be supported. The user interface views the directory structure and requests services
from the operating system that will acquire data from input hardware devices, such as a
keyboard, mouse or credit card reader, and requests operating system services to display
prompts, status messages and such on output hardware devices, such as a video monitor
or printer. The two most common forms of a user interface have historically been the
command-line interface, where computer commands are typed out line-by-line, and the
graphical user interface, where a visual environment (most commonly a WIMP) is
present.

Graphical user interfaces
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A screenshot of the KDE Plasma 5 graphical user interface. Programs take the form of
images on the screen, and the files, folders (directories), and applications take the form
of icons and symbols. A mouse is used to navigate the computer.
Most of the modern computer systems support graphical user interfaces (GUI), and
often include them. In some computer systems, such as the original implementation of
the classic Mac OS, the GUI is integrated into the kernel.
While technically a graphical user interface is not an operating system service,
incorporating support for one into the operating system kernel can allow the GUI to be
more responsive by reducing the number of context switches required for the GUI to
perform its output functions. Other operating systems are modular, separating the
graphics subsystem from the kernel and the Operating System. In the 1980s UNIX, VMS
and many others had operating systems that were built this way. Linux and macOS are
also built this way. Modern releases of Microsoft Windows such as Windows Vista
implement a graphics subsystem that is mostly in user-space; however the graphics
drawing routines of versions between Windows NT 4.0 and Windows Server 2003 exist
mostly in kernel space. Windows 9x had very little distinction between the interface and
the kernel.
Many computer operating systems allow the user to install or create any user interface
they desire. The X Window System in conjunction with GNOME or KDE Plasma 5 is a
commonly found setup on most Unix and Unix-like (BSD, Linux, Solaris) systems. A
number of Windows shell replacements have been released for Microsoft Windows,
which offer alternatives to the included Windows shell, but the shell itself cannot be
separated from Windows.
Numerous Unix-based GUIs have existed over time, most derived from X11.
Competition among the various vendors of Unix (HP, IBM, Sun) led to much
fragmentation, though an effort to standardize in the 1990s to COSE and CDE failed for
various reasons, and were eventually eclipsed by the widespread adoption of GNOME
and K Desktop Environment. Prior to free software-based toolkits and desktop
environments, Motif was the prevalent toolkit/desktop combination (and was the basis
upon which CDE was developed).
Graphical user interfaces evolve over time. For example, Windows has modified its user
interface almost every time a new major version of Windows is released, and the Mac OS
GUI changed dramatically with the introduction of Mac OS X in 1999.[33]

Real-time operating systems
A real-time operating system (RTOS) is an operating system intended for applications
with fixed deadlines (real-time computing). Such applications include some small
embedded systems, automobile engine controllers, industrial robots, spacecraft,
industrial control, and some large-scale computing systems.
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An early example of a large-scale real-time operating system was Transaction Processing
Facility developed by American Airlines and IBM for the Sabre Airline Reservations
System.
Embedded systems that have fixed deadlines use a real-time operating system such as
VxWorks, PikeOS, eCos, QNX, MontaVista Linux and RTLinux. Windows CE is a realtime operating system that shares similar APIs to desktop Windows but shares none of
desktop Windows’ codebase. Symbian OS also has an RTOS kernel (EKA2) starting with
version 8.0b.
Some embedded systems use operating systems such as Palm OS, BSD, and Linux,
although such operating systems do not support real-time computing.

Operating system development as a hobby * * *
Diversity of operating systems and portability
Application software is generally written for use on a specific operating system, and
sometimes even for specific hardware. When porting the application to run on another
OS, the functionality required by that application may be implemented differently by
that OS (the names of functions, meaning of arguments, etc.) requiring the application
to be adapted, changed, or otherwise maintained.
Unix was the first operating system not written in assembly language, making it very
portable to systems different from its native PDP-11.[35]
This cost in supporting operating systems diversity can be avoided by instead writing
applications against software platforms like Java or Qt. These abstractions have already
borne the cost of adaptation to specific operating systems and their system libraries.
Another approach is for operating system vendors to adopt standards. For example,
POSIX and OS abstraction layers provide commonalities that reduce porting costs.

Market share
* * *In 2014, Android was first (currently not replicated by others, in a
single year) operating system ever to ship on a billion devices, becoming the
most popular operating system by installed base.
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MICROSOFT WINDOWS
From Wikipedia, the free encyclopedia

https://en.wikipedia.org/wiki/Microsoft_Windows

Screenshot of Windows 10 (Creators Update, version
1703), showing the Action Center and Start Menu
Microsoft Windows (or simply Windows) is a metafamily of graphical operating systems
developed, marketed, and sold by Microsoft. It consists of several families of operating
systems, each of which cater to a certain sector of the computing industry with the OS
typically associated with IBM PC compatible architecture. Active Windows families include
Windows NT and Windows Embedded; these may encompass subfamilies, e.g. Windows
Embedded Compact (Windows CE) or Windows Server. Defunct Windows families include
Windows 9x, Windows Mobile and Windows Phone.
Microsoft introduced an operating environment named Windows on November 20, 1985, as
a graphical operating system shell for MS-DOS in response to the growing interest in graphical
user interfaces (GUIs).[4] Microsoft Windows came to dominate the world's personal computer
(PC) market with over 90% market share, overtaking Mac OS, which had been introduced in
1984. Apple came to see Windows as an unfair encroachment on their innovation in GUI
development as implemented on products such as the Lisa and Macintosh (eventually
settled in court in Microsoft's favor in 1993). On PCs, Windows is still the most popular
operating system. However, in 2014, Microsoft admitted losing the majority of the
overall operating system market to Android,[5] because of the massive growth in sales of
Android smartphones. In 2014, the number of Windows devices sold was less than 25%
that of Android devices sold. This comparison however may not be fully relevant, as the
two operating systems traditionally target different platforms.
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As of September 2016, the most recent version of Windows for PCs, tablets, smartphones
and embedded devices is Windows 10. The most recent versions for server computers is Windows
Server 2016. A specialized version of Windows runs on the Xbox One game console.[6]
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Genealogy
By marketing role
Microsoft, the developer of Windows, has registered several trademarks each of which
denote a family of Windows operating systems that target a specific sector of the
computing industry. As of 2014, the following Windows families are being actively
developed:
•

Windows NT: Started as a family of operating system with Windows NT 3.1,
an operating system for server computers and workstations. It now consists
of three operating system subfamilies that are released almost at the same time
and share the same kernel. It is almost impossible for someone unfamiliar with
the subject to identify the members of this family by name because they do not
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adhere to any specific rule; e.g. Windows Vista, Windows 7, Windows
8/8.1 and Windows RT are members of this family but Windows 3.1 is not.
o

Windows: The operating system for mainstream personal computers,
tablets and smartphones. The latest version is Windows 10. The main
competitor of this family is macOS by Apple Inc. for personal
computers and Android for mobile devices (c.f. Usage share of
operating systems § Market share by category).

o

Windows Server: The operating system for server computers. The latest
version is Windows Server 2016. Unlike its clients sibling, it has
adopted a strong naming scheme. The main competitor of this family is
Linux. (c.f. Usage share of operating systems § Market share by
category)

o

Windows PE: A lightweight version of its Windows sibling meant to
operate as a live operating system, used for installing Windows on

bare-metal computers (especially on many computers at once), recovery or
troubleshooting purposes. The latest version is Windows PE 10.0.10586.0.
•

Windows Embedded: Initially, Microsoft developed Windows CE as a

general-purpose operating system for every device that was too resource-limited
to be called a full-fledged computer. Eventually, however, Windows CE was
renamed Windows Embedded Compact and was folded under Windows Compact
trademark which also consists of Windows Embedded Industry, Windows
Embedded Professional, Windows Embedded Standard, Windows
Embedded Handheld and Windows Embedded Automotive.[7]

The following Windows families are no longer being developed:
•

Windows 9x: An operating system that targeted consumers market.
Discontinued because of suboptimal performance. (PC World called its last
version, Windows ME, one of the worst products of all times.)[8] Microsoft now
caters to the consumers market with Windows NT.

•

•

Windows Mobile: The predecessor to Windows Phone, it was a mobile phone
operating system. The first version was called Pocket PC 2000; the third
version, Windows Mobile 2003 is the first version to adopt the Windows
Mobile trademark. The last version is Windows Mobile 6.5.
Windows Phone: An operating system sold only to manufacturers of
smartphones. The first version was Windows Phone 7, followed by Windows
Phone 8, and the last version Windows Phone 8.1. It was succeeded by
Windows 10 Mobile.

Version history
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The term Windows collectively describes any or all of several generations of Microsoft
operating system products. These products are generally categorized as follows:

Early versions

Windows 1.0, the first version, released in 1985
The history of Windows dates back to September 1981, when Chase Bishop, a computer
scientist, designed the first model of an electronic device and project Interface Manager
was started. It was announced in November 1983 (after the Apple Lisa, but before the
Macintosh) under the name "Windows", but Windows 1.0 was not released until November
1985.[9] Windows 1.0 was to compete with Apple's operating system, but achieved little
popularity. Windows 1.0 is not a complete operating system; rather, it extends MS-DOS.
The shell of Windows 1.0 is a program known as the MS-DOS Executive. Components
included Calculator, Calendar, Cardfile, Clipboard viewer, Clock, Control Panel, Notepad, Paint,
Reversi, Terminal and Write. Windows 1.0 does not allow overlapping windows. Instead all
windows are tiled. Only modal dialog boxes may appear over other windows.
was released in December 1987, and was more popular than its predecessor.
It features several improvements to the user interface and memory management.[10]
Windows 2.03 changed the OS from tiled windows to overlapping windows. The result
of this change led to Apple Computer filing a suit against Microsoft alleging
infringement on Apple's copyrights.[11][12] Windows 2.0 also introduced more
sophisticated keyboard shortcuts and could make use of expanded memory.
Windows 2.0

Windows 2.1 was released in two different versions: Windows/286 and Windows/386.
Windows/386 uses the virtual 8086 mode of the Intel 80386 to multitask several DOS
programs and the paged memory model to emulate expanded memory using available
extended memory. Windows/286, in spite of its name, runs on both Intel 8086 and Intel
80286 processors. It runs in real mode but can make use of the high memory area.
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In addition to full Windows-packages, there were runtime-only versions that shipped
with early Windows software from third parties and made it possible to run their
Windows software on MS-DOS and without the full Windows feature set.
The early versions of Windows are often thought of as graphical shells, mostly because
they ran on top of MS-DOS and use it for file system services.[13] However, even the
earliest Windows versions already assumed many typical operating system functions;
notably, having their own executable file format and providing their own device drivers
(timer, graphics, printer, mouse, keyboard and sound). Unlike MS-DOS, Windows
allowed users to execute multiple graphical applications at the same time, through
cooperative multitasking. Windows implemented an elaborate, segment-based, software
virtual memory scheme, which allows it to run applications larger than available
memory: code segments and resources are swapped in and thrown away when memory
became scarce; data segments moved in memory when a given application had
relinquished processor control.

Windows 3.x

Windows 3.0, released in 1990
Windows 3.0, released in 1990, improved the design, mostly because of virtual memory and
loadable virtual device drivers (VxDs) that allow Windows to share arbitrary devices
between multi-tasked DOS applications. Windows 3.0 applications can run in protected
mode, which gives them access to several megabytes of memory without the obligation to

participate in the software virtual memory scheme. They run inside the same address
space, where the segmented memory provides a degree of protection. Windows 3.0 also
featured improvements to the user interface. Microsoft rewrote critical operations from
C into assembly. Windows 3.0 is the first Microsoft Windows version to achieve broad
commercial success, selling 2 million copies in the first six months.[14][15]
Windows 3.1, made generally available on March 1, 1992, featured a facelift. In August
1993, Windows for Workgroups, a special version with integrated peer-to-peer networking
features and a version number of 3.11, was released. It was sold along Windows 3.1.
Support for Windows 3.1 ended on December 31, 2001.[16]
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Windows 3.2, released 1994, is an updated version of the Chinese version of Windows
3.1.[17] The update was limited to this language version, as it fixed only issues related to
the complex writing system of the Chinese language.[18] Windows 3.2 was generally sold
by computer manufacturers with a ten-disk version of MS-DOS that also had Simplified
Chinese characters in basic output and some translated utilities.

Windows 9x
The next major consumer-oriented release of Windows, Windows 95, was released on
August 24, 1995. While still remaining MS-DOS-based, Windows 95 introduced support
for native 32-bit applications, plug and play hardware, preemptive multitasking, long file names of
up to 255 characters, and provided increased stability over its predecessors. Windows 95
also introduced a redesigned, object oriented user interface, replacing the previous Program
Manager with the Start menu, taskbar, and Windows Explorer shell. Windows 95 was a major
commercial success for Microsoft; Ina Fried of CNET remarked that "by the time
Windows 95 was finally ushered off the market in 2001, it had become a fixture on
computer desktops around the world."[19] Microsoft published four OEM Service
Releases (OSR) of Windows 95, each of which was roughly equivalent to a service pack.
The first OSR of Windows 95 was also the first version of Windows to be bundled with
Microsoft's web browser, Internet Explorer.[20] Mainstream support for Windows 95 ended on
December 31, 2000, and extended support for Windows 95 ended on December 31,
2001.[21]
Windows 95 was followed up with the release of Windows 98 on June 25, 1998, which
introduced the Windows Driver Model, support for USB composite devices, support for ACPI,
hibernation, and support for multi-monitor configurations. Windows 98 also included
integration with Internet Explorer 4 through Active Desktop and other aspects of the Windows
Desktop Update (a series of enhancements to the Explorer shell which were also made
available for Windows 95). In May 1999, Microsoft released Windows 98 Second Edition, an
updated version of Windows 98. Windows 98 SE added Internet Explorer 5.0 and Windows
Media Player 6.2 amongst other upgrades. Mainstream support for Windows 98 ended on
June 30, 2002, and extended support for Windows 98 ended on July 11, 2006.[22]
On September 14, 2000, Microsoft released Windows ME (Millennium Edition), the last
DOS-based version of Windows. Windows ME incorporated visual interface
enhancements from its Windows NT-based counterpart Windows 2000, had faster boot
times than previous versions (which however, required the removal of the ability to
access a real mode DOS environment, removing compatibility with some older
programs),[23] expanded multimedia functionality (including Windows Media Player 7,
Windows Movie Maker, and the Windows Image Acquisition framework for retrieving images
from scanners and digital cameras), additional system utilities such as System File
Protection and System Restore, and updated home networking tools.[24] However, Windows ME
was faced with criticism for its speed and instability, along with hardware compatibility
issues and its removal of real mode DOS support. PC World considered Windows ME to
be one of the worst operating systems Microsoft had ever released, and the 4th worst
tech product of all time.[8]

Windows NT
Early versions
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In November 1988, a new development team within Microsoft (which included former
Digital Equipment Corporation developers Dave Cutler and Mark Lucovsky) began work on a
revamped version of IBM and Microsoft's OS/2 operating system known as "NT OS/2".
NT OS/2 was intended to be a secure, multi-user operating system with POSIX
compatibility and a modular, portable kernel with preemptive multitasking and support for
multiple processor architectures. However, following the successful release of Windows
3.0, the NT development team decided to rework the project to use an extended 32-bit
port of the Windows API known as Win32 instead of those of OS/2. Win32 maintained a
similar structure to the Windows APIs (allowing existing Windows applications to easily
be ported to the platform), but also supported the capabilities of the existing NT kernel.
Following its approval by Microsoft's staff, development continued on what was now
Windows NT, the first 32-bit version of Windows. However, IBM objected to the
changes, and ultimately continued OS/2 development on its own.[25][26]
The first release of the resulting operating system, Windows NT 3.1 (named to associate it
with Windows 3.1) was released in July 1993, with versions for desktop workstations and
servers. Windows NT 3.5 was released in September 1994, focusing on performance
improvements and support for Novell's NetWare, and was followed up by Windows NT 3.51 in
May 1995, which included additional improvements and support for the PowerPC
architecture. Windows NT 4.0 was released in June 1996, introducing the redesigned
interface of Windows 95 to the NT series. On February 17, 2000, Microsoft released
Windows 2000, a successor to NT 4.0. The Windows NT name was dropped at this point
in order to put a greater focus on the Windows brand.[26]
Windows XP
The next major version of Windows NT, Windows XP, was released on October 25, 2001.
The introduction of Windows XP aimed to unify the consumer-oriented Windows 9x
series with the architecture introduced by Windows NT, a change which Microsoft
promised would provide better performance over its DOS-based predecessors. Windows
XP would also introduce a redesigned user interface (including an updated Start menu
and a "task-oriented" Windows Explorer), streamlined multimedia and networking
features, Internet Explorer 6, integration with Microsoft's .NET Passport services, modes to
help provide compatibility with software designed for previous versions of Windows,
and Remote Assistance functionality.[27]
At retail, Windows XP was now marketed in two main editions: the "Home" edition was
targeted towards consumers, while the "Professional" edition was targeted towards
business environments and power users, and included additional security and networking
features. Home and Professional were later accompanied by the "Media Center" edition
(designed for home theater PCs, with an emphasis on support for DVD playback, TV tuner
cards, DVR functionality, and remote controls), and the "Tablet PC" edition (designed for
mobile devices meeting its specifications for a tablet computer, with support for stylus pen
input and additional pen-enabled applications).[28][29][30] Mainstream support for
Windows XP ended on April 14, 2009. Extended support ended on April 8, 2014.[31]
After Windows 2000, Microsoft also changed its release schedules for server operating
systems; the server counterpart of Windows XP, Windows Server 2003, was released in
April 2003.[26] It was followed in December 2005, by Windows Server 2003 R2.
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Windows Vista
After a lengthy development process, Windows Vista was released on November 30, 2006, for volume licensing and
January 30, 2007, for consumers. It contained a number of new features, from a redesigned shell and user interface
to significant technical changes, with a particular focus on security features. It was available in a number of different
editions, and has been subject to some criticism, such as drop of performance, longer boot time, criticism of new
UAC, and stricter license agreement. Vista's server counterpart, Windows Server 2008 was released in early 2008.

Windows 7
On July 22, 2009, Windows 7 and Windows Server 2008 R2 were released as RTM (release to
manufacturing) while the former was released to the public 3 months later on October
22, 2009. Unlike its predecessor, Windows Vista, which introduced a large number of
new features, Windows 7 was intended to be a more focused, incremental upgrade to the
Windows line, with the goal of being compatible with applications and hardware with
which Windows Vista was already compatible.[32] Windows 7 has multi-touch support, a
redesigned Windows shell with an updated taskbar, a home networking system called
HomeGroup,[33] and performance improvements.
Windows 8 and 8.1
Windows 8, the successor to Windows 7, was released generally on October 26, 2012. A

number of significant changes were made on Windows 8, including the introduction of a
user interface based around Microsoft's Metro design language with optimizations for touchbased devices such as tablets and all-in-one PCs. These changes include the Start screen,
which uses large tiles that are more convenient for touch interactions and allow for the
display of continually updated information, and a new class of apps which are designed
primarily for use on touch-based devices. Other changes include increased integration
with cloud services and other online platforms (such as social networks and Microsoft's own
OneDrive (formerly SkyDrive) and Xbox Live services), the Windows Store service for
software distribution, and a new variant known as Windows RT for use on devices that
utilize the ARM architecture.[34][35][36][37][38][39] An update to Windows 8, called Windows 8.1,[40]
was released on October 17, 2013, and includes features such as new live tile sizes,
deeper OneDrive integration, and many other revisions. Windows 8 and Windows 8.1 has
been subject to some criticism, such as removal of Start Menu.
Windows 10
On September 30, 2014, Microsoft announced Windows 10 as the successor to Windows
8.1. It was released on July 29, 2015, and addresses shortcomings in the user interface
first introduced with Windows 8. Changes include the return of the Start Menu, a virtual
desktop system, and the ability to run Windows Store apps within windows on the
desktop rather than in full-screen mode. Windows 10 is said to be available to update from
qualified Windows 7 with SP1 and Windows 8.1 computers from the Get Windows 10
Application (for Windows 7, Windows 8.1) or Windows Update (Windows 7).[41]
On November 12, 2015, an update to Windows 10, version 1511, was released.[42] This
update can be activated with a Windows 7, 8 or 8.1 product key as well as Windows 10
product keys.[43] Features include new icons and right-click context menus, default
printer management, four times as many tiles allowed in the Start menu, Find My
Device, and Edge updates.[43]
Multilingual support
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Multilingual support is built into Windows. The language for both the keyboard and the
interface can be changed through the Region and Language Control Panel. Components
for all supported input languages, such as Input Method Editors, are automatically installed
during Windows installation (in Windows XP and earlier, files for East Asian languages,
such as Chinese, and right-to-left scripts, such as Arabic, may need to be installed
separately, also from the said Control Panel). Third-party IMEs may also be installed if a
user feels that the provided one is insufficient for their needs.
Interface languages for the operating system are free for download, but some languages
are limited to certain editions of Windows. Language Interface Packs (LIPs) are
redistributable and may be downloaded from Microsoft's Download Center and installed
for any edition of Windows (XP or later) – they translate most, but not all, of the
Windows interface, and require a certain base language (the language which Windows
originally shipped with). This is used for most languages in emerging markets. Full
Language Packs, which translates the complete operating system, are only available for
specific editions of Windows (Ultimate and Enterprise editions of Windows Vista and 7,
and all editions of Windows 8, 8.1 and RT except Single Language). They do not require
a specific base language, and are commonly used for more popular languages such as
French or Chinese. These languages cannot be downloaded through the Download
Center, but available as optional updates through the Windows Update service (except
Windows 8).
The interface language of installed applications are not affected by changes in the
Windows interface language. Availability of languages depends on the application
developers themselves.
and Windows Server 2012 introduces a new Language Control Panel where both
the interface and input languages can be simultaneously changed, and language packs,
regardless of type, can be downloaded from a central location. The PC Settings app in
Windows 8.1 and Windows Server 2012 R2 also includes a counterpart settings page for this.
Changing the interface language also changes the language of preinstalled Windows Store
apps (such as Mail, Maps and News) and certain other Microsoft-developed apps (such
as Remote Desktop). The above limitations for language packs are however still in effect,
except that full language packs can be installed for any edition except Single Language,
which caters to emerging markets.
Windows 8

Platform support
Windows NT included support for several different platforms before the x86-based
personal computer became dominant in the professional world. Windows NT 4.0 and its
predecessors supported PowerPC, DEC Alpha and MIPS R4000. (Although some these
platforms implement 64-bit computing, the operating system treated them as 32-bit.)
However, Windows 2000, the successor of Windows NT 4.0, dropped support for all
platforms except the third generation x86 (known as IA-32) or newer in 32-bit mode. The
client line of Window NT family still runs on IA-32, although the Windows Server line has
ceased supporting this platform with the release of Windows Server 2008 R2.
With the introduction of the Intel Itanium architecture (IA-64), Microsoft released new
versions of Windows to support it. Itanium versions of Windows XP and Windows Server
2003 were released at the same time as their mainstream x86 counterparts. Windows XP
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64-Bit Edition, released in 2005, is the last Windows client operating systems to support
Itanium. Windows Server line continues to support this platform until Windows Server
2012; Windows Server 2008 R2 is the last Windows operating system to support Itanium
architecture.
On April 25, 2005, Microsoft released Windows XP Professional x64 Edition and Windows
Server 2003 x64 Editions to support the x86-64 (or simply x64), the eighth generation of
x86 architecture. Windows Vista was the first client version of Windows NT to be released
simultaneously in IA-32 and x64 editions. x64 is still supported.
An edition of Windows 8 known as Windows RT was specifically created for computers
with ARM architecture and while ARM is still used for Windows smartphones with
Windows 10, tablets with Windows RT will not be updated.

Windows CE

The latest current version of Windows CE, Windows Embedded Compact 7,
displaying a concept media player UI
Windows CE (officially known as Windows Embedded Compact), is an edition of
Windows that runs on minimalistic computers, like satellite navigation systems and some
mobile phones. Windows Embedded Compact is based on its own dedicated kernel,
dubbed Windows CE kernel. Microsoft licenses Windows CE to OEMs and device
makers. The OEMs and device makers can modify and create their own user interfaces
and experiences, while Windows CE provides the technical foundation to do so.
Windows CE was used in the Dreamcast along with Sega's own proprietary OS for the
console. Windows CE was the core from which Windows Mobile was derived. Its successor,
Windows Phone 7, was based on components from both Windows CE 6.0 R3 and Windows CE
7.0. Windows Phone 8 however, is based on the same NT-kernel as Windows 8.
Windows Embedded Compact is not to be confused with Windows XP Embedded or Windows
NT 4.0 Embedded, modular editions of Windows based on Windows NT kernel.

Xbox OS
Xbox OS is an unofficial name given to the version of Windows that runs on the Xbox
One.[44] It is a more specific implementation with an emphasis on virtualization (using
Hyper-V) as it is three operating systems running at once, consisting of the core operating
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system, a second implemented for games and a more Windows-like environment for
applications.[45] Microsoft updates Xbox One's OS every month, and these updates can
be downloaded from the Xbox Live service to the Xbox and subsequently installed, or by
using offline recovery images downloaded via a PC.[46] The Windows 10-based Core had
replaced the Windows 8-based one in this update, and the new system is sometimes
referred to as "Windows 10 on Xbox One" or "OneCore".[47][48] Xbox One's system also
allows backward compatibility with Xbox 360,[49] and the Xbox 360's system is
backwards compatible with the original Xbox.[50]

Timeline of releases
Table of Windows versions
Latest
Support until[51]
General
version of
Product Latest
Codena
availabil
name version
me
Mainstre Extend
Direct Edg
ity date
IE
am
ed
X
e
1.01

Novemb
Interface
December 31, 2001
er 20,
Manager
1985

N/A

N/A

N/A

Windows
2.0

2.03

Decemb
er 9,
1987

N/A

December 31, 2001

N/A

N/A

N/A

Windows
2.1

2.11

May 27,
1988

N/A

December 31, 2001

N/A

N/A

N/A

Windows
3.0

3.0

May 22,
1990

N/A

December 31, 2001

N/A

N/A

N/A

Windows
3.1

3.1

April 6,
Janus
1992

December 31, 2001 5

N/A

N/A

October Sparta,
1992
Winball

December 31, 2001 5

N/A

N/A

December 31, 2001 5

N/A

N/A

December 31, 2001 5

N/A

N/A

Windows
1.0

Windows
For
3.1
Workgroup
s 3.1
Windows
NT 3.1

NT
July 27,
3.1.528 1993

Windows
3.11
For
Workgroup

N/A

August Sparta,
11, 1993 Winball

207

s 3.11
Windows
3.2

3.2

Windows
NT 3.5

Novemb
er 22,
1993

December 31, 2001 5

N/A

N/A

Septem
NT
ber 21, Daytona
3.5.807
1994

December 31, 2001 5

N/A

N/A

Windows
NT 3.51

NT
May 30,
3.51.105
1995
7

December 31, 2001 5

N/A

N/A

Windows
95

August Chicago,
4.0.950
24, 1995 4.0

December
31, 2000

Decemb
5.
6.1
er 31,
5
2001

N/A

Windows
NT 4.0

NT
July 31,
Cairo
4.0.1381 1996

December
31, 2000

Decemb
er 31, 5
2001

N/A

Windows
98

4.10.199 June 25, Memphis
8
1998
, 97, 4.1

June 30,
2002

July 11,
6 6.1
2006

N/A

Windows
98 SE

4.10.222 May 5,
2
1999

N/A

June 30,
2002

July 11,
6 6.1
2006

N/A

Windows
2000

Decemb
NT
er 15,
5.0.2195
1999

N/A

June 30,
2005

July 13,
5
2010

N/A

N/A

Windows
ME

Septem
4.90.30
Milleniu
ber 14,
00
m, 4.9
2000

December July 11,
6 9.0c
31, 2003
2006

N/A

Windows
XP

NT
October
Whistler
5.1.2600 25, 2001

April 14,
2009

April 8,
8 9.0c
2014

N/A

Windows
XP 64-bit
Edition

March
NT
28,
5.2.3790
2003

N/A

April 14,
2009

April 8,
6 9.0c
2014

N/A

Windows
Server

NT
April 24,
5.2.3790 2003

N/A

July 13,
2010

July 14,
8 9.0c
2015

N/A

N/A

N/A

N/A

208

2003
Windows
XP
NT
April 25,
Profession
5.2.3790 2005
al x64
Edition
Windows
Fundamen NT
July 8,
tals for
5.1.2600 2006
Legacy PCs

N/A

Eiger,
Mönch

April 14,
2009

April 8,
8 9.0c
2014

N/A

April 14,
2009

April 8,
8 9.0c
2014

N/A

Windows
Vista

NT
January
April 10, April 11,
Longhorn
9 11
6.0.600 30,
2012
2017
2
2007

N/A

Windows
Home
Server

NT
Novemb
5.2.450 er 4,
0
2007

N/A

Windows
Server
2008

NT
Februar
Longhorn January January
6.0.600 y 27,
9 11
Server
13, 2015 14, 2020
2
2008

N/A

October
NT
Blackcom January January
Windows 7
11 11
22,
6.1.7601
b, Vienna 13, 2015 14, 2020
2009

N/A

Windows
Server
2008 R2

October
NT
22,
6.1.7601
2009

N/A

Windows
Home
Server
2011

NT
April 6,
6.1.840
Vail
2011
0

Windows
Server
2012

NT
Septem
6.2.920 ber 4,
0
2012

October
Windows 8 NT
6.2.920 26, 2012

N/A

N/A

N/A

N/A

January 8, 2013

8 9.0c

January January
11 11
13, 2015 14, 2020

April 12, 2016

9 11

January 9, January
10 11.1
2018
10, 2023
January 12, 2016

10 11.1

N/A

N/A

N/A

209

0
Windows
8.1

NT
October
Blue
6.3.960
17, 2013
0

January 9, January
11 11.2
2018
10, 2023

N/A

Windows
Server
2012 R2

NT
October Server
6.3.960
18, 2013 Blue
0

January 9, January
11 11.2
2018
10, 2023

N/A

Windows
10

NT
Threshol
July 29,
10.0.143
d,
2015
93
Restone

Windows
Server
2016

NT
October
10.0.143
12, 2016
93

N/A

October October
11 12
13, 2020 14, 2025

25

January 11, January
11 12
2022
11, 2027

25

Windows timeline: Bar chart

The Windows family tree
Usage share and device sales * * *
According to Net Applications, that tracks use based on web use, Windows is the mostused operating system family for personal computers as of June 2016 with close to 90%
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usage share.[56] When including both personal computers of all kinds, e.g. mobile
devices, in July 2016, according to StatCounter, that also tracks use based on web use,
Windows OSes accounted for 46.87% of usage share, compared to 36.48% for Android,
12.26% for iOS, and 4.81% for macOS.[57][58] The below 50% usage share of Windows, also
applies to developed countries, such as the US, the UK and Ireland. These numbers are
easiest (monthly numbers) to find that track real use, but they may not mirror installed
base or sales numbers (in recent years) of devices.
In terms of the number of devices shipped with the operating system installed, on
smartphones, Windows Phone was the third-most-shipped OS (2.6%) after Android
(82.8%) and iOS (13.9%) in the second quarter of 2015 according IDC.[59] Across both PCs
and mobile devices, in 2014, Windows OSes were the second-most-shipped (333 million
devices, or 14%) after Android (1.2 billion, 49%) and ahead of iOS and macOS combined
(263 million, 11%).[60]

Security
Consumer versions of Windows were originally designed for ease-of-use on a single-user
PC without a network connection, and did not have security features built in from the
outset.[61] However, Windows NT and its successors are designed for security (including
on a network) and multi-user PCs, but were not initially designed with Internet security
in mind as much, since, when it was first developed in the early 1990s, Internet use was
less prevalent.[62]
These design issues combined with programming errors (e.g. buffer overflows) and the
popularity of Windows means that it is a frequent target of computer worm and virus
writers. In June 2005, Bruce Schneier's Counterpane Internet Security reported that it
had seen over 1,000 new viruses and worms in the previous six months.[63] In 2005,
Kaspersky Lab found around 11,000 malicious programs—viruses, Trojans, back-doors,
and exploits written for Windows.[64]
Microsoft releases security patches through its Windows Update service approximately
once a month (usually the second Tuesday of the month), although critical updates are
made available at shorter intervals when necessary.[65] In versions of Windows after and
including Windows 2000 SP3 and Windows XP, updates can be automatically
downloaded and installed if the user selects to do so. As a result, Service Pack 2 for
Windows XP, as well as Service Pack 1 for Windows Server 2003, were installed by users
more quickly than it otherwise might have been.[66]
While the Windows 9x series offered the option of having profiles for multiple users, they
had no concept of access privileges, and did not allow concurrent access; and so were not
true multi-user operating systems. In addition, they implemented only partial memory
protection. They were accordingly widely criticised for lack of security.
The Windows NT series of operating systems, by contrast, are true multi-user, and
implement absolute memory protection. However, a lot of the advantages of being a true
multi-user operating system were nullified by the fact that, prior to Windows Vista, the
first user account created during the setup process was an administrator account, which
was also the default for new accounts. Though Windows XP did have limited accounts, the
majority of home users did not change to an account type with fewer rights – partially
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due to the number of programs which unnecessarily required administrator rights – and
so most home users ran as administrator all the time.
Windows Vista changes this[67] by introducing a privilege elevation system called User
Account Control. When logging in as a standard user, a logon session is created and a token

containing only the most basic privileges is assigned. In this way, the new logon session
is incapable of making changes that would affect the entire system. When logging in as a
user in the Administrators group, two separate tokens are assigned. The first token
contains all privileges typically awarded to an administrator, and the second is a
restricted token similar to what a standard user would receive. User applications,
including the Windows shell, are then started with the restricted token, resulting in a
reduced privilege environment even under an Administrator account. When an
application requests higher privileges or "Run as administrator" is clicked, UAC will
prompt for confirmation and, if consent is given (including administrator credentials if
the account requesting the elevation is not a member of the administrators group), start
the process using the unrestricted token.[68]

File permissions
All Windows versions from Windows NT 3 have been based on a file system permission
system referred to as AGLP (Accounts, Global, Local, Permissions) AGDLP which in
essence where file permissions are applied to the file/folder in the form of a 'local group'
which then has other 'global groups' as members. These global groups then hold other
groups or users depending on different Windows versions used. This system varies from
other vendor products such as Linux and NetWare due to the 'static' allocation of
permission being applied directory to the file or folder. However using this process of
AGLP/AGDLP/AGUDLP allows a small number of static permissions to be applied and
allows for easy changes to the account groups without reapplying the file permissions on
the files and folders.

Windows Defender
On January 6, 2005, Microsoft released a Beta version of Microsoft AntiSpyware, based
upon the previously released Giant AntiSpyware. On February 14, 2006, Microsoft
AntiSpyware became Windows Defender with the release of Beta 2. Windows Defender is a
freeware program designed to protect against spyware and other unwanted software.
Windows XP and Windows Server 2003 users who have genuine copies of Microsoft
Windows can freely download the program from Microsoft's web site, and Windows
Defender ships as part of Windows Vista and 7.[69] In Windows 8, Windows Defender
and Microsoft Security Essentials have been combined into a single program, named
Windows Defender. It is based on Microsoft Security Essentials, borrowing its features and
user interface. Although it is enabled by default, it can be turned off to use another antivirus solution.[70] Windows Malicious Software Removal Tool and the optional Microsoft Safety
Scanner are two other free security products offered by Microsoft.

Third-party analysis
In an article based on a report by Symantec,[71] internetnews.com has described
Microsoft Windows as having the "fewest number of patches and the shortest average
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patch development time of the five operating systems it monitored in the last six months
of 2006."[72]
A study conducted by Kevin Mitnick and marketing communications firm Avantgarde in
2004, found that an unprotected and unpatched Windows XP system with Service Pack
1 lasted only four minutes on the Internet before it was compromised, and an
unprotected and also unpatched Windows Server 2003 system was compromised after
being connected to the internet for 8 hours.[73] The computer that was running Windows
XP Service Pack 2 was not compromised. The AOL National Cyber Security Alliance
Online Safety Study of October 2004, determined that 80% of Windows users were
infected by at least one spyware/adware product. Much documentation is available
describing how to increase the security of Microsoft Windows products. Typical
suggestions include deploying Microsoft Windows behind a hardware or software
firewall, running anti-virus and anti-spyware software, and installing patches as they become
available through Windows Update.[74]

Alternative implementations
Owing to the operating system's popularity, a number of applications have been released
that aim to provide compatibility with Windows applications, either as a compatibility layer
for another operating system, or as a standalone system that can run software written
for Windows out of the box. These include:
•

Wine – a free and open-source implementation of the Windows API,
allowing one to run many Windows applications on x86-based platforms,
including UNIX, Linux and macOS. Wine developers refer to it as a
"compatibility layer"[75] and use Windows-style APIs to emulate Windows
environment.
o

CrossOver – a Wine package with licensed fonts. Its developers are
regular contributors to Wine, and focus on Wine running officially
supported applications.

o

Cedega – a proprietary fork of Wine by TransGaming Technologies,
designed specifically for running Microsoft Windows games on Linux. A
version of Cedega known as Cider allows Windows games to run on
macOS. Since Wine was licensed under the LGPL, Cedega has been unable
to port the improvements made to Wine to their proprietary codebase.
Cedega ceased its service in February 2011.

•

o

Darwine – a port of Wine for macOS and Darwin. Operates by running
Wine on QEMU.

o

Linux Unified Kernel – a set of patches to the Linux kernel allowing
many Windows executable files in Linux (using Wine DLLs); and some
Windows drivers to be used.

ReactOS – an open-source OS intended to run the same software as Windows,
originally designed to simulate Windows NT 4.0, now aiming at Windows 7
compatibility. It has been in the development stage since 1996.
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•

•

Linspire – formerly LindowsOS, a commercial Linux distribution initially

created with the goal of running major Windows software. Changed its name to
Linspire after Microsoft v. Lindows. Discontinued in favor of Xandros
Desktop, that was also later discontinued.
Freedows OS – an open-source attempt at creating a Windows clone for x86
platforms, intended to be released under the GNU General Public License.
Started in 1996, by Reece K. Sellin, the project was never completed, getting only
to the stage of design discussions which featured a number of novel concepts
until it was suspended in 2002.[76][77][78]
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DOS shells
Name

Release
date

Latest
version

Status
support

Source
model

Windows
1.0

198511-20

1.04 (198704-08)

Unsupported
Closed
(2001-12source
31)

Windows
2.0

198712-09

2.03 (198712-09)

Windows
2.1x

198805-27

2.11 (198903-13)

Windows
3.0

199005-22

3.0a with Unsupported
Multimedia (2001-12- Closed
source
Extensions
31)
(1991-10-

Codename

OS
Architecture
required

Editions

Target
market

DOS 2.0
or higher

16-bit

Desktops

Unsupported
Closed
(2001-12source
31)

?

16-bit

Desktops

Unsupported
Closed
(2001-12source
31)

?

16-bit

Desktops

DOS 3.1
or higher

16-bit

Windows 3.0
Windows 3.0a Desktops
Windows 3.0a
with Multimedia

Interface Manager
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Release
date

Name

Latest
version

Status
support

Source
model

OS
Architecture
required

Codename

20)

Extensions

•

3.1: Janus

•
Windows
3.1x

199204-06

Target
market

Editions

3.11 (199312-31)

Unsupported
Closed
(2001-12source
31)

3.1 for
Workgroups:
Kato

•

•

DOS 3.3
or higher

3.11:
Snowball
(LB)

16-bit*

3.11 for
Workgroups:
Sparta

Windows 3.1
(build 040)
Windows for
Workgroups 3.1
Windows 3.11
Windows for Desktops
Workgroups
3.11
Windows 3.2
(Simplified
Chinese only)

* Has partial 32-bit compatibility with Win32s

Windows 9x
Name

Release RTM
date build

Latest
version

Status
support

Source
MS-DOS
Codename
model
version

Target
market

Chicago

Hybrid
16/32-bit

Retail,
OSR1,
OSR2, Desktops
OSR2.1,
OSR2.5

Memphis

MS-DOS
Monolithic
7.1

Hybrid
16/32-bit

Desktops

MS-DOS
Monolithic
7.1

Hybrid
16/32-bit

Desktops

Unsupported
Closed
MS-DOS
(2006-07Millennium
Monolithic
source
8.0
11)

Hybrid
16/32-bit

Desktops

950

Windows 199806-25
98

1998

4.10.1998

Unsupported
Closed
(2006-07source
11)

Windows 199905-05
98 SE
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Windows 200006-19
Me

3000

4.10.2222A Unsupported
Closed
(1600-02(2006-07source
25)
11)
4.90.3000
(2000-0914)

Architecture Editions

MS-DOS
7.0, MSMonolithic
DOS 7.1
(OSR2.x)

4.00.950C
Unsupported
OSR2.5
Closed
(2001-12(1997-11source
31)
26)

Windows 199508-24
95

Kernel
type

Windows NT
Name

Release RTM Current
date build version

Status
support

License

Codename, Based
Supported
working
on
architectures
name
(kernel)

Editions

OS type

528

3.10.528
New
Unsupported Closed
SP3
Technology
(1994-11- (2001-12-31) source
OS/2
10)

NT 3.1

IA-32, DEC
Alpha, MIPS

Workstation,
Advanced
Server

Workstation,
Server

199409-21

807

3.50.807
SP3
Unsupported Closed
(1995-06- (2001-12-31) source
21)

Daytona

NT 3.5

IA-32, DEC
Alpha, MIPS

Workstation,
Server

Workstation,
Server

199505-30

1057

3.51.1057
SP5
Unsupported Closed
(1996-09- (2001-12-31) source
19)

?

IA-32, DEC
Workstation,
NT 3.51 Alpha, MIPS,
Server
PowerPC

Workstation,
Server

Windows NT
3.1

199307-27

Windows NT
3.5

Windows NT
3.51
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Name

Windows NT
4.0

Windows
2000

Windows XP

Release RTM Current
date build version

Status
support

License

Codename, Based
Supported
working
on
architectures
name
(kernel)

199608-24

4.00.1381
SP6a
Unsupported Closed
1381
(1999-11- (2004-12-31) source
30)

Workstation,
Server,
Embedded
PCs

200002-17

Professional,
Server,
5.0 SP4
Advanced
Rollup 1
Server,
Unsupported Shared
IA-32, IA-64,
v2
2195
Memphis NT NT 5.0
Datacenter
(2010-07-13) source
x86
(2005-09Server,
13)
Powered
(Embedded)

Desktop,
Workstation,
Server,
Embedded
PCs

200110-25

5.1.2600
SP3
Unsupported Shared
2600
(2008-04- (2014-04-08) source
21)

Cairo
Hydra
(Terminal
Server)

Whistler

NT 4.0

Starter
Edition,
Home N K KN,
NT 5.1;
Desktop,
NT 5.2
Professional N
Workstation,
IA-32, IA-64,
K KN x64
(64-bit
,
Embedded
x86-64
2003
Media Center,
PCs
and x64)
Tablet PC,
Starter,
Embedded

Windows
Server 2003

200304-24

Windows
Fundamentals
for Legacy
PCs

200607-08

RTM
Unsupported Shared
2600 (2006-07(2014-04-08) source
08)

Windows
Server 2008

OS type

Workstation,
Server,
Server
IA-32, DEC
Enterprise
Alpha, MIPS,
Edition,
PowerPC
Terminal
Server,
Embedded

5.2.3790
Whistler
SP2
Server,
Unsupported Shared
IA-32, IA-64,
3790
NT 5.2
(2007-03- (2015-07-14) source Windows
x86-64
13)
.NET Server

Windows
Vista

Editions

200611-30

200802-27

Closed
6000 6.0 SP2
Unsupported source,
(SP2: (2009-04(2017-04-11) Shared
6002)
28)
source

6001 6.0 SP2
(SP2: (2008-026002)
27)

Supported

Closed
source,
Shared
source

Eiger,
Monch

NT 5.1

IA-32

Standard,
Enterprise,
Datacenter,
Web,
Storage,
Small
Business
Server,
Compute
Cluster

Server,
Network
Appliance,
Embedded
PCs,
HPC

Fundamentals
for Legacy
PCs

Desktop

Longhorn

Starter,
Home Basic N
K KN
,
Home
Premium K KN,
Desktop,
NT 6.0 IA-32, x86-64
Business N K Workstation
KN
,
Enterprise K
KN
,
Ultimate K KN

Longhorn
Server

Web Core,
Standard Core
wHV CwHV
,
IA-32, IA-64,
NT 6.0
Enterprise Core
x86-64
wHV CwHV
,
Small
Business

Server
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Name

Release RTM Current
date build version

Status
support

License

Codename, Based
Supported
working
on
architectures
name
(kernel)

Editions

OS type

Server,
Datacenter Core
wHV CwHV
,
HPC,
HyperV Core,
Foundation,
Storage
Windows
Home Server

Windows 7

200706-16

3790

7600
2009[1] (SP1:
10-22
7601)

5.2

6.1

Unsupported Closed
(2013-01-08) source

Supported

Q, Quattro

Closed
source,
“7”, Vienna
Shared
source

NT 5.2 IA-32, x86-64 Home Server

Server

Starter N K KN,
Home Basic N
K KN
,
Home
Premium N K
Desktop,
KN
,
NT 6.1 IA-32, x86-64
N Workstation,
Professional
Multi-Touch
K KN
,
N K
Ultimate
KN
,
Enterprise N K
KN

Windows
Server 2008
R2

Closed
source,
Shared
source

200910-22

7600
(SP1:
7601)

6.1

Windows
Home Server
2011

201104-05

8400

6.1

Unsupported Closed
(2016-04-12) source

Windows
Server 2012

201209-04

6.2

Closed
source,
Shared
source

Windows 8

201210-26

Windows 8.1

201310-18

Windows
Server 2012
R2

201310-18

Windows 10

9200

9200

9600

9600

201510240
07-29
2015- 10586

Supported

Supported

“7” Server

Vail

“8” Server

Standard Core,
Enterprise Core,
NT 6.1 IA-64, x86-64 Datacenter
Core
,
We Core

Server

NT 6.1

NT 6.2

6.2

Closed
Unsupported source,
(2016-01-12) Shared
source

6.3

Supported

Closed
source,
Shared
source

“Blue”

Supported

Closed
source,
Shared
source

“Blue”
Server

Supported

Closed
source, “Threshold” NT 10.0
Shared

6.3

10.0

“8”

NT 6.2

NT 6.3

NT 6.3

x86-64

Home Server

Server

x86-64

Foundation
Essentials
Standard
Datacenter

Server

IA-32, x8664, ARMv7

Windows 8 N,
Pro N,
Desktop,
Enterprise N K Workstation,
KN
Multitouch
,
Windows RT

IA-32, x8664, ARMv7

Windows 8 N,
Pro N,
Desktop,
Enterprise N K
Workstation,
KN
,
Multitouch
Windows RT
8.1

x86-64

Foundation
Essentials
Standard
Datacenter

Server

IA-32, x8664, ARMv7

Home N KN,
Pro N KN,
Enterprise N
KN
,

Desktop,
Workstation,
Multitouch,
Smartphones,
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Release RTM Current
date build version

Name

Status
support

11-12

License

Codename, Based
Supported
working
on
architectures
name
(kernel)

source

201614393
07-18
“Redstone”
201715063
04-11
Windows
Server 2016

201614393
10-12

10.0

Supported

Closed
source,
Shared
source

NT 10.0

Editions

OS type

Education N
KN
,
Mobile,
Mobile
Enterprise,
IoT Core

PDAs,
IoT

x86-64

Server

^N has also an N-edition
^K has also an N-edition
^KN has also an N-edition
^x64 has a separate x64-edition
^Core has also a Core-edition
^wHV has also an edition without HyperV
^CwHV has also a Core-edition without HyperV

Windows Embedded Compact
Windows Embedded Compact (Windows CE) is a variation of Microsoft’s Windows
operating system for minimalistic computers and embedded systems. Windows CE is a
distinctly different kernel, rather than a trimmed-down version of desktop Windows. It
is supported on Intel x86 and compatibles, MIPS, ARM, and Hitachi SuperH processors.
Releas
e date

RT Curren
M
t
build version

Status
support

Based
on
Licens Codenam
(kernel
e
e
)

Windows 199611
CE 1.0

Pegasus,
Alder

Windows 199711
CE 2.0

Mercury,
CE 2.0
Apollo
Unsupporte
d
Shared
(2007-10- source
09)

Windows 200004
CE 3.0

Windows 2002CE 4.0 01-07
Windows 2004CE 5.0 07-09

5.0
(2004-

Supported

Kernel
type

Operating
Edition
Short
environment
Purpose
s
description
s
first release
of
Microsoft’s
Windows
CE line for
Embedde
minimalisti
d
c
computers
and
embedded
systems

CE 1.0

Cedar,
Galileo,
Rapier,
Merlin,
Stinger

CE 3.0

Talisker

CE 4.0

2.1,
2.11

Embedde
d kernel

Shared
Embedde
Macallan CE 5.0
source
d kernel

Embedde
d

Embedde
d

4.1, 4.2

Embedde
d
Embedde
d
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RT Curren
M
t
build version

Releas
e date

Status
support

Based
on
Licens Codenam
(kernel
e
e
)

Kernel
type

Shared
Yamazaki CE 6.0
source

Hybrid
kernel

Shared
source

Hybrid

Operating
Edition
Short
environment
Purpose
s
description
s

07-09)
Windows
2006Embedde
11-01
d CE 6.0
Windows
Embedde
2011d
03-01
Compact
7

?

Supported

?

CE 7.0

?

?

N/A

Windows Mobile
Windows Mobile is Microsoft’s discontinued line of operating systems for smartphones.
Release
date

Name

RTM
build

Current
version

Status
support

License Codename

Windows Pocket PC
2002

Based on
(kernel)

Supported
architectures

CE 3.0

Windows Mobile
2003

2003-06-23

Ozone

CE 4.20

Windows Mobile 5.0

2005-059/12

Magneto

CE 5.0

Crossbow

CE 5.2

Windows Mobile 6.0 2007-02-12
Windows Mobile 6.1 2008-04-01
Windows Mobile 6.5 2009-05-18

Windows Phone
As of 2013 Windows Phone is Microsoft’s active line of operating systems for
smartphones.
Name

Release
date

RTM
build

Windows Phone 2010-1108
7

7004

Windows Phone 2011-097.5
27

7720

Windows Phone 2013-0201
7.8

8858

Windows Phone 2012-1029
8

10211

Current
version

7.10.8862

10.0.10586

Status
support

License

Codename

Based on
(kernel)

Supported
architectures

End of life

Closed
source,
Shared
source

Photon

CE 6.0

ARM

End of life

Closed
source,
Shared
source

Mango

CE 6.1

ARM

End of life

Closed
source,
Shared
source

CE 6.1

ARM

End of life

Closed
source,
Shared

NT 6.2

ARM

Apollo,
Portico
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Release
date

Name

RTM
build

Current
version

Status
support

License

Codename

Based on
(kernel)

Supported
architectures

source
Windows Phone 2014-0414
8.1

Windows 10
Mobile

12359

2015-1108

10586

Supported

Closed
source,
Shared
source

Blue

NT 6.3

ARM

Supported

Closed
source,
Shared
source

Threshold

NT 10.0

ARM

Technical information
DOS shells
Name

Architecture

Integrated
firewall

SMP
support

USB
support

UDMA
support

LFN
support

Update
management

APIs

Safe
Mode

Windows
1.0

x86 16-bit

No

No

No

No

No

No

Win16

No

Windows
2.0

x86 16-bit

No

No

No

No

No

No

Win16

No

Windows
3.0

x86 16-bit

No

No

No

No

No

No

Win16

No

Windows
3.1x

x86 16-bit (partial 32-bit
compatibility through
Win32s)

No

No

No

No

No

No

Win16,
Win32s

No

Windows 9x
Name

Kernel

Kernel
type

Architecture

Integrated SMP
USB
UDMA LFN
Update
firewall support support support support management

MS-DOS 7.0
(Win95,
Windows Win95A), Monolithic
MS-DOS 7.1
kernel
95
(Win95B,
Win95C)

x86, hybrid
16/32-bit

No

Windows
Monolithic
MS-DOS 7.1
kernel
98

x86, hybrid
16/32-bit

Windows
Monolithic
98 Second MS-DOS 7.1
kernel
Edition
Windows
Monolithic
MS-DOS 8.0
kernel
Me

APIs

Safe
Mode

No

Partial
(OSR
2.1/2.5
only) [2]

No

Yes

Windows
Update

Win16,
Win32

Yes

No

No

Yes

Yes

Yes

Windows
Update

Win16,
Win32

Yes

x86, hybrid
16/32-bit

No

No

Yes

Yes

Yes

Windows
Update

Win16,
Win32

Yes

x86, hybrid
16/32-bit

No

No

Yes

Yes

Yes

Windows
Update

Win16,
Win32

Yes

It is possible to install the MS-DOS variants 7.0 and 7.1 without the graphics user
interface of Windows. If an independent installation of both, DOS and Windows is
desired, DOS ought to be installed prior to Windows, at the start of a small partition.
The system must be transferred by the (dangerous) “SYSTEM” DOS-command, while
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the other files constituting DOS can simply be copied (the files located in the DOS-root
and the entire COMMAND directory). Such a stand-alone installation of MS-DOS 8 is
not possible, as it’s designed to work as real mode for Windows Me and nothing else.

Windows NT
The Windows NT kernel powers all recent Windows operating systems. It runs on IA-32,
x64 and Itanium processors.
Name

Architectu
re

Windows
NT 3.1

IA-32,
DEC
Alpha,
MIPS

Windows
NT 3.5

IA-32,
DEC
Alpha,
MIPS

Windows
NT 3.51

IA-32,
DEC
Alpha,
MIPS,
PowerPC

Windows
NT 4.0

IA-32,
DEC
Alpha,
MIPS,
PowerPC

Windows
2000

IA-32

Store

N/A

N/A

N/A

N/A

N/A

Integrat
ed
firewall

No

No

No

No

No

Windows
XP

IA-32,
Itanium,
x64

N/A

Yes

Windows
Server
2003

IA-32,
Itanium,
x64

N/A

Yes

SMP
support

Yes

Yes

Long
UDM
USB
filena Package
Update
A
suppor
me manageme manageme
suppo
nt
suppor
nt
t
rt
t

No

No

APIs

Data
Safe Executio
Mod
n
e Preventi
on

?

Yes
(NTFS
and
HPFS
volume
s only)

N/A

Win32,
OS/2,
POSIX

No

No

?

Yes
(except
on
CDFS
volume
s)

N/A

Win32,
OS/2,
POSIX

No

No

?

Yes
(except
on
CDFS
volume
s)

N/A

Win32,
OS/2,
POSIX

No

No

No

No

Yes

No

Yes

Yes (if
the Ion
USB
update
is
installe
d)

Yes

Yes

N/A

Windows
Update (if
Win32,
Internet
OS/2,
Explorer 5
POSIX
or later is
installed)

Yes

Yes
(USB
2.0
with
update
or
SP4)[3]

Yes

Yes

N/A

Windows
Update,
WSUS

Win32,
OS/2, Yes
POSIX

No

Yes
(USB
Yes
2.0
(Profession
with
al Edition
update
only)
or
SP1+)[4]

Yes

Yes

N/A

Windows
Update,
WSUS

Win32,
Yes
.NET

Yes (in
SP2)

Yes

Yes

N/A

Windows
Update,
WSUS

Win32

Yes (in
SP1)

Yes

Yes
(USB
2.0)[5]

Yes
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Name

Architectu
re

Store

Integrat
ed
firewall

Windows
Fundament
als for
Legacy PCs

IA-32

N/A

Yes

Windows
Vista

Windows
IA-32, x64 Marketpla
ce

SMP
support

No

Long
UDM
USB
filena Package
Update
A
suppor
me manageme manageme
suppo
nt
t
suppor
nt
rt
t

Yes

Yes

Yes

APIs

Data
Safe Executio
Mod
n
e Preventi
on

N/A

Windows
Update,
WSUS

Yes

Yes

Yes

Win32

Yes

Yes

Yes
(USB
2.0)

Yes

Yes

N/A

Win32,
.NET,
POSIX
Windows
(only
Update,
Yes
Enterpri
WSUS
se and
Ultimate
)

Windows
Server
2008

IA-32,
Itanium,
x64

N/A

Yes

Yes

Yes
(USB
2.0)

Yes

Yes

N/A

Windows
Update,
WSUS

Win32

Yes

Yes

Windows
Home
Server

IA-32

N/A

?

Yes

Yes
(USB
2.0)

?

Yes

N/A

Windows
Update

Win32

?

?

N/A

Yes

Yes

Yes
(USB
2.0)

Yes

Yes

N/A

Windows
Update,
WSUS

Win32,
Yes
.NET

Yes

Yes

Windows 7 IA-32, x64
Windows
Server
2008 R2

Itanium,
x64

N/A

Yes

Yes

Yes
(USB
2.0)

Yes

Yes

N/A

Windows
Update,
WSUS

Win32,
Yes
.NET

Windows
Home
Server
2011

x64

N/A

?

Yes

Yes
(USB
2.0)

?

Yes

N/A

Windows
Update

Win32

Windows
Server
2012

x64

Windows
Store

Yes

Yes

Yes
(USB
3.0)

Yes

Yes

Windows
Store

Windows
Update,
WSUS

Win32,
.NET, Yes
WinRT

Yes

Windows
Store

Yes

Yes

Yes
(USB
3.0)

Yes

Yes

Windows
Store

Windows
Update,
WSUS

Win32,
.NET, Yes
WinRT

Yes

Yes

Yes
(USB
3.0)

Windows
Windows
Update,
Store,
WSUS,
PowerShell Windows
Store

Win32,
.NET, Yes
WinRT

Yes

Yes

Yes
(USB
3.0)

Windows
Update,
WSUS,
Windows
Store

Win32,
.NET, Yes
WinRT

Yes

Yes

Yes
(USB
3.0)

Windows
Windows
Update,
Store,
WSUS,
PowerShell Windows
Store

Win32,
.NET, Yes
WinRT

Yes

Windows 8 IA-32, x64

Windows
8.1

Windows
Server
2012 R2

Windows
10

IA-32, x64

Windows
Store

x64

Windows
Store

IA-32, x64

Windows
Store

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Windows
Store

?

?

227

Architectu
re

Name

Windows
Server
2016

Store

Windows
Store

x64

Integrat
ed
firewall

Yes

SMP
support

Yes

Long
UDM
USB
filena Package
Update
A
suppor
me manageme manageme
suppo
nt
t
suppor
nt
rt
t
Yes
(USB
3.0)

Yes

Windows
Update,
WSUS,
Windows
Store

Windows
Store

Yes

APIs

Data
Safe Executio
Mod
n
e Preventi
on

Win32,
.NET, Yes
WinRT

Yes

Windows Phone
Name

Architecture Integrated firewall SMP support USB support UDMA support Package management APIs

Windows Phone 8

ARMv7

Yes

Yes

Yes (USB 2.0)

Yes

Windows Phone Store

Windows Phone 8.1

ARMv7

Yes

Yes

Yes

Yes

Windows Phone Store WinRT

Windows 10 Mobile

ARMv7

Yes

Yes

Yes

Yes

Windows Store

Supported file systems
Various versions of Windows support various file systems, including: FAT12, FAT16,
FAT32, HPFS, or NTFS, along with network file systems shared from other computers,
and the ISO 9660 and UDF file systems used for CDs, DVDs, and other optical discs
such as Blu-ray. Each file system is usually limited in application to certain media, for
example CDs must use ISO 9660 or UDF, and as of Windows Vista, NTFS is the only file
system which the operating system can be installed on. Windows Embedded CE 6.0,
Windows Vista Service Pack 1, and Windows Server 2008 onwards support exFAT, a file
system more suitable for flash drives.

Windows 9x
FAT12

FAT16

FAT32

HPFS

ISO 9660

NTFS

UDF

Windows 95

Yes

Yes

Yes (OSR2 or above)

Network Drive

Yes

Network Drive

No

Windows 98

Yes

Yes

Yes

Network Drive

Yes

Network Drive

Yes (1.5, read)

Windows Me

Yes

Yes

Yes

Network Drive

Yes

Network Drive

Yes (1.5, read)

Windows NT
FAT12

FAT16

FAT32

HPFS

ISO 9660

NTFS

UDF

ReFS

Windows NT 3.1, 3.5, 3.51

Yes

Yes

No

Yes

Yes

Yes v1.0/v1.1

?

No

Windows NT 4.0

Yes

Yes

No

Partial

Yes

Yes v1.2

?

No

Windows 2000

Yes

Yes

Yes

No

Yes

Yes v3.0

Yes

No

Windows XP

Yes

Yes

Yes

No

Yes

Yes v3.1

Yes (2.01)

No

Windows Server 2003

Yes

Yes

Yes

No

Yes

Yes v3.1

Yes

No
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FAT12

FAT16

FAT32

HPFS

ISO 9660

NTFS

UDF

ReFS

Windows Vista

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

No

Windows Server 2008

Yes

Yes

Yes

No

Yes

Yes v5

Yes

No

Windows 7

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

No

Windows Server 2008 R2

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

No

Windows Server 2012

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

Yes

Windows 8

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

No

Windows 8.1

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

Yes

Windows Server 2012 R2

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

Yes

Windows 10

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

Yes

Windows Server 2016

Yes

Yes

Yes

No

Yes

Yes v5

Yes (2.6)

Yes

Windows Phone
FAT12

FAT16

FAT32

HPFS

ISO 9660

NTFS

UDF (More Info)

ReFS

Windows Phone 8

?

Yes

Yes

No

?

Yes v5

?

No

Windows Phone 8.1

?

Yes

Yes

No

?

Yes v5

?

No

Windows 10 Mobile

?

Yes

Yes

No

?

Yes v5

?

?

Hardware requirements
Installing Windows requires an internal or external optical drive. A keyboard and mouse
are the recommended input devices, though some versions support a touchscreen. For
operating systems prior to Vista, the drive must be capable of reading CD media, while
in Windows Vista onwards, the drive must be DVD-compatible. The drive may be
detached after installing Windows.

Windows 9x
CPU

RAM

Free disk space

Windows 95

386

4 MB

120 MB

Windows 98

486 DX2 66 MHz

16 MB

300 MB

Windows Me (Millennium Edition)

Pentium 150 MHz

32 MB

400 MB
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Windows NT
RAM
Version

CPU
Minimum

Recommended

Free disk
space

Video adapter and
monitor

Windows NT 3.51 Workstation

386, 25 MHz

8 MB

?

90 MB

?

Windows NT 4.0 Workstation

486, 33 MHz

12 MB

?

110 MB

?

Windows 2000 Professional

133 MHz

32 MB

128 MB

650 MB

VGA (640 × 480)

233 MHz

64 MB

128 MB

Windows XP

1.5 GB

Windows Fundamentals for
Legacy PCs

500 MB

Windows XP Professional x64

700 MHz Itanium[6]

1 GB[6]

?

6 GB[6]

Windows Server 2003

1 GHz (x86) or 1.4 GHz
(x64)

128 MB

256 MB

Windows Vista

800 MHz

SVGA (800 × 600)
For Aero (if applicable):
128 MB VRAM

2 GB

15 GB
(~6.5 GB for
OS)

[7]

2 GB

10 GB

384 MB
(Starter)

512 MB
(others)

Windows Server 2008

1 GHz (x86) or 1.4 GHz
(x64)

Windows 7

1 GHz

1 GB (x86)
2 GB (x64)

2 GB

16 GB
(~6.5 GB for
OS)

Windows Server 2012

1.4 GHz (x86-64)

512 MB

1 GB

10 GB

Windows 8

1 GHz

1 GB (x86)
2 GB (x64)

4 GB

20 GB
(~6.5 GB for
OS)

Windows 10

1 GHz or faster processor
or SoC

1 GB (x86)
2 GB (x64)

4 GB

16 GB (x86)
20 GB (x64)

1024 x 768 for Windows
Store apps
1366 x 768 to snap apps

800x600

Windows Server 2016

Windows Phone
RAM
Version

CPU
Minimum

Recommended

Free disk space

Video adapter and monitor

Windows Phone 7

0.8 GHz

256 MB

N/A

4 GB

WVGA (800 × 480)

Windows Phone 8

1 GHz

512 MB

N/A

8 GB

WVGA (800 × 480)

Windows Phone 8.1

1 GHz

512 MB

N/A

4 GB

WVGA (800 × 480)

Windows 10 Mobile

1 GHz

1 GB

1 GB

8 GB

WVGA (800 × 480)

Physical memory limits
Maximum limits on physical memory (RAM) that Windows can address vary depending
on both the Windows version and between IA-32 and x64 versions.[8][9]

Windows 9x
•

Windows 95: 480 MB[10]
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•

Windows 98: 1 GB

•

Windows Me: 1.5 GB

Windows NT
Operating system

Limit on IA-32 Limit on x64

Windows NT 4.0

4 GB

N/A

Windows 2000 Professional/Server

4 GB

N/A

Windows 2000 Advanced Server

8 GB

N/A

Windows 2000 Datacenter

32 GB

N/A

Windows XP Starter

512 MB

N/A

Windows XP Home

4 GB

N/A

Windows XP Professional

4 GB

128 GB

Windows Server 2003 RTM Web

2 GB

N/A

Windows Server 2003 RTM Standard/Small Business

4 GB

N/A

Windows Server 2003 RTM Enterprise/Datacenter

64 GB

N/A

Windows Server 2003 R2/SP1 Standard

4 GB

32 GB

Windows Server 2003 R2/SP1 Enterprise/Datacenter

64 GB

1 TB

Windows Vista Starter

1 GB

N/A

Windows Vista Home Basic

4 GB

8 GB

Windows Vista Home Premium

4 GB

16 GB

Windows Vista Business/Enterprise/Ultimate

4 GB

128 GB

Windows Home Server

4 GB

N/A

Windows Server 2008 Web Server/Standard/Small Business

4 GB

32 GB

N/A

128 GB

Windows Server 2008 Enterprise/Datacenter

64 GB

1 TB

Windows 7 Starter

2 GB

N/A

Windows 7 Home Basic

4 GB

8 GB

Windows 7 Home Premium

4 GB

16 GB

Windows 7 Professional/Enterprise/Ultimate

4 GB

192 GB

Windows Server 2008 R2 Foundation

N/A

8 GB

Windows Server 2008 R2 Web Server/Standard

N/A

32 GB

Windows HPC Server 2008 R2

N/A

128 GB

Windows HPC Server 2008
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Operating system
Windows Server 2008 R2 Enterprise/Datacenter

Limit on IA-32 Limit on x64
N/A

2 TB

Windows 8

4 GB

128 GB

Windows 8 Pro/Enterprise

4 GB

512 GB

Windows Server 2012 Foundation

N/A

32 GB

Windows Server 2012 Essentials

N/A

64 GB

Windows Server 2012 Standard/Datacenter

N/A

4 TB

Windows Storage Server 2012 Standard

N/A

4 TB

Windows Storage Server 2012 Workgroup

N/A

32 GB

Hyper-V Server 2012

N/A

4 TB

Windows 10 Home

4 GB

128 GB

Windows 10 Pro

4 GB

2 TB

Windows 10 Education

4 GB

2 TB

Windows 10 Enterprise

4 GB

2 TB

Windows Server 2016 Standard

N/A

24 TB

Windows Server 2016 Datacenter

N/A

24 TB

Security features
Resource
access control

Subsystem isolation
mechanisms

Integrated firewall

Encrypted file
Windows
Defender
systems
Hello

TCP/IP Filtering, IPSec

Yes (NTFS
only)

No

No

Win32 WindowStation,
Desktop, Job objects

Windows Firewall (from
SP2), TCP/IP Filtering, IPSec

Yes (NTFS
only)

Optional

No

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Optional

No

Windows Vista

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

No

Windows
Server 2008

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

No

Windows 7

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

No

Windows
Server 2012

ACLs,
Privileges,

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

No

Windows 2000

ACLs

Windows XP

ACLs

Windows
Server 2003
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Resource
access control

Subsystem isolation
mechanisms

Integrated firewall

Encrypted file
Windows
Defender
systems
Hello

RBAC
Windows 8

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

No

Windows
Server 2012 R2

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

No

Windows 8.1

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

No

Windows 10

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

Yes

Windows
Server 2016

ACLs,
Privileges,
RBAC

Win32 WindowStation,
Desktop, Job objects

Windows Firewall, TCP/IP
Filtering, IPSec

Yes

Yes

?

Features
Version

Shell

Visual styles

Browser

Web
server

Windows Media
Player

Command-line
interpreter

Windows 1.0

MS-DOS
executive

(Unnamed)

N/A

N/A

N/A

N/A

Windows 2.0

MS-DOS
executive

(Unnamed)

N/A

N/A

N/A

N/A

Windows 3.0

Program
Manager

(Unnamed)

N/A

N/A

3.0 (Multimedia
Extension edition only)

N/A

Windows
3.1x

Program
Manager

(Unnamed)

N/A

N/A

3.1

N/A

N/A

4.0

COMMAND.COM

Windows 95

Windows shell

Classic

Internet Explorer 2
in OSR1
Internet Explorer 3
in OSR2 and
OSR2.1
Internet Explorer 4
in OSR2.5

Windows NT
4.0

Windows shell

Classic

Internet Explorer 2

PWS

4.0

COMMAND.COM,
CMD.EXE

Windows 98

Windows shell

Classic

Internet Explorer
4.01

PWS

4.0

COMMAND.COM

Windows 98
SE

Windows shell

Classic

Internet Explorer 5

PWS

4.0

COMMAND.COM

Windows
2000

Windows shell

Classic

Internet Explorer
5.01

IIS 5.0

5.0 and 6.4 (side by
side)

COMMAND.COM,
CMD.EXE

Windows Me

Windows shell

Classic

Internet Explorer
5.5

N/A

6.4 and 7.0 (side by
side)

COMMAND.COM
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Windows Media
Player

Command-line
interpreter

5.1, 6.4 and 8 (in
RTM)
5.1, 6.4 and 9 (in SP1)

COMMAND.COM,
CMD.EXE,
PowerShell (optional)

IIS 6.0

9, 10

COMMAND.COM,
CMD.EXE,
PowerShell (optional)

Aero (default), Classic Internet Explorer 7

IIS 7

11

COMMAND.COM,
CMD.EXE,
PowerShell (optional)

Windows shell,
Server Core

Classic (default), Aero
(via “Desktop
Internet Explorer 7
Experience”)

IIS 7

11 (enabled by
installing “Desktop
Experience”)

COMMAND.COM,
CMD.EXE,
PowerShell (optional)

Windows 7

Windows shell

Aero (default), Classic Internet Explorer 8 IIS 7.5

12

COMMAND.COM,
CMD.EXE,
PowerShell v2.0

Windows
Server 2008
R2

Windows shell,
Server Core

Classic (default), Aero
(via “Desktop
Internet Explorer 8 IIS 7.5
Experience”)

12 (via “Desktop
Experience”)

CMD.EXE,
PowerShell v2.0

Windows
Server 2012

Windows shell,
Server Core

Metro-inspired

Internet Explorer
10

IIS 8

12 (via “Desktop
Experience”)

CMD.EXE,
PowerShell v3.0

Windows 8

Windows shell

Metro-inspired

Internet Explorer
10

IIS 8

12

COMMAND.COM,
CMD.EXE,
PowerShell v3.0

Windows
Server 2012
R2

Windows shell,
Windows server
core

Metro-inspired

Internet Explorer
11

IIS 8.5

12 (via “Desktop
Experience”)

CMD.EXE,
PowerShell v4.0

Windows 8.1

Windows shell

Metro-inspired

Internet Explorer
11

IIS 8.5

12

COMMAND.COM,
CMD.EXE,
PowerShell v4.0

Windows 10

Windows shell

Microsoft Design
Language 2

Internet Explorer
11
IIS 10.0
Microsoft Edge
12-13

12

COMMAND.COM,
CMD.EXE,
PowerShell v5.0

Windows
Server 2016

Windows shell,
Windows server
core

Microsoft Design
Language 2

Internet Explorer
11
IIS 10.0
Microsoft Edge 13

12 (via “Desktop
Experience”)

CMD.EXE,
PowerShell v5.0

Visual styles

Browser

Web
server

Version

Shell

Windows XP

Windows shell

Luna (default), Classic Internet Explorer 6 IIS 5.1

Windows
Server 2003

Windows shell

Classic (default), Luna

Windows
Vista

Windows shell

Windows
Server 2008

6.0
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macOS
From Wikipedia, the free encyclopedia
https://en.wikipedia.org/wiki/MacOS

Screenshot of the latest version of macOS, Sierra (10.12), September 2016

macOS (pronounced /ˌmækoʊɛs/;[5] previously Mac OS X,[NB 1] then OS X[NB 2]) is the
current series of Unix-based graphical operating systems developed and marketed by
Apple Inc. designed to run on Apple’s Macintosh computers (“Macs”), having been
preinstalled on all Macs since 2002. Within the market of desktop, laptop and home
computers, and by web usage, it is the second most widely used desktop OS after
Microsoft Windows.[6][7]
Launched in 2001 as Mac OS X, the series is the latest in the family of Macintosh
operating systems. Mac OS X succeeded “classic” Mac OS, which was introduced in
1984, and the final release of which was Mac OS 9 in 1999. An initial, early version of the
system, Mac OS X Server 1.0, was released in 1999. The first desktop version, Mac OS X
10.0, followed in March 2001. In 2012, Apple rebranded Mac OS X to OS X. Releases
were code named after big cats from the original release up until OS X 10.8 Mountain
Lion. Beginning in 2013 with OS X 10.9 Mavericks, releases have been named after
landmarks in California.[8] In 2016, Apple rebranded OS X to macOS, adopting the
nomenclature that it uses for their other operating systems, iOS, watchOS, and tvOS.
The latest version of macOS is macOS 10.12 Sierra, which was publicly released in
September 2016.
macOS is based on technologies developed at NeXT between 1985 and 1997, when Apple
acquired the company. The “X” in Mac OS X and OS X is pronounced “ten”, as it is the
Roman numeral for the number 10. The X was a prominent part of the operating
system’s brand identity, and was used to showcase its Unix compatibility; UNIX 03
certification was achieved for the Intel version of Mac OS X 10.5 Leopard[9] and all
releases from Mac OS X 10.6 Snow Leopard up to the current version also have UNIX 03
certification.[10][11][12][13][14][15][16] macOS shares its Unix-based core, named Darwin, and
many of its frameworks with iOS,[17] tvOS and watchOS. A heavily modified version of
Mac OS X 10.4 Tiger was used for the first-generation Apple TV.[18]
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Apple also used to have a separate line of releases of Mac OS X designed for servers.
Beginning with Mac OS X 10.7 Lion, the server functions were made available as a
separate package on the Mac App Store.
Releases of Mac OS X from 1999 to 2005 can run only on the PowerPC-based Macs from
the time period. After Apple announced that they were switching to Intel CPUs from
2006 onwards, a separate version of Mac OS X 10.4 Tiger was made and distributed
exclusively with early Intel-based Macs; it included an emulator known as Rosetta,
which allowed users to run most PowerPC applications on Intel-based Macs. Mac OS X
10.5 Leopard was released as a Universal binary, meaning the installer disc supported
both Intel and PowerPC processors. In 2009, Apple released Mac OS X 10.6 Snow
Leopard, which ran exclusively on Intel-based Macs. In 2011, Apple released Mac OS X
10.7 Lion, which no longer supported 32-bit Intel processors and also did not include
Rosetta. All versions of the system released since then run exclusively on 64-bit Intel
CPUs and do not support PowerPC applications.
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5.3 Promotion
6 See also
7 Notes
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9 External links

History
Development

Simplified history of Unix-like operating systems

The heritage of what would become macOS had originated at NeXT, a company founded
by Steve Jobs following his departure from Apple in 1985. There, the Unix-like
NeXTSTEP operating system was developed, and then launched in 1989. The kernel of
NeXTSTEP is based upon the Mach kernel, which was originally developed at Carnegie
Mellon University, with additional kernel layers and low-level user space code derived
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from parts of BSD. Its graphical user interface was built on top of an object-oriented
GUI toolkit using the Objective-C programming language.
Throughout the early 1990s, Apple had tried to create a “next-generation” OS to succeed
its classic Mac OS through the Taligent, Copland and Gershwin projects, but all of them
were eventually abandoned.[19] This led Apple to purchase NeXT in 1996, allowing
NeXTSTEP, then called OPENSTEP, to serve as the basis for Apple’s next generation
operating system.[20] This purchase also led to Steve Jobs returning to Apple as an
interim, and then the permanent CEO, shepherding the transformation of the
programmer-friendly OPENSTEP into a system that would be adopted by Apple’s
primary market of home users and creative professionals. The project was first code
named “Rhapsody“ and then officially named Mac OS X.[21][22]

Mac OS X
Launch of Mac OS X
Mac OS X was originally presented as the tenth major version of Apple’s operating
system for Macintosh computers; current versions of macOS retain the major version
number “10”. Previous Macintosh operating systems (versions of the classic Mac OS)
were named using Arabic numerals, e.g. Mac OS 8 and Mac OS 9. The letter “X” in Mac
OS X’s name refers to the number 10, a Roman numeral. It is therefore correctly
pronounced “ten” /ˈtɛn/ in this context.[23][24] However, a common mispronunciation is
“X” /ˈɛks/.[25]
The first version of Mac OS X, Mac OS X Server 1.0, was a transitional product,
featuring an interface resembling the classic Mac OS, though it was not compatible with
software designed for the older system. Consumer releases of Mac OS X included more
backward compatibility. Mac OS applications could be rewritten to run natively via the
Carbon API; many could also be run directly through the Classic Environment with a
reduction in performance.
The consumer version of Mac OS X was launched in 2001 with Mac OS X 10.0. Reviews
were variable, with extensive praise for its sophisticated, glossy Aqua interface but
criticizing it for sluggish performance.[26] With Apple’s popularity at a low, the makers of
several classic Mac applications such as FrameMaker and PageMaker declined to
develop new versions of their software for Mac OS X.[27] Ars Technica columnist John
Siracusa, who reviewed every major OS X release up to 10.10, described the early
releases in retrospect as ‘dog-slow, feature poor’ and Aqua as ‘unbearably slow and a
huge resource hog’.[26][28][29]
Following releases
Apple rapidly developed several new releases of Mac OS X. Siracusa’s review of version
10.3, Panther, noted “It’s strange to have gone from years of uncertainty and vaporware
to a steady annual supply of major new operating system releases.”[30] Version 10.4,
Tiger, reportedly shocked executives at Microsoft by offering a number of features, such
as fast file searching and improved graphics processing, that Microsoft had spent several
years struggling to add to Windows with acceptable performance.[31]
In 2006, the first Intel Macs released used a specialized version of Mac OS X 10.4
Tiger.[32] In 2007, Mac OS X 10.5 Leopard was the first to run on both PowerPC and
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Intel Macs with the use of universal binaries.[33] Mac OS X 10.6 Snow Leopard was the
first version of OS X to drop support for PowerPC Macs.[34]
As the operating system evolved, it moved away from the classic Mac OS, with
applications being added and removed. Targeting the consumer and media markets,
Apple emphasized its new “digital lifestyle” applications such as the iLife suite,
integrated home entertainment through the Front Row media center and the Safari web
browser.[35] With increasing popularity of the internet, Apple offered additional online
services, including the .Mac, MobileMe and most recently iCloud products. It also began
selling third-party applications through the Mac App Store.
Newer versions of Mac OS X also included modifications to the general interface,
moving away from the striped gloss and transparency of the initial versions. Some
applications began to use a brushed metal appearance, or non-pinstriped titlebar
appearance in version 10.4.[36] In Leopard, Apple announced a unification of the
interface, with a standardized gray-gradient window style.[37][38]
A key development for the system was the announcement and release of the iPhone
from 2007 onwards. While Apple’s previous iPod media players used a minimal
operating system, the iPhone used an operating system based on Mac OS X, which
would later be called “iPhone OS” and then iOS. The simultaneous release of two
operating systems based on the same frameworks placed tension on Apple, which cited
the iPhone as forcing it to delay Mac OS X 10.5 Leopard.[39] However, after Apple
opened the iPhone to third-party developers its commercial success drew attention to
Mac OS X, with many iPhone software developers showing interest in Mac
development.[40]
In two succeeding versions, Lion and Mountain Lion, Apple moved some applications to
a highly skeumorphic style of design inspired by contemporary versions of iOS, at the
same time simplifying some elements by making controls such as scroll bars fade out
when not in use.[28] This direction was, like brushed metal interfaces, unpopular with
some users, although it continued a trend of greater animation and variety in the
interface previously seen in design aspects such as the Time Machine backup utility,
which presented past file versions against a swirling nebula, and the glossy translucent
dock of Leopard and Snow Leopard.[41] In addition, with Mac OS X 10.7 Lion, Apple
ceased to release separate server versions of Mac OS X, selling server tools as a separate
downloadable application through the Mac App Store. A review described the trend in
the server products as becoming “cheaper and simpler... shifting its focus from large
businesses to small ones.”[42]

OS X
In 2012, with the release of OS X 10.8 Mountain Lion, the name of the system was
shortened from Mac OS X to OS X. That year, Apple removed the head of OS X
development, Scott Forstall, and design was changed towards a more minimal
direction.[43] Apple’s new user interface design, using deep color saturation, text-only
buttons and a minimal, ‘flat’ interface, was debuted with iOS 7 in 2013. With OS X
engineers reportedly working on iOS 7, the version released in 2013, OS X 10.9
Mavericks, was something of a transitional release, with some of the skeumorphic
design removed, while most of the general interface of Mavericks remained
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unchanged.[44] The next version, OS X 10.10 Yosemite, adopted a design similar to iOS 7
but with greater complexity suitable for an interface controlled with a mouse.[45]
From 2012 onwards, the system has shifted to an annual release schedule similar to that
of iOS. It also steadily cut the cost of updates from Snow Leopard onwards, before
removing upgrade fees altogether from 2013 onwards.[46] Some journalists and thirdparty software developers have suggested that this decision, while allowing more rapid
feature release, meant less opportunity to focus on stability, with no version of OS X
recommendable for users requiring stability and performance above new features.[47]
Apple’s 2015 update, OS X 10.11 El Capitan, was announced to focus specifically on
stability and performance improvements.
macOS
In 2016, with the release of macOS 10.12 Sierra, the name was changed from OS X to
macOS. macOS 10.12 Sierra’s main features are the introduction of Siri to macOS,
Optimized Storage, improvements to included applications, and greater integration with
Apple’s iPhone and Apple Watch. The Apple File System was announced at the Apple
Worldwide Developers Conference in 2016 as a replacement for HFS Plus, a highlycriticized file system. This new file system will be implemented at a later date.[48]

Architecture
At macOS’s core is a POSIX compliant operating system built on top of the XNU kernel,
with standard Unix facilities available from the command line interface. Apple has
released this family of software as a free and open source operating system named
Darwin. On top of Darwin, Apple layered a number of components, including the Aqua
interface and the Finder, to complete the GUI-based operating system which is
macOS.[49]
With its original introduction as Mac OS X, the system brought a number of new
capabilities to provide a more stable and reliable platform than its predecessor, the
classic Mac OS. For example, pre-emptive multitasking and memory protection
improved the system’s ability to run multiple applications simultaneously without them
interrupting or corrupting each other.[50] Many aspects of macOS’s architecture are
derived from OPENSTEP, which was designed to be portable, to ease the transition from
one platform to another. For example, NeXTSTEP was ported from the original 68kbased NeXT workstations to x86 and other architectures before NeXT was purchased by
Apple,[51] and OPENSTEP was later ported to the PowerPC architecture as part of the
Rhapsody project.
The default macOS file system is HFS+, which it inherited from the classic Mac OS.
Operating system designer Linus Torvalds has criticized HFS+, saying it is “probably the
worst file system ever”, whose design is “actively corrupting user data”. He criticized the
case insensitivity of file names, a design made worse when Apple extended the file
system to support Unicode.[52][53] Initially, HFS+ was designed for classic Mac OS, which
runs on big-endian 68K and PowerPC systems. When Apple switched Macintosh to
little-endian Intel processors, it continued to use big-endian byte order on HFS+ file
systems. As a result, macOS on current Macs must do byte swap when it reads file
system data.[54][55] These concerns are being addressed with the new Apple File System,
which will be included in a later update.
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The Darwin subsystem in macOS is in charge of managing the file system, which
includes the Unix permissions layer. In 2003 and 2005, two Macworld editors
expressed criticism of the permission scheme; Ted Landau called misconfigured
permissions “the most common frustration” in macOS, while Rob Griffiths suggested
that some users may even have to reset permissions every day, a process which can take
up to 15 minutes.[56] More recently, another Macworld editor, Dan Frakes, called the
procedure of repairing permissions vastly overused.[57] He argues that macOS typically
handles permissions properly without user interference, and resetting permissions
should just be tried when problems emerge.[58]
The architecture of macOS incorporates a layered design:[59] the layered frameworks aid
rapid development of applications by providing existing code for common tasks.[60]
Apple provides its own software development tools, most prominently an integrated
development environment called Xcode. Xcode provides interfaces to compilers that
support several programming languages including C, C++, Objective-C, and Swift. For
the Apple–Intel transition, it was modified so that developers could build their
applications as a universal binary, which provides compatibility with both the Intelbased and PowerPC-based Macintosh lines.[61] First and third-party applications can be
controlled programatically using the AppleScript framework,[62] retained from the
classic Mac OS,[63] or using the newer Automator application that offers pre-written
tasks that do not require programming knowledge.[64]

Software compatibility
List of macOS versions and the software they run
Operating system

Safari Mail QuickTime iTunes Messages/iChat iWork

10.12 “Sierra”
10.1
10.11 “El Capitan”

10.3

10.0

2016

?

2014

8.0

2013

10.4
12.6

10.10 “Yosemite”
9.1.3
10.9 “Mavericks”
10.8 “Mountain Lion”

7.3

10.3

?

10.2

6.1
10.7 “Lion”

?

12.2.2[66] Beta[67] or 6.0.1

?

10.6 “Snow Leopard” 5.1.10[68] 4.5[69]

12.4[65]

10.1

11.4[70]

5.0

‘09

10.5 “Leopard”

5.0.6

3.6

7.7

10.6.3[71]

4.0

10.4 “Tiger”

4.1.3

2.1.3

7.6.4

9.2.1[72]

3.0

10.3 “Panther”

1.3.2

7.5

7.7.1[73]

2.1[74]

‘05

10.2 “Jaguar”[note 1]

1.0.3

6.5.3

6.0.5

2.0

Keynote

6.3.1

4.7.1
N/A

N/A

5.0

2.0.4

1.x
10.1 “Puma”
N/A

10.0 “Cheetah”[note 2]
1.

Keynote 1.0 is the only iLife program that is compatible with Mac OS X 10.2 “Jaguar”. Two minor
updates, 1.1 and 1.1.1, can be applied to this version.
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2. iTunes 2.0.4 can only run if Classic is installed. Otherwise, Mac OS X 10.0 can only run iTunes
1.1.1 natively.

Apple offered two main APIs to develop software natively for macOS: Cocoa and
Carbon. Cocoa was a descendant of APIs inherited from OPENSTEP with no ancestry
from the classic Mac OS, while Carbon was an adaptation of classic Mac OS APIs,
allowing Mac software to be minimally rewritten in order to run natively on Mac OS X.
The Cocoa API was created as the result of a 1993 collaboration between NeXT
Computer and Sun Microsystems. This heritage is highly visible for Cocoa developers,
since the “NS” prefix is ubiquitous in the framework, standing variously for NeXTSTEP
or NeXT/Sun. The official OPENSTEP API, published in September 1994, was the first
to split the API between Foundation and ApplicationKit and the first to use the “NS”
prefix.[51] Traditionally, Cocoa programs have been mostly written in Objective-C, with
Java as an alternative. However, on July 11, 2005, Apple announced that “features
added to Cocoa in Mac OS X versions later than 10.4 will not be added to the Cocoa-Java
programming interface.”[75] macOS also used to support the Java Platform as a
“preferred software package”—in practice this means that applications written in Java fit
as neatly into the operating system as possible while still being cross-platform
compatible, and that graphical user interfaces written in Swing look almost exactly like
native Cocoa interfaces. Since 2014, Apple has promoted its new programming language
Swift as the preferred language for software development on Apple platforms.
Apple’s original plan with macOS was to require all developers to rewrite their software
into the Cocoa APIs. This caused much outcry among existing Mac developers, who
threatened to abandon the platform rather than invest in a costly rewrite, and the idea
was shelved.[22][76] To permit a smooth transition from Mac OS 9 to Mac OS X, the
Carbon Application Programming Interface (API) was created.[22] Applications written
with Carbon were initially able to run natively on both classic Mac OS and Mac OS X,
although this ability was later dropped as Mac OS X developed. Carbon was not included
in the first product sold as Mac OS X: the little-used original release of Mac OS X Server
1.0, which also did not include the Aqua interface.[77] Apple limited further development
of Carbon from the release of Leopard onwards, announcing Carbon applications would
not receive the ability to run at 64-bit.[76] As of 2015, a small number of older Mac OS X
apps with heritage dating back to the classic Mac OS still used Carbon, including
Microsoft Office. Early versions of macOS could also run some classic Mac OS
applications through the Classic Environment with performance limitations; this feature
was removed from 10.5 onwards and all Macs using Intel processors.
Because macOS is POSIX compliant, many software packages written for the other
Unix-like systems such as Linux can be recompiled to run on it, including much
scientific and technical software.[78] Third-party projects such as Homebrew, Fink,
MacPorts and pkgsrc provide pre-compiled or pre-formatted packages. Apple and
others have provided versions of the X Window System graphical interface which can
allow these applications to run with an approximation of the macOS look-andfeel.[79][80][81] The current Apple-endorsed method is the open-source XQuartz project;
earlier versions could use the X11 application provided by Apple, or before that the
XDarwin project.[82]
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Applications can be distributed to Macs and installed by the user from any source and
by any method such as downloading (with or without code signing, available via an
Apple developer account) or through the Mac App Store, a marketplace of software
maintained by Apple by way of a process requiring the company’s approval. Apps
installed through the Mac App Store run within a sandbox, restricting their ability to
exchange information with other applications or modify the core operating system and
its features. This has been cited as an advantage, by allowing users to install apps with
confidence that they should not be able to damage their system, but also as a
disadvantage, by blocking the Mac App Store’s use by professional applications that
require elevated privileges.[83][84] Applications without any code signature cannot be run
by default except from a computer’s administrator account.[85][86]
Apple produces macOS applications, some of which are included and some sold
separately. This includes iWork, Final Cut Pro, Logic Pro, iLife, and the database
application FileMaker. Numerous other developers also offer software for macOS.

Hardware compatibility
List of macOS versions, the supported systems on which they run, and their RAM
requirements
Operating system

Supported systems

RAM requirement

10.12

Intel Macs (64-bit) released in:
2009 (iMac and main MacBook line), 2010 (other) or later

10.8 – 10.11

Intel Macs (64-bit) released in:
2007 (prosumer and iMac), 2008 (other consumer), 2009 (Xserve) or later

10.7

Intel Macs (64-bit)[87]
Rosetta support dropped from 10.7 and newer.

10.6

Intel Macs (32-bit or 64-bit)[87]

1 GB

10.5

G4, G5 and Intel Macs (32-bit or 64-bit) at 867 MHz or faster
Classic support dropped from 10.5 and newer.

512 MB

10.4

Macs with built-in FireWire and either a New World ROM or Intel
processor

256 MB

10.3

Macs with a New World ROM[88]

10.0 – 10.2

G3, G4 and G5 iBook and PowerBook, Power Mac and iMac

2 GB

128 MB

(except PowerBook G3 “Kanga”)

Tools such as XPostFacto and patches applied to the installation media have been
developed by third parties to enable installation of newer versions of macOS on systems
not officially supported by Apple. This includes a number of pre-G3 Power Macintosh
systems that can be made to run up to and including Mac OS X 10.2 Jaguar, all G3based Macs which can run up to and including Tiger, and sub-867 MHz G4 Macs can
run Leopard by removing the restriction from the installation DVD or entering a
command in the Mac’s Open Firmware interface to tell the Leopard Installer that it has
a clock rate of 867 MHz or greater. Except for features requiring specific hardware (e.g.
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graphics acceleration or DVD writing), the operating system offers the same
functionality on all supported hardware.
As most Mac hardware components, or components similar to those, since the Intel
transition are available for purchase,[89] some technology-capable groups have
developed software to install macOS on non-Apple computers. These are referred to as
Hackintoshes, a portmanteau of the words “hack” and “Macintosh”. This violates
Apple’s EULA (and is therefore unsupported by Apple technical support, warranties
etc.), but communities that cater to personal users, who do not install for resale and
profit, have generally been ignored by Apple.[90][91][92] These self-made computers allow
more flexibility and customization of hardware, but at a cost of leaving the user more
responsible for their own machine, such as on matter of data integrity or security.[93]
Psystar, a business that attempted to profit from selling macOS on non-Apple certified
hardware, was sued by Apple in 2008.[94]

PowerPC–Intel transition
In April 2002, eWeek announced a rumor that Apple had a version of Mac OS X codenamed Marklar, which ran on Intel x86 processors. The idea behind Marklar was to
keep Mac OS X running on an alternative platform should Apple become dissatisfied
with the progress of the PowerPC platform.[95] These rumors subsided until late in May
2005, when various media outlets, such as The Wall Street Journal[96] and CNET,[97]
announced that Apple would unveil Marklar in the coming months.[98][99][100]
On June 6, 2005, Steve Jobs announced in his keynote address at the annual Apple
Worldwide Developers Conference that Apple would be making the transition from
PowerPC to Intel processors over the following two years, and that Mac OS X would
support both platforms during the transition. Jobs also confirmed rumors that Apple
had versions of Mac OS X running on Intel processors for most of its developmental life.
Intel-based Macs would run a new recompiled version of OS X along with Rosetta, a
binary translation layer which enables software compiled for PowerPC Mac OS X to run
on Intel Mac OS X machines.[101] The system was included with Mac OS X versions up to
version 10.6.8.[102] Apple dropped support for Classic mode on the new Intel Macs.
Third party emulation software such as Mini vMac, Basilisk II and SheepShaver
provided support for some early versions of Mac OS. A new version of Xcode and the
underlying command-line compilers supported building universal binaries that would
run on either architecture.[103]
PowerPC-only software is supported with Apple’s official emulation software, Rosetta,
though applications eventually had to be rewritten to run properly on the newer
versions released for Intel processors. Apple initially encouraged developers to produce
universal binaries with support for both PowerPC and Intel.[104] There is a performance
penalty when PowerPC binaries run on Intel Macs through Rosetta. Moreover, some
PowerPC software, such as kernel extensions and System Preferences plugins, are not
supported on Intel Macs at all. Some PowerPC applications would not run on macOS at
all. Plugins for Safari need to be compiled for the same platform as Safari, so when
Safari is running on Intel, it requires plug-ins that have been compiled as Intel-only or
universal binaries, so PowerPC-only plug-ins will not work.[105] While Intel Macs are
able to run PowerPC, Intel, and universal binaries; PowerPC Macs support only
universal and PowerPC builds.
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Support for the PowerPC platform was dropped following the transition. In 2009, Apple
announced at its Worldwide Developers Conference that Mac OS X 10.6 Snow Leopard
would drop support for PowerPC processors and be Intel-only.[106] Rosetta continued to
be offered as an optional download or installation choice in Snow Leopard before it was
discontinued with Mac OS X 10.7 Lion.[107][107] In addition, new versions of Mac OS X
first- and third-party software increasingly required Intel processors, including new
versions of iLife, iWork, Aperture and Logic Pro.

Features
Aqua user interface

The original Aqua user interface as seen in the Mac OS X Public Beta from 2000

One of the major differences between the classic Mac OS and the current macOS was the
addition of Aqua, a graphical user interface with water-like elements, in the first major
release of Mac OS X. Every window element, text, graphic, or widget is drawn on-screen
using spatial anti-aliasing technology.[108] ColorSync, a technology introduced many
years before, was improved and built into the core drawing engine, to provide color
matching for printing and multimedia professionals.[109] Also, drop shadows were added
around windows and isolated text elements to provide a sense of depth. New interface
elements were integrated, including sheets (dialog boxes attached to specific windows)
and drawers, which would slide out and provide options.
The use of soft edges, translucent colors, and pinstripes, similar to the hardware design
of the first iMacs, brought more texture and color to the user interface when compared
to what Mac OS 9 and Mac OS X Server 1.0‘s “Platinum“ appearance had offered.
According to John Siracusa, an editor of Ars Technica, the introduction of Aqua and its
departure from the then conventional look “hit like a ton of bricks.”[110] Bruce Tognazzini
(who founded the original Apple Human Interface Group) said that the Aqua interface
in Mac OS X 10.0 represented a step backwards in usability compared with the original
Mac OS interface.[111][112] Third-party developers started producing skins for
customizable applications and other operating systems which mimicked the Aqua
appearance. To some extent, Apple has used the successful transition to this new design
as leverage, at various times threatening legal action against people who make or
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distribute software with an interface the company says is derived from its copyrighted
design.[113]
Apple has continued to change aspects of the macOS appearance and design,
particularly with tweaks to the appearance of windows and the menu bar. Since 2012,
Apple has sold many of its Mac models with high-resolution Retina displays, and macOS
and its APIs have extensive support for resolution-independent development on
supporting high-resolution displays. Reviewers have described Apple’s support for the
technology as superior to that on Windows.[114][115][116]
The human interface guidelines published by Apple for macOS are followed by many
applications, giving them consistent user interface and keyboard shortcuts.[117] In
addition, new services for applications are included, which include spelling and
grammar checkers, special characters palette, color picker, font chooser and dictionary;
these global features are present in every Cocoa application, adding consistency. The
graphics system OpenGL composites windows onto the screen to allow hardwareaccelerated drawing. This technology, introduced in version 10.2, is called Quartz
Extreme, a component of Quartz. Quartz’s internal imaging model correlates well with
the Portable Document Format (PDF) imaging model, making it easy to output PDF to
multiple devices.[109] As a side result, PDF viewing and creating PDF documents from
any application are built-in features.[118] Reflecting its popularity with design users,
macOS also has system support for a variety of professional video and image formats
and includes an extensive pre-installed font library, featuring many prominent brandname designs.[119]

Components
The Finder is a file browser allowing quick access to all areas of the computer, which has
been modified throughout subsequent releases of macOS.[120][121] Quick Look is part of
the Finder since version 10.5. It allows for dynamic previews of files, including videos
and multi-page documents without opening any other applications. Spotlight, a file
searching technology which has been integrated into the Finder since version 10.4,
allows rapid real-time searches of data files; mail messages; photos; and other
information based on item properties (metadata) and/or content.[122][123] macOS makes
use of a Dock, which holds file and folder shortcuts as well as minimized windows.
Apple added “Exposé” in version 10.3 (called Mission Control since version 10.7), a
feature which includes three functions to help accessibility between windows and
desktop. Its functions are to instantly display all open windows as thumbnails for easy
navigation to different tasks, display all open windows as thumbnails from the current
application, and hide all windows to access the desktop.[124] Also, FileVault was
introduced, which is an optional encryption of the user’s files with the 128-bit Advanced
Encryption Standard (AES-128).[125]
Features introduced in version 10.4 include Automator, an application designed to
create an automatic workflow for different tasks;[126] Dashboard, a full-screen group of
small applications called desktop widgets that can be called up and dismissed in one
keystroke;[127] and Front Row, a media viewer interface accessed by the Apple
Remote.[128] Moreover, the Sync Services were included, which is a system that allows
applications to access a centralized extensible database for various elements of user
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data, including calendar and contact items. The operating system then managed
conflicting edits and data consistency.[129]
All system icons are scalable up to 512×512 pixels as of version 10.5 to accommodate
various places where they appear in larger size, including for example the Cover Flow
view, a three-dimensional graphical user interface included with iTunes, the Finder, and
other Apple products for visually skimming through files and digital media libraries via
cover artwork. That version also introduced Spaces, a virtual desktop implementation
which enables the user to have more than one desktop and display them in an Exposélike interface;[130] an automatic backup technology called Time Machine, which provides
the ability to view and restore previous versions of files and application data;[131] and
Screen Sharing was built in for the first time.[132]
In more recent releases, Apple has developed support for emoji characters by including
the proprietary Apple Color Emoji font.[133][134] Apple has also connected macOS with
social networks such as Twitter and Facebook through the addition of share buttons for
content such as pictures and text.[135] Apple has brought several applications and
features that originally debuted in iOS, its mobile operating system, to macOS in recent
releases, notably the intelligent personal assistant Siri, which was introduced in version
10.12 of macOS.[136][137]

Multilingual support
There are 34 system languages available in macOS for the user at the moment of
installation; the system language is used throughout the entire operating system
environment.[4] Input methods for typing in dozens of scripts can be chosen
independently of the system language.[138] Recent updates have added increasing
support for Chinese characters and interconnections with popular social networks in
China.[139][140][141][142]

Updating methods
macOS can be updated using the Mac App Store application or the softwareupdate
command line utility. Until OS X 10.8 Mountain Lion, a separate Software Update
application performed this functionality. In Mountain Lion and later, this was merged
into the Mac App Store application, although the underlying update mechanism remains
unchanged and is fundamentally different than the download mechanism used when
purchasing an App Store application.

Release history

Box/Mac App Store artwork for every version of macOS. Left to right: Cheetah/Puma (1), Jaguar (2), Panther (3),
Tiger (4), Leopard (5), Snow Leopard (6), Lion (7), Mountain Lion (8), Mavericks (9), Yosemite (10), El Capitan
(11), Sierra (12).
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Mac OS X, OS X, and macOS version information
Version

Codename

Darwin
version

Processor
support

Application
support

Kernel

Date
announced

Release
date

Most recent
version

Rhapsody
Developer
Release

Grail1Z4 /
Titan1U

Unknown

August 31, DR2 (May 14,
1997
1998)

Mac OS X
Server 1.0

Hera

Unknown

1.2v3
March 16,
(October 27,
1999
2000)

Mac OS X
Developer
Preview

Mac OS X
Kodiak[144] 1.2.1
Public Beta
Mac OS X
10.0

Cheetah

May 11,
1998[143]

32-bit
PowerPC

Unknown

32-bit
PowerPC

1.3.1

March 16, DP4 (April 5,
1999
2000)

Unknown

September
13, 2000

Unknown

March 24, 10.0.4 (June
2001
22, 2001)

N/A

32-bit
Mac OS X
10.1

Puma

1.4.1 / 5

Mac OS X
10.2

Jaguar

6

Mac OS X
10.3

Panther

7

Mac OS X
10.4

Tiger

Mac OS X
10.5

Leopard

9

Mac OS X
10.6

Snow
Leopard

10

Mac OS X
10.7

Lion

11

OS X 10.8

Mountain
Lion

July 18,
2001[145]

September 10.1.5 (June 6,
25, 2001
2002)

32/64-bit
PowerPC[Note 1]

May 6,
2002[146]

10.2.8
August 24,
(October 3,
2002
2003)

32/64-bit
PowerPC

June 23,
2003[147]

October
24, 2003

10.3.9 (April
15, 2005)

May 4,
2004[148]

April 29,
2005

10.4.11
(November
14, 2007)

June 26,
2006[149]

October
26, 2007

10.5.8
(August 5,
2009)

32/64-bit[Note 2]
PowerPC[Note 3]
and Intel

8

12

32/64-bit
PowerPC and
32/64-bit
Intel
PowerPC[Note 3]
and Intel

32/64-bit Intel
June 9,
32/64-bit Intel 32-bit
2008[151]
[Note 3]
PowerPC
32/64bit[150]
October 20,
2010[152]

64-bit Intel

32/64-bit Intel

10.6.8 v1.1
August 28,
(July 25,
2009
2011)
July 20,
2011

10.7.5
(September
19, 2012)

February
July 25,
16, 2012[154] 2012[155]

10.8.5
(12F45)
(October 3,
2013)

June 10,
2013[156]

10.9.5
(13F1112)
(September
18, 2014)[157]

64bit[153]
OS X 10.9

Mavericks

13

October
22, 2013
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10.10.5
(14F27)
(August 13,
2015)

14

June 2,
2014[158]

October
16, 2014

OS X 10.11 El Capitan 15

June 8,
2015[159]

10.11.6
September
(15G31) (July
30, 2015
18, 2016)

macOS
10.12

June 13,
2016[160]

10.12.4
September (16E195)
20, 2016
(March 27,
2017)

OS X 10.10 Yosemite

Sierra

16

Timeline of versions (not including 2016’s macOS Sierra)
Note 1

The PowerMac G5 had special Jaguar builds.

Note 2

Tiger did not support 64-bit GUI applications, only 64-bit CLI applications.

Note 3

32-bit PowerPC applications were supported on Intel processors with Rosetta.

With the exception of Mac OS X Server 1.0 and the original public beta, OS X versions
were named after big cats until OS X 10.9 Mavericks, when Apple switched to using
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California locations. Prior to its release, Mac OS X 10.0 was code named “Cheetah”
internally at Apple, and Mac OS X 10.1 was code named internally as “Puma”. After the
immense buzz surrounding Mac OS X 10.2, codenamed “Jaguar”, Apple’s product
marketing began openly using the code names to promote the operating system. Mac OS
X 10.3 was marketed as “Panther”, Mac OS X 10.4 as “Tiger”, Mac OS X 10.5 as
“Leopard”, Mac OS X 10.6 as “Snow Leopard”, Mac OS X 10.7 as “Lion”, OS X 10.8 as
“Mountain Lion”, and OS X 10.9 as “Mavericks”.
“Panther”, “Tiger” and “Leopard” are registered as trademarks of Apple, but “Cheetah”,
“Puma” and “Jaguar” have never been registered. Apple has also registered “Lynx” and
“Cougar” as trademarks, though these were allowed to lapse.[161] Computer retailer Tiger
Direct sued Apple for its use of the name “Tiger”. On May 16, 2005 a US federal court in
the Southern District of Florida ruled that Apple’s use did not infringe on Tiger Direct’s
trademark.[162]

Mac OS X Public Beta
On September 13, 2000, Apple released a $29.95[163] “preview” version of Mac OS X
internally codenamed Kodiak in order to gain feedback from users.
The “PB” as it was known marked the first public availability of the Aqua interface and
Apple made many changes to the UI based on customer feedback. Mac OS X Public Beta
expired and ceased to function in Spring 2001.[164]

Mac OS X 10.0 Cheetah

Screenshot of OS X 10.0

On March 24, 2001, Apple released Mac OS X 10.0 (internally codenamed Cheetah).[165]
The initial version was slow,[166] incomplete,[167] and had very few applications available
at the time of its launch, mostly from independent developers. While many critics
suggested that the operating system was not ready for mainstream adoption, they
recognized the importance of its initial launch as a base on which to improve.[167] Simply
releasing Mac OS X was received by the Macintosh community as a great
accomplishment,[167] for attempts to completely overhaul the Mac OS had been
underway since 1996, and delayed by countless setbacks. Following some bug fixes,
kernel panics became much less frequent.

Mac OS X 10.1 Puma
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Later that year on September 25, 2001, Mac OS X 10.1 (internally codenamed Puma)
was released. It featured increased performance and provided missing features, such as
DVD playback. Apple released 10.1 as a free upgrade CD for 10.0 users, in addition to
the US$129 boxed version for people running Mac OS 9. It was discovered that the
upgrade CDs were full install CDs that could be used with Mac OS 9 systems by
removing a specific file; Apple later re-released the CDs in an actual stripped-down
format that did not facilitate installation on such systems.[168] On January 7, 2002,
Apple announced that Mac OS X was to be the default operating system for all
Macintosh products by the end of that month.[169]

Mac OS X 10.2 Jaguar
On August 23, 2002,[170] Apple followed up with Mac OS X 10.2 Jaguar, the first release
to use its code name as part of the branding.[171] It brought great raw performance
improvements, a sleeker look, and many powerful user-interface enhancements (over
150, according to Apple[172] ), including Quartz Extreme for compositing graphics
directly on an ATI Radeon or Nvidia GeForce2 MX AGP-based video card with at least
16 MB of VRAM, a system-wide repository for contact information in the new Address
Book, and an instant messaging client named iChat.[173] The Happy Mac which had
appeared during the Mac OS startup sequence for almost 18 years was replaced with a
large grey Apple logo with the introduction of Mac OS X v10.2.[174]

Mac OS X 10.3 Panther
Mac OS X v10.3 Panther was released on October 24, 2003. In addition to providing
much improved performance, it also incorporated the most extensive update yet to the
user interface. Panther included as many or more new features as Jaguar had the year
before, including an updated Finder, incorporating a brushed-metal interface, Fast user
switching, Exposé (Window manager), FileVault, Safari, iChat AV (which added
videoconferencing features to iChat), improved Portable Document Format (PDF)
rendering and much greater Microsoft Windows interoperability.[175] Support for some
early G3 computers such as “beige” Power Macs and “WallStreet” PowerBooks was
discontinued.[176]

Mac OS X 10.4 Tiger

Screenshot of Tiger
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Mac OS X 10.4 Tiger was released on April 29, 2005. Apple stated that Tiger contained
more than 200 new features.[177] As with Panther, certain older machines were no longer
supported; Tiger requires a Mac with 256 MB and a built-in FireWire port.[88] Among
the new features, Tiger introduced Spotlight, Dashboard, Smart Folders, updated Mail
program with Smart Mailboxes, QuickTime 7, Safari 2, Automator, VoiceOver, Core
Image and Core Video. The initial release of the Apple TV used a modified version of
Tiger with a different graphical interface and fewer applications and services. On
January 10, 2006, Apple released the first Intel-based Macs along with the 10.4.4
update to Tiger. This operating system functioned identically on the PowerPC-based
Macs and the new Intel-based machines, with the exception of the Intel release
dropping support for the Classic environment.[178]

Mac OS X 10.5 Leopard
Mac OS X 10.5 Leopard was released on October 26, 2007. It was called by Apple “the
largest update of Mac OS X”. It brought more than 300 new features.[179] Leopard
supports both PowerPC- and Intel x86-based Macintosh computers; support for the G3
processor was dropped and the G4 processor required a minimum clock rate of
867 MHz, and at least 512 MB of RAM to be installed. The single DVD works for all
supported Macs (including 64-bit machines). New features include a new look, an
updated Finder, Time Machine, Spaces, Boot Camp pre-installed,[180] full support for
64-bit applications (including graphical applications), new features in Mail and iChat,
and a number of new security features. Leopard is an Open Brand UNIX 03 registered
product on the Intel platform. It was also the first BSD-based OS to receive UNIX 03
certification.[9][181] Leopard dropped support for the Classic Environment and all Classic
applications.[182] It was the final version of Mac OS X to support the PowerPC
architecture.

Mac OS X 10.6 Snow Leopard
Mac OS X 10.6 Snow Leopard was released on August 28, 2009. Rather than delivering
big changes to the appearance and end user functionality like the previous releases of
Mac OS X, Snow Leopard focused on “under the hood” changes, increasing the
performance, efficiency, and stability of the operating system. For most users, the most
noticeable changes were: the disk space that the operating system frees up after a clean
install compared to Mac OS X 10.5 Leopard, a more responsive Finder rewritten in
Cocoa, faster Time Machine backups, more reliable and user friendly disk ejects, a more
powerful version of the Preview application, as well as a faster Safari web browser. Snow
Leopard only supported machines with Intel CPUs, required at least 1 GB of RAM, and
dropped default support for applications built for the PowerPC architecture (Rosetta
could be installed as an additional component to retain support for PowerPC-only
applications).[183]
Snow Leopard also featured new 64-bit technology capable of supporting greater
amounts of RAM, improved support for multi-core processors through Grand Central
Dispatch, and advanced GPU performance with OpenCL.[184]
An update introduced support for the Mac App Store, Apple’s digital distribution
platform for macOS applications.[185]
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Mac OS X 10.7 Lion
Mac OS X 10.7 Lion was released on July 20, 2011. It brought developments made in
Apple’s iOS, such as an easily navigable display of installed applications called
Launchpad and a greater use of multi-touch gestures, to the Mac. This release removed
Rosetta, making it incompatible with PowerPC applications.[107]
Changes made to the GUI include auto-hiding scrollbars that only appear when they are
being used, and Mission Control which unifies Exposé, Spaces, Dashboard, and fullscreen applications within a single interface.[186] Apple also made changes to
applications: they resume in the same state as they were before they were closed, similar
to iOS. Documents auto-save by default.[187]

OS X 10.8 Mountain Lion
OS X 10.8 Mountain Lion was released on July 25, 2012.[155] It incorporates some
features seen in iOS 5, which include Game Center, support for iMessage in the new
Messages messaging application, and Reminders as a to-do list app separate from iCal
(which is renamed as Calendar, like the iOS app). It also includes support for storing
iWork documents in iCloud.[188] Notification Center, which makes its debut in Mountain
Lion, is a desktop version similar to the one in iOS 5.0 and higher. Application pop-ups
are now concentrated on the corner of the screen, and the Center itself is pulled from the
right side of the screen. Mountain Lion also includes more Chinese features including
support for Baidu as an option for Safari search engine, QQ, 163.com and 126.com
services for Mail, Contacts and Calendar, Youku, Tudou and Sina Weibo are integrated
into share sheets.[142]
Starting with Mountain Lion, Apple software updates (including the OS) are distributed
via the App Store.[189] This updating mechanism replaced the Apple Software Update
utility.[190]

OS X 10.9 Mavericks
OS X 10.9 Mavericks was released on October 22, 2013. It was a free upgrade to all users
running Snow Leopard or later with a 64-bit Intel processor.[191] Its changes include the
addition of the previously iOS-only Maps and iBooks applications, improvements to the
Notification Center, enhancements to several applications, and many under-the-hood
improvements.[192]

OS X 10.10 Yosemite
OS X 10.10 Yosemite was released on October 16, 2014. It features a redesigned user
interface similar to that of iOS 7, intended to feature a more minimal, text-based ‘flat’
design, with use of translucency effects and intensely saturated colors.[193] Apple’s
showcase new feature in Yosemite is Handoff, which enables users with iPhones running
iOS 8.1 or later to answer phone calls, receive and send SMS messages, and complete
unfinished iPhone emails on their Mac.

OS X 10.11 El Capitan
OS X 10.11 El Capitan was released on September 30, 2015. Similar to Mac OS X 10.6
Snow Leopard, Apple described this release as containing “refinements to the Mac
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experience” and “improvements to system performance” rather than new features.
Refinements include public transport built into the Maps application, GUI
improvements to the Notes application, adopting San Francisco as the system font for
clearer legibility, and the introduction of System Integrity Protection. The Metal API,
first introduced in iOS 8, was also included in this operating system for “all Macs since
2012”.[194]

macOS 10.12 Sierra
During the keynote at WWDC on June 13, 2016, Apple announced that OS X would be
renamed macOS to stylistically match Apple’s other operating systems, such as iOS,
watchOS, and tvOS.[195]
macOS 10.12 Sierra was released to the public on September 20, 2016. New features
include the addition of Siri, Optimized Storage, and updates to Photos, Messages, and
iTunes.[196][197]

Reception * * *
Usage share * * *

Malware and spyware
In its earlier years, Mac OS X enjoyed a near-absence of the types of malware and
spyware that have affected Microsoft Windows users.[199][200][201] macOS has a smaller
usage share compared to Windows,[202] but it also has traditionally more secure Unix
roots. Worms, as well as potential vulnerabilities, were noted in 2006, which led some
industry analysts and anti-virus companies to issue warnings that Apple’s Mac OS X is
not immune to malware.[203] Increasing market share coincided with additional reports
of a variety of attacks.[204] In early 2011, Mac OS X experienced a large increase in
malware attacks,[205] and malware such as Mac Defender, MacProtector, and MacGuard
were seen as an increasing problem for Mac users. At first, the malware installer
required the user to enter the administrative password, but later versions were able to
install without user input.[206] Initially, Apple support staff were instructed not to assist
in the removal of the malware or admit the existence of the malware issue, but as the
malware spread, a support document was issued. Apple announced an OS X update to
fix the problem. An estimated 100,000 users were affected.[207][208] Apple releases
security updates for macOS regularly.[209]

Promotion * * *
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General information
Oldest
Kernel
non-EOL
Kernel thread
programmin
OS family
support
version[Not
g language
e 1]

Name

License

Kernel type

Forks

Linux

GPL/LGPL

Monolithic with modules

C

1:1

Unix-like

2.6.32.61

No

FreeBSD

BSD; GPL,
LGPL
software
usually
included

Monolithic with modules

C

1:1

BSD, Unixlike

8.4

DragonFl
y BSD

OpenBSD

BSD

Monolithic

C

1:1

BSD, Unixlike

5.9

MirOS

NetBSD

BSD

Monolithic with modules

C

1:1

BSD, Unixlike

6.0

OpenBSD

DragonFly
BSD

BSD

Hybrid

C

1:1

BSD, Unixlike

No

OpenSolaris,
OpenIndian
a

CDDL

Monolithic with modules

C

1:1, M:N

Unix

No

AuroraUX

BSD/CDD
L

Monolithic with modules

C, Ada

1:1, M:N

Unix

No

Darwin,
OpenDarwi
n,
PureDarwin

APSL

Hybrid

C, C++[Note 2]

1:1

BSD, Unix,
Unix-like,
OS X

No

MINIX

BSD

Microkernel

C

Unix-like

No

FreeDOS

GPL

Monolithic

C

DOS

1.1
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Name

License

Kernel type

Haiku

MIT

Hybrid

House

BSD

KolibriOS

GPL

Menuet 64,
MenuetOS commerce
excluded

Oldest
Kernel
non-EOL
Kernel thread
OS family
programmin
support
version[Not
g language
e 1]
C, C++

BeOS

No

Haskell

own/origina
l

No

Monolithic

ASM

MenuetOS

No

Monolithic

ASM

own/origina
l

No

KolibriO
S

Unix-like

2.4 on
Linuxlibre
kernel (no
on Hurd
kernel)

Linux

GNU

GPL

www.gnu.org/software/hurd/faq/multiserver_microkernel.h
tml (Hurd kernel) or Monolithic (Linux-libre kernel, fork of
Linux kernel, and other kernels which are not part of the
GNU Project)

ReactOS

GPL,
LGPL

Hybrid

C, C++

Windowslike

No

Microkernel

C++

L4

No

L4, Fiasco, Some GPL,
Pistachio some BSD

C

No

C

AmigaOS

No

C, C++

Unix-like,
BeOS,
AmigaOS,
POSIX

No

C

Plan 9

No

LPL

Hybrid

C

AROS

APL

Exokernel
Monolithic with modules

1:1

1:1, 1:M
own, Unix
Cothread style. informed

Plan 9

Syllable

GPL

Inferno

GPL,
LGPL;
MIT

FreeRTOS

modified
GPL

RTOS

C

RTOS

No

NuttX

BSD

RTOS

C

RTOS

No

eCos

modified
GPL, eCos

RTOS

C, C++

RTOS

No

1:1

RTOS

4.7.1

C and ASM
with native
support for
POSIX,
other
RTEID/ORKI
languages
D, uITRON
including
C++ and Ada

RTEMS

modified
GPL, BSD,
Stanford

RTOS

HelenOS

BSD

Microkernel

C

M:N

own/origina
l

No

E/OS

GPLv2

Monolithic

ASM, C

1:1

BeOS,
Unix-like

No

TempleOS

public
domain

Monolithic

HolyC, C,
C++

Commodor
e 64-like

No

Name

License

Kernel type

1.
2.

Forks

Kernel
Oldest
Kernel thread
programmin
OS family non-EOL
support
g language
version

TiltOS

Inferno,
Plan B

OzInferno

Forks

No for single line development model.
For IOKit.

Supported architectures
Name

x86
,
i38 x86
Xen
6, SMP
IA32

IA64

x86- Power
64
PC

Power
SPAR
SPARC
Alph MIP
PC
C
32
a
S
SMP
SMP

PAAR XSca M68
OpenRI
RIS
M
le
k
SC
C

others

hosted
mode
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x86
,
i38 x86
Xen
6, SMP
IA32

Name

Linux

IA64

x86- Power
64
PC

Power
SPAR
SPARC
Alph MIP
PC
C
32
a
S
SMP
SMP

PAAR XSca M68
OpenRI
RIS
M
le
k
SC
C

others

hosted
mode

FR-V,
Cell,
ETRAX
CRIS,
M32R,
Xtensa,
h8, s390,
SuperH

UML,
coLinux,
MkLinux,
Itanium
Linux-onLinux,
wombat

Yes Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

FreeBSD[1] Yes Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

No

Yes

Yes

Yes

No

No

No

PC98

No

SuperH,
VAX,
m88k
SuperH,
ns32k,
VAX,
hppa,
M68010,
mipseb,
mipsel,
sh3eb,
sh3el,
sparc64

OpenBSD

[2

Yes Yes

]

No

No

Yes

Yes

No

[Note

1][3]

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

NetBSD[4] Yes Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

DragonFly
No
BSD[5]

No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

OpenSolari
Yes Yes
s[6]

Yes

No

Yes

No

No

Yes

Yes

No

No

No

No

No

No

No

ote 1]

Yes

No

No

No

No

AuroraUX

[

Yes Yes

Yes

No

Yes

Darwin,
OpenDarw Yes Yes
in[7]

No

No

Yes No

No

FreeDOS Yes No

No

Yes Yes

Yes

[Note

Yes

[N

1]

No

Yes

Yes

No

Yes

Yes

Yes

No

No

No

No

Yes

No

Yes

No

No

No

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

e 1][9]

No

No

No

No

KolibriOS Yes No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

MenuetOS Yes No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

6]

MINIX[8]

Haiku

GNU

Yes

No[Not

Yes[N Yes[N Yes[N Yes[N Yes[Note Yes[Note Yes[Note Yes[No Yes[N Yes[N Yes[N Yes[N Yes[N Yes[N
ote 2]

ote 2]

ote 2]

ote 2]

2]

2]

2]

te 2]

ote 2]

vkernel

ote 2]

ote 2]

ote 2]

ote 2]

ote 2]

Yes[Note 2]

L4/Darwin

FR-V,
Cell,
ETRAX
UML,
CRIS,
Itanium
M32R,
Linux-onXtensa,
Linux[Note 3]
h8, s390,
SuperH[Note
2]

ReactOS

Yes Yes

L4,
Yes No
Pistachio

No

[Not

e 1]

No

No
Yes

[N

ote 4]

Yes
Yes

[N

ote 4]

No

[Note

1]

Yes

No

[Note

1]

4]

No

Plan 9

Yes Yes

Yes

No

Yes

Yes

Yes

AROS

Yes No

No

No

Yes

Yes

Syllable

Yes Yes

No

No

No

No

Inferno

Yes

?

No

No

?

No

No

[Note

Yes

No
Yes

[Note

No
Yes

No
Yes

[N

ote 4]

No
Yes

Yes

No

No

No

No

Yes

No

No

No

No

ote 5]

No

No

[N

ote 4]

[No

Yes

[N

5]

te 5]

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

No

?

Yes

?

No

Yes

Yes

Yes

Yes[N
ote 5]

No

No

See[10][11]

lguest,
vx32
i386-linux,
i386freebsd

AMD
Am29000,[
Note 5]
Texas
Instrument
s OMAP

Microsoft
Windows,
Linux,
FreeBSD,
Plan 9, OS
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Name

x86
,
i38 x86
Xen
6, SMP
IA32

IA64

x86- Power
64
PC

Power
SPAR
SPARC
Alph MIP
PC
C
32
a
S
SMP
SMP

PAAR XSca M68
OpenRI
RIS
M
le
k
SC
C

others

hosted
mode

X, Solaris,
Irix,
UnixWare,
[Note 5]
HPUX,[Note 5]
Internet
Explorer

FreeRTOS Yes No

eCos

Yes Yes

No

No

No

No

No

No

No

Yes

No

No

No

Yes

No

No

No

No

Yes

Yes

Yes

Yes

No

Yes

No

Yes

No

No

Yes

AVR, PIC,
MSP430,
HCS12,
8052,
MicroBlaz
e, CortexM3, H8S

Yes

CalmRISC
, ColdFire,
FR-V, h8,
Matsushita Microsoft
AM3x, Windows,
Linux
Nios II,
NEC
V8xx,
SuperH
Blackfin,
Nios II,
Linux,
Coldfire,
Solaris,
Cygwin,
Texas
Instrument FreeBSD,
multiple
s
CPU
C3x/C4x,
SuperH, simulators
H8S

RTEMS

Yes No

Xen

No

No

Yes

No

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

HelenOS

Yes Yes

No

Yes

Yes

Yes

No

Yes

Yes

No

Yes

Yes

No

No

No

No

E/OS

Yes No

No

No

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

x86
,
i38 x86
Xen
6, SMP
IA32

IA64

x86- Power
64
PC

TempleOS No

Name

1.
2.
3.
4.
5.

No

Power
SPAR
SPARC
Alph MIP
PC
C
32
a
S
SMP
SMP

PAAR XSca M68
OpenRI
RIS
M
le
k
SC
C

QEMU,
VirtualBox
, etc.

other

hosted
mode

Work in progress.
with Linux-libre kernel and others, but not on Hurd kernel
with Linux-libre and Linux kernel
Pistachio supports AMD64; Fiasco only in the CVS version.
Support is outdated or unmaintained.
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General

Name

Linux

AT SAT
SCSI
A
A

Yes Yes

USB
3.0

Nvid
ia
offici
USB USB FireWi PCMCIA/ AG
al
2.0 1.1
re
PC card P
drive
r IA32

Yes
Yes 2.6.31+ Yes

Nvid
ia
offici
al
drive
r IA64

Nvidi
a
officia
l
driver
AMD
64

ATI
TV
ATI
ATI
ATI offici
tuner,
r200 r300 Nvidia
offici al
video
free
free
free
Audi
al drive
editing,
softwa softwa software o
drive r
or
re
re
driver
r x86 x86webca
driver driver
64
m

Yes

Yes

Yes

Yes Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

[17]

FreeBSD Yes Yes

Yes

Yes
8.2+

Yes

Yes

Yes

Yes

Yes Yes

Yes

Yes

No

No

Yes

OpenBSD Yes Yes

Yes

Yes
5.7+

Yes

Yes

No

Yes

Yes No

No

No

No

No

Yes[18]

NetBSD Yes Yes

Yes

No
7.0[20]

Yes

Yes

Yes

Yes

Yes No

No

No

No

DragonFl
Yes Yes
y BSD

Yes

Yes[21]

Yes

Yes

Yes

Yes

Yes No

No

No

OpenSola
Yes Yes
ris

Yes

Yes

Yes

Yes

Yes

Yes Yes

No

AuroraU
Yes Yes
X

Yes

Yes

Yes

Yes

Yes

Yes Yes

Darwin,
OpenDar Yes Yes
win

Yes

Yes

Yes

No

Yes

MINIX
FreeDOS Yes Yes
Haiku

No[22] No[22]

Yes Yes

Yes

Yes

Yes

KolibriO
Yes Yes
S

No

Yes

Yes

MenuetO
Yes No
S

No

Yes

Yes

GNU

Yes

Yes

[N

ote 1]

ReactOS Yes Yes

Yes

[N

Yes

ote 1]

[N

ote 1]

Yes

[N

ote 1]

Yes[2 Yes[2

Yes

3]

3]

Yes

[Note

1]

Plan 9

Yes Yes
Yes

Yes

Yes

Syllable Yes Yes
Inferno

Yes No

Yes

Yes

Yes

Yes

No

No

eCos

Yes Yes

Yes

HelenOS Yes Yes
E/OS

Name

1.

Yes Yes

No

Yes

AT SAT
SCSI
A
A

USB
3.0

No

Yes

Yes

No

No

Yes

Yes

No

No

Yes

No

Yes

No

No

Yes

No

No

No

No

No

V4L2

No

No

No

No

No

No

No

No

Yes

No

No

Yes No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

No

No

Yes

Yes

No

Yes

No

[No

No

[No

No

[Note

No

[No

No

[No

No

[Note

No

Yes[Note 1]

Yes

2]

te 2]

te 2]

Yes No

No

No

No

No

No

No

No

No

No

Yes No

No

No

No

No

Yes No

No

No

own

No

Yes No

No

No

No

No

Yes

Yes No

No

No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

No

No

No[6] Yes

Yes

Yes

No

No

No

No

No

No

Nvid
ia
offici
al
drive
r IA64

Nvidi
a
officia
l
driver
AMD
64

Nvid
ia
offici
USB USB FireWi PCMCIA/ AG
al
2.0 1.1
re
PC card P
drive
r IA32

3]

[N

te 2]

Yes

3]

[Note

te 2]

Yes
No

Yes

No

FreeRTO
S
RTEMS Yes

Yes

2d
2d
only[18] only[19]

No

Yes

No

Yes

No

L4,
Fiasco,
Pistachio
AROS

Yes

No

Yes[Note 1] Yes

No

Yes

Yes No

No
Yes

Yes,nv(2
d only), OSS,
V4L,V4
nouveau ALS
L2
(3d with A
mesa)

ote 1]

Yes[Note
1]

Yes

Yes

Yes

2D only

No

No

No

Yes

No

Yes

Yes

ATI
TV
ATI
ATI
tuner,
ATI offici
r200 r300 Nvidia
video
offici al
free
free
free
Audi
editing,
al drive
softwa softwa software o
or
drive r
re
re
driver
webca
r x86 x86driver driver
64
m

is not supported on Hurd kernel for now
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2.
3.

Proprietary Software is not officially supported on GNU system
Proprietary Firmware blob is not officially supported on GNU system

Networking
Name

Networking support NE2000/RTL8029 RTL8139 Gigabit Ethernet 10 Gigabit Ethernet Wireless LAN Bluetooth IrDA

Linux

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

FreeBSD

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

OpenBSD

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

NetBSD

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

DragonFly BSD

Yes

Yes

Yes

Yes

Yes

Yes

OpenSolaris

Yes

Yes

Yes

Yes

Yes

No

No

AuroraUX

Yes

Yes

Yes

Yes

Yes

No

No

Darwin, OpenDarwin

Yes

No

Yes

No

No

MINIX

Yes

FreeDOS

Yes

Yes

Yes
Yes

Haiku

Yes

Yes

Yes

KolibriOS

Yes

Yes

Yes

MenuetOS

Yes

Yes

GNU

Yes

ReactOS

Yes

Yes

Yes

Yes

Yes

Yes

No

No

Yes

Yes

Yes

Yes

No

No

Yes

No

No

Yes

Yes

L4, Fiasco, Pistachio
Plan 9

Yes

Yes

AROS

Yes

Yes

Syllable

Yes

Yes

Yes

Yes

Inferno

Yes

Yes

Yes

Yes

FreeRTOS
eCos

Yes

RTEMS

Yes

Yes

Yes

Yes

No

No

No

No

HelenOS

Yes

Yes

Yes

Yes

No

No

No

No

E/OS

Yes

Yes

Yes

Yes

Yes

No[7]

No

No

Name

Yes

Yes

Networking support NE2000/RTL8029 RTL8139 Gigabit Ethernet 10 Gigabit Ethernet Wireless LAN Bluetooth IrDA

Network technologies
Name

Firewall

TCP/IP

IPv6

IPX PPP PPPoE DHCP bridge TUN/TAP ssh OpenVPN

Linux

netfilter iptables/nftables

Yes

Yes

Yes Yes

Yes

Yes

Yes

Yes

Yes

Yes

FreeBSD

IPFW2, IPFilter, PF

Yes

Yes

Yes Yes

Yes

Yes

Yes

Yes

Yes

Yes

OpenBSD

PF

Yes

Yes

No Yes

Yes

Yes

Yes

Yes

Yes

Yes

1]

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes[Note

NetBSD

IPFilter, NPF, PF

Yes

Yes

Yes

DragonFly BSD

IPFW2, PF

Yes

Yes

No Yes

Yes

Yes

Yes

OpenSolaris

IPFilter

Yes

Yes

Yes

Yes

Yes

Yes

Yes[Note 2] Yes

Yes

AuroraUX

IPFilter

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Darwin,
OpenDarwin

IPFW

Yes

Yes

MINIX

Yes

FreeDOS

Yes

Haiku

None

Yes

KolibriOS

None

Yes

MenuetOS

None

Yes

GNU

netfilter iptables/nftables (with Linux-libre and
Linux kernel)[Note 3]

ReactOS

Yes
Yes

Yes

Yes
Yes

Yes Yes

Yes

Yes
No Yes

No

No No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes[Note

Yes[Note

4]

5]

Yes

Yes

L4, Fiasco,
Pistachio
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Name

Firewall

TCP/IP

IPv6

IPX PPP PPPoE DHCP bridge TUN/TAP ssh OpenVPN

Plan 9

ipmux

Yes

Yes

No Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No Yes

Yes

Yes

AROS

Yes

No

Yes

No

Yes

Yes

Yes

No

Yes

Syllable

Yes

Inferno

ipmux

Yes
No

No

FreeRTOS
eCos

Yes

Yes

Yes

RTEMS

Yes

No

Yes

HelenOS

Yes

Yes

E/OS

Yes

Yes

TCP/IP

IPv6

IPX PPP PPPoE DHCP bridge TUN/TAP ssh OpenVPN

Name

1.
2.
3.
4.
5.

Firewall

Yes

Yes

Yes

Yes

No No

No

Yes

No

No

No

No

Yes Yes

Yes

Yes

Yes

Yes

Yes

No

NetBSD has a kernel-only PPPoE driver.
OpenSolaris has support for a TUN driver with TAP support
firewall is not supported on Hurd kernel for now
ipv6 is not supported on Hurd kernel for now
dhcp is partially supported on Hurd kernel for now

Supported file systems
Name

FAT1
6,
dosfs; NTFS Ext2
FAT3
2, vfat

Ext3

RA
ISO
M
ReiserF
UFS HF
MINIXf
NF SMBF
ZF
XFS
UFS
HFS+
BFS 966 UDF
disk,
2
S
S
s
S
S
S
0
tmpf
s

Other
special
file
systems
9P,[Note 5]
FUSE,[Note
5]
sysfs,[Note
5]

Yes[No
Linux

Yes

te 1][Note

Yes

Yes

Yes

Yes

2]

Yes[No Yes[3
te 3]

2]

Yes

Yes[No
te 4]

Yes

Yes[No
te 3]

configfs,[N
Yes

Yes

Yes

Yes

Yes Yes

ote 5]

Reiser4,[Not
e 5][Note 6]

JFS, Btrfs,
UnionFS,
Ext4
Yes[No
FreeBSD

Yes

te 3][Note

Yes

Yes[No Yes[No Yes[Note
te 1]

3]

Yes

Yes

Yes

No

No

Yes

Yes

Yes

No

No

Yes

No
No

2]

te 3]

No

No

No

Yes

te 3]

No

No

Yes

No

No

No

No

Yes

No

No

No

No

Yes

Yes[No
NetBSD

Yes

te 3][Note

Yes[No

2]

OpenBSD

Yes

DragonFly
BSD

Yes

OpenSolari
s

Yes

AuroraUX

Yes

Yes[No
te 3]

Yes[No
te 3]

No

Yes

Yes

Yes Yes

FUSE,
nullfs,
UnionFS

te 3]

Yes

Yes

Yes Yes

PUFFS,
LFS, EFS

Yes

Yes

Yes

Yes No

AFS

te 7]

Yes

Yes

HAMME
Yes No R, nullfs,
PUFFS

Yes
Yes[No

Yes[No

Yes

No

No

No

Yes

No

No

No

No

Yes

No

No

No

No

Yes

Yes

Yes

Yes

SMB
Yes Yes (native),
QFS

Yes

Yes

No

No

Yes

No

No

No

No

Yes

Yes

Yes

Yes

SMB
Yes Yes (native),
QFS

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
[Note
2][Note 8]

Yes
[Note
2][Note 8]

Yes[No

Darwin,
OpenDarwi
n

Yes

MINIX

Yes

No

Yes

FreeDOS

Yes

No

No

No

Yes

Yes

Yes

[Note 2]

[Note 9]

[Note 9]

Haiku
KolibriOS

te 3][Note
2]

Yes
Yes

Yes

[No

te 3]

Yes

[No

te 3]

Yes

[No

te 3]

No

No

No

Yes

No

No

No
Yes

Yes

Yes
Yes

Yes
Yes

Yes

No[Note
10]

[No

te 3]

Yes

Yes
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FAT1
6,
dosfs; NTFS Ext2
FAT3
2, vfat

Name

MenuetOS

Yes

GNU

Yes

Yes

ReactOS

Yes

Yes

L4, Fiasco,
Pistachio

Yes

Plan 9

Yes

AROS

Yes

Syllable

Yes

Inferno

Yes

Ext3

RA
ISO
M
ReiserF
UFS HF
MINIXf
NF SMBF
ZF
XFS
UFS
HFS+
BFS 966 UDF
disk,
2
S
S
s
S
S
S
0
tmpf
s

Yes[No

Yes[No

te 11]

te 12]

No

No

No

Yes

No

No

Yes

Yes No

No

No

Yes

No

No

No

No

No

No

No

No

Yes[No Yes[No Yes[No
te 3]

te 3]

te 3]

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes

Yes

No

Yes

No

No

Yes

No

Yes

No

Yes No

SFS,
AFFS

Yes

AFS

Yes

kfs, most
system
services
No

Yes[No

eCos

Yes

RTEMS

Yes

HelenOS

Yes

No

Yes

Yes

No

No

No

No

No

No

Yes

E/OS

Yes

No

Yes

No

No

No

No

No

No

No

Yes

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.

Fossil,
Venti,
most
system
services

Yes

FreeRTOS

Name

Other
special
file
systems

te 3]

Yes

FAT1
6,
dosfs; NTFS Ext2
FAT3
2, vfat

Ext3

No
Yes[No
te 13]

Yes

MMFS,
ROMfs,
JFFS2,
YAFFS

Yes

TarFS,
TFTP FS,
IMFS,
miniIMFS
locfs,
exFAT

Yes

Yes

No

No

Yes

Yes

No

Yes

Yes

Yes

RA
M
ISO
ReiserF
UFS HF
MINIXf
NF SMBF
ZF
disk,
XFS
UFS
HFS+
BFS 966 UDF
S
2
S
s
S
S
S
tmpf
0
s

Other
special
file
systems

Experimental.
Read/Write support via NTFS-3G.
Read only kernel driver.
read/write access without journaling; HFS+ with journal either be opened read-only or be written with
journal ignored (potentially corrupting the file system).
2.6 and later.
With patch [1].
Read only.
OpenSolaris also has an in-kernel, native SMB server built directly on the ZFS DMU.
Ext2/3 read and write support for Haiku (jvff's blog).
The GSoC 2009 project assignment was never completed (Obaro Ogbo's blog).
Ext3/4 is not supported on Hurd kernel for now
UFS support is dropped on Hurd kernel for now
Default in series 028.

Supported file system features
Name
Linux

RAID quota
Yes

Yes

Resource access
control

encryption

other special file system features

Unix, ACL, MAC

Yes

LVM, EVMS
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Name

RAID quota

Resource access
control

encryption

other special file system features
GEOM, snapshots, background fsck, user-mountable file systems

FreeBSD

Yes

Yes

Unix, ACL, MAC

Yes

OpenBSD

Yes

Yes

Unix

Yes

NetBSD

Yes

Yes

Unix, Veriexec

Yes

Snapshots, Journaling

DragonFly BSD

Yes

Yes

Unix

Yes

HAMMER, Snapshots, Checksumming, Deduplication

OpenSolaris

Yes

Yes

Unix, ACL, MAC

Yes

Solaris Volume Manager, ZFS, snapshots, transparent data repair

AuroraUX

Yes

Yes

Unix, ACL, MAC

Yes

Unix, ACL

Darwin,
OpenDarwin
MINIX

Unix

FreeDOS

No

KolibriOS

No

MenuetOS

No

GNU

Unix

ReactOS

No

Solaris Volume Manager, ZFS, snapshots, transparent data repair
Yes

L4, Fiasco, Pistachio
Plan 9

No

No

Unix-like, no root

No

No

Unix-like, no root

No

snapshots, venti archival storage, per-process namespace, user-mountable file
systems

No

per-process namespace, user-mountable file systems

AROS
Syllable
Inferno

Unix

64-bit, journaling, extended file attributes

FreeRTOS
eCos
RTEMS
HelenOS

No

No

No

No

No

E/OS

Yes

Yes

Unix

Yes

No

Resource access
control

encryption

other special file system features

Name

RAID quota

Security features
Operating
system

Mandatory
access control

Software executable
space protection

Operating system-level
virtualization

Virtualisation

Userspace
protection

Others

Linux

SELinux,
AppArmor[Note 1]

Exec Shield,[Note 1]
PaX[Note 1]

Chroot, namespace and
cgroups,[Note 2] LinuxVServer,[Note 1] OpenVZ[Note 1]

KVM

IPFilter,
Iptables

grsecurity,[Note 1]
RSBAC[Note 1]

FreeBSD

SeBSD,[Note 3][Note 4]
TrustedBSD

ProPolice/SSP[Note 5]

jail

bhyve[46]

IPFW, PF,
IPFilter

Darwin

SEDarwin,
TrustedBSD

jail
W^X,
ProPolice/SSP[Note 6]

OpenBSD

PF

OpenSolaris

TrustedBSD

AuroraUX

TrustedBSD

Plan 9

No

No

per-process namespaces

Inferno

No

No

per-process namespaces

1.
2.
3.
4.
5.
6.

IPFW

Solaris Containers
Solaris Containers

KVM[47]

IPFilter

RBAC[48]

IPFilter

available as a patch(not integrated into the linux kernel or the userland utilities), see the security features of
the Linux distribution for more details
LXC is a front-end to this; also see lwn.net
not integrated into the operating system
see here [2] for more details
ProPolice/Stack-Smashing Protector has been enabled in base system since FreeBSD 8.0 release.
see here [3] for more details
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Firmware
From Wikipedia, the free encyclopedia)

https://en.wikipedia.org/wiki/Firmware
In electronic systems and computing, firmware[a] is a type of software that provides
control, monitoring and data manipulation of engineered products and systems. Typical
examples of devices containing firmware are embedded systems (such as traffic lights,
consumer appliances, remote controls and digital watches), computers, computer
peripherals, mobile phones, and digital cameras. The firmware contained in these
devices provides the low-level control program for the device. As of 2013, most firmware
can be updated.[2]
Firmware is held in non-volatile memory devices such as ROM, EPROM, or flash
memory. Changing the firmware of a device may rarely or never be done during its
lifetime; some firmware memory devices are permanently installed and cannot be
changed after manufacture. Common reasons for updating firmware include fixing bugs
or adding features to the device. This may require ROM integrated circuits to be
physically replaced, or flash memory to be reprogrammed through a special
procedure.[3] Firmware such as the ROM BIOS of a personal computer may contain
only elementary basic functions of a device and may only provide services to higherlevel software. Firmware such as the program of an embedded system may be the only
program that will run on the system and provide all of its functions.
Contents
1 History
2 Applications
2.1 Personal computers
2.2 Consumer products
2.3 Automobiles
3 Examples
4 Flashing
5 Firmware hacking
5.1 HDD firmware hacks
6 Security risks
7 See also
8 Notes
9 References
10 External links

History
Ascher Opler coined the term “firmware” in a 1967 Datamation article.[5] Originally, it
meant the contents of a writable control store (a small specialized high speed memory),
containing microcode that defined and implemented the computer’s instruction set, and
that could be reloaded to specialize or modify the instructions that the central
processing unit (CPU) could execute. As originally used, firmware contrasted with
hardware (the CPU itself) and software (normal instructions executing on a CPU). It was
not composed of CPU machine instructions, but of lower-level microcode involved in the
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implementation of machine instructions. It existed on the boundary between hardware
and software; thus the name “firmware”. Over time, popular usage extended the word
“firmware” to denote any software that is tightly linked to hardware, including processor
machine instructions for BIOS, bootstrap loaders, or the control systems for simple
electronic devices such as a microwave oven, remote control, or computer peripheral.

Applications
Personal computers
In some respects, the various firmware components are as important as the operating
system in a working computer. However, unlike most modern operating systems,
firmware rarely has a well-evolved automatic mechanism of updating itself to fix any
functionality issues detected after shipping the unit.
The BIOS may be “manually” updated by a user, using a small utility program. In
contrast, firmware in storage devices (harddisks, DVD drives, flash storage) rarely gets
updated, even when flash (rather than ROM) storage is used for the firmware; there are
no standardized mechanisms for detecting or updating firmware versions.
Most computer peripherals are themselves special-purpose computers. Devices such as
printers, scanners, cameras and USB flash drives have internally stored firmware; some
devices may also permit field upgrading of their firmware.
Some low-cost peripherals no longer contain non-volatile memory for firmware, and
instead rely on the host system to transfer the device control program from a disk file or
CD.[6]

Consumer products
As of 2010 most portable music players support firmware upgrades. Some companies
use firmware updates to add new playable file formats (codecs); iriver added Vorbis
playback support this way, for instance. Other features that may change with firmware
updates include the GUI or even the battery life. Most mobile phones have a Firmware
Over The Air firmware upgrade capability for much the same reasons; some may even
be upgraded to enhance reception or sound quality, illustrating the fact that firmware is
used at more than one level in complex products (in a CPU-like microcontroller versus
in a digital signal processor, in this particular case).

Automobiles
Since 1996 most automobiles have employed an on-board computer and various sensors
to detect mechanical problems. As of 2010, modern vehicles also employ computercontrolled ABS systems and computer-operated transmission control units (TCUs). The
driver can also get in-dash information while driving in this manner, such as real-time
fuel economy and tire pressure readings. Local dealers can update most vehicle
firmware.

Examples
In consumer products:
Timing and control systems for washing machines
Controlling sound and video attributes, as well as the channel list, in modern TVs
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EPROM chips used in the Eventide H-3000 series of digital music processors
In computers:
The BIOS found in IBM-compatible personal computers
The (U)EFI-compliant firmware used on Itanium systems, Intel-based computers
from Apple, and many Intel desktop computer motherboards
Open Firmware, used in SPARC-based computers from Sun Microsystems and
Oracle Corporation, PowerPC-based computers from Apple, and computers from Genesi
ARCS, used in computers from Silicon Graphics
Kickstart, used in the Amiga line of computers (POST, hardware init + Plug and
Play auto-configuration of peripherals, kernel, etc.)
RTAS (Run-Time Abstraction Services), used in computers from IBM
The Common Firmware Environment (CFE)
In routers and firewalls:
LibreCMC – a 100% free software router distribution based on the Linux-libre
kernel
IPFire – an open-source firewall/router distribution based on the Linux kernel
fli4l – an open-source firewall/router distribution based on the Linux kernel
OpenWrt – an open-source firewall/router distribution based on the Linux kernel
m0n0wall – an embedded firewall distribution of FreeBSD
In NAS systems:
NAS4Free – an open-source NAS operating system based on FreeBSD 9.1
Openfiler – an open-source NAS operating system based on the Linux kernel

Flashing
Flashing[7] involves the overwriting of existing firmware or data, contained in EEPROM
or flash memory modules present in an electronic device, with new data.[7] This can be
done to upgrade a device[8] or to change the provider of a service associated with the
function of the device, such as changing from one mobile phone service provider to
another or installing a new operating system. If firmware is upgradable, it is often done
via a program from the provider, and will often allow the old firmware to be saved
before upgrading so it can be reverted to if the process fails, or if the newer version
performs worse.

Firmware hacking
Sometimes, third parties create an unofficial new or modified (“aftermarket”) version of
firmware in order to provide new features or to unlock hidden functionality; this is
referred to as custom firmware (also “Custom Firmware” in the video game console
community). An example is Rockbox as a firmware replacement for portable media
players. There are many homebrew projects for video game consoles, which often unlock
general-purpose computing functionality in previously limited devices (e.g., running
Doom on iPods).
Firmware hacks usually take advantage of the firmware update facility on many devices
to install or run themselves. Some, however, must resort to exploits in order to run,
because the manufacturer has attempted to lock the hardware to stop it from running
unlicensed code.
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Most firmware hacks are free software.

HDD firmware hacks
The Moscow-based Kaspersky Lab discovered that a group of developers it refers to as
the “Equation Group” has developed hard disk drive firmware modifications for various
drive models, containing a trojan horse that allows data to be stored on the drive in
locations that will not be erased even if the drive is formatted or wiped.[9] Although the
Kaspersky Lab report did not explicitly claim that this group is part of the United States
National Security Agency (NSA), evidence obtained from the code of various Equation
Group software suggests that they are part of the NSA.[10][11]
Researchers from the Kaspersky Lab categorized the undertakings by Equation Group as
the most advanced hacking operation ever uncovered, also documenting around 500
infections caused by the Equation Group in at least 42 countries.

Security risks
Mark Shuttleworth, founder of the Ubuntu Linux distribution, has described proprietary
firmware as a security risk, saying that “firmware on your device is the NSA’s best
friend” and calling firmware “a trojan horse of monumental proportions”. He has
asserted that low-quality, nonfree firmware is a major threat to system security: “Your
biggest mistake is to assume that the NSA is the only institution abusing this position of
trust – in fact, it’s reasonable to assume that all firmware is a cesspool of insecurity,
courtesy of incompetence of the highest degree from manufacturers, and competence of
the highest degree from a very wide range of such agencies”. As a potential solution to
this problem, he has called for declarative firmware, which would describe “hardware
linkage and dependencies” and “should not include executable code”.[12]
Custom firmware hacks have also focused on injecting malware into devices such as
smartphones or USB devices. One such smartphone injection was demonstrated on the
Symbian OS at MalCon,[13][14] a hacker convention. A USB device firmware hack called
BadUSB was presented at Black Hat USA 2014 conference,[15] demonstrating how a
USB flash drive microcontroller can be reprogrammed to spoof various other device
types in order to take control of a computer, exfiltrate data, or spy on the user.[16][17]
Other security researchers have worked further on how to exploit the principles behind
BadUSB,[18] releasing at the same time the source code of hacking tools that can be
used to modify the behavior of different USB devices.[19]
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Endpoint Security Buyer’s Guide
With the rise of threats like phishing and ransomware, relying solely on
antivirus isn’t enough. More and more experts are encouraging companies
to reevaluate their current endpoint protection and explore other options.
Security is not as complicated as many security vendors claim
You must determine your own needs rather than letting a vendor do that
for you.
Get the information you need to start assessing a solution up front, before
you sink time into evaluation and a trial.
Put a clear number on how much you’re spending to keep your machines up
Traditional Antivirus Alone Isn’t Enough
Traditional endpoint security solutions such as antivirus (AV) rely on
signature-based detection. Once AV vendors discover a piece malware they
add its signature to a blacklist. It’s basically like using Ƥngerprints to keep
record of criminals and identify them later.
That approach can work wonders for spotting older malware that’s already
been bagged and tagged by security researchers, but it does leave users
open to getting infected by new malware and malware that attackers have
disguised.
Despite its blind spots, AV technology remains an integral and in some
cases, a compliance-required component of many organizations’ security
stacks. The mistake is thinking AV can be 100% effective on its own.
Antivirus software requires frequent updates to keep its signature database
current. This makes maintaining a strong security posture across all
endpoints a challenge, especially in large organizations.
Next-generation antivirus tools do many of the things that traditional
antivirus does, including signature-matching against a whitelist or blacklist.
Typically, these platforms include newer functionality like machine
learning or downstream behavioral recognition to detect attacks that are
already in progress.
Unfortunately alerts about an attack after the fact often means damage has
already been done. Ransomware is a good example.
The shortcomings exposed in traditional signature-based solutions like AV
have also prompted many security vendors to give up on prevention
altogether, and focus on enabling post-infection detection and response
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instead. Here are a few examples of the types of tools organizations are
using to better determine when they’ve been attacked and how it happened:
Security information & event management (SIEM)
SIEM platforms give IT administrators a centralized dashboard of security
activity across their systems and network. These platforms typically
integrate with other protection tools, pulling in information via API. Of
course that requires you to have a near full-time IT administrator.
Incident response solutions focus on helping companies detect and respond
to malware that is already on their systems. They provide the information
needed to stop an attack from spreading and eventually clean up the
system.
Incident isolation
Incident isolation products work to isolate and contain attacks that have
already breached your system, to prevent them from further infiltrating
your system and network.
Vendor Terms, Translated
Trying to understand the differences between what one vendor calls “threat
prevention” and another calls “endpoint detection and response” is
difficult. The problem is vocabulary and jargon.
Endpoint is any device that has the capability to connect to your network.
Common examples include desktop computers, laptops, smart phones,
tablets, printers, and point-of-sale (POS) terminals.
Endpoint protection is security designed to prevent those devices from
getting infected. Next generation endpoint protection essentially refers to
any approach that attempts to improve on existing antivirus solutions.
Signature-based detection is a technique used by traditional security
tools like antivirus to identify malware. It involves comparing a unique,
identifiable signature against a list of known malicious signatures to see if
there is a match.
Behavioral analysis looks for tell-tale signs of malicious activity by
watching and reacting to system processes in real-time and/or watching for
changes to the system which indicates that a malicious process has already
happened.
Anti-malware is often synonymous with antivirus, but it is not. Antimalware can generally be thought of as software designed to protect against
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a range of malicious programs from credential stealers to ransomware to
viruses and worms.
Endpoint detection and response (EDR) describes tools that look for
signs of infection by analyzing endpoint usage and the traffic requests
endpoints are sending back to the network. You may also hear terms like
“anomaly detection,” “intrusion detection,” and “indicators of compromise”
used to talk about these tools. These solutions aren’t designed to prevent an
attack, but rather to detect and report on it after the fact. They are typically
managed by trained security personnel.
Sandboxing/containerization attempt to isolate the effect of malware
by having users operate in virtualized/sequestered environments. That way,
if a malicious program is activated, the infection is containned. While
potentially effective, there are performance and usability costs associated
with the benefits.
Whitelisting means only allowing known, approved programs
authorization to run on endpoints, It is valuable to organizations with a
very small and/or stable number of applications. Otherwise, building and
maintaining a whitelist can pose logistical challenges.
Endpoint security
Endpoint security products tend to fall into two camps: those that focus on
preventing attacks and those that focus on detecting and responding to
attacks. When it comes to endpoint security, an ounce of prevention may be
worth a pound of detection and response.
Installation, implementation, and setup of any new application should be as
simple and streamlined as possible. Centralized deployment allows you to
install and configure an application quickly, without requiring any actions
from the end users.
Another crucial feature of any security tool is eEasy-to-access web-based
reporting.
The best security programs take a multi-layered, interwoven approach. New
tools should quickly and easily integrate with your existing strategy.
Traditionally, better security has often required tradeoffs. However, you
should expect reliable protection without a noticeable drop in performance.
In the best cases, your users shouldn’t ever notice it’s running.
You also need to know what sort of time commitment getting a new piece of
security software running will require. A product that takes 10 minutes to
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install and catches 80% of threats might be more efƤcient than a product
that catches 90% of threats but takes a month to install, configure, and get
up and running. Getting an idea of the time and resources required will
help you make sure you’re dedicating the right amount of effort to the right
project.
Even the most robust security software can’t guarantee you 100% success.
You need a clear game plan for how you should respond to and deal with a
data breach.
The chain of security is only as strong as its weakest link. When you partner
with a vendor you’re adding their link to your chain, and you want to make
sure it’s a strong link. Asking about your vendor’s security strategy will help
assure you they take your security as seriously as you do.
One of the most important things when testing out your new endpoint
security tool is confirming that it is compatible with other software and
that it integrates well with your existing security stack. You want to make
sure fixing one problem isn’t causing others.
Avoiding downtime and keeping machines up and running fast is one of the
biggest reasons to invest in security software to begin with. So keep an eye
on performance. It doesn’t do you any good if the software you’re using to
keep your users working prevents them from using their computers.
Figure out how much you will have to spend to get infected machines back
up and running. Estimate the time and money you will have to spend
restoring infected machines. Then use that number to justify your endpoint
security budget.
The Stats
Over 390,000 new malware samples are reported every day. — AV-TEST
99% of malware is only seen once before hackers modify the code so it can
continue evading detection. — Verizon 2016 Data Breach Investigations
Report
4 out of 5 Windows users have been affected by malware over the past 12
months. — Kaspersky
91% of successful data breaches start with attackers infecting an endpoint
via a phishing attack. — National Counterintelligence and Security Center
Malware recovery costs average $3,000 per day. — Solutionary
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Common Computer Abbreviations
Following are some of the numerous computer abbreviations in use today.

Operating Systems and Data Storage
BIOS - This is the Basic Input Output System which controls the computer, telling it
what operations to perform. These instructions are on a chip that connects to the
motherboard.
BYTE - A byte is a storage unit for data.
“K” is a Kilobyte which is 1024 bytes.
“MB” is a Megabyte which is a million bytes.
“GB” is a Gigabyte, which equals 1000 megabytes.
CPU - This stands for the Central Processing Unit of the computer. This is like the
computer’s brain.
MAC - This is an abbreviation for Macintosh, which is a type of personal computer
made by the Apple Computer company.
OS - This is the Operating System of the computer. It is the main program that runs
on a computer and begins automatically when the computer is turned on.
PC - This is the abbreviation for personal computer. It refers to computers that are
IBM compatible.
PDF - This represents the Portable Document Format which displays files in a format
that is ready for the web.
RAM - This stands for Random Access Memory which is the space inside the
computer that can be accessed at one time. If you increase the amount of RAM, then
you will increase the computer’s speed. This is because more of a particular program is
able to be loaded at one time.
ROM - This is Read Only Memory which is the instruction for the computer and can
not be altered.
VGA - The Video Graphics Array is a system for displaying graphics. It was developed
by IBM.
WYSIWYG - This initialism stands for What You See Is What You Get. It is
pronounced “wizziwig” and basically means that the printer will print what you see on
your monitor.

Connecting to the Internet
FTP - This is a service called File Transport Protocol which moves a file between
computers using the Internet.
HTML - HyperText Markup Language formats information so it can be transported
on the Internet.
HTTP - Hypertext Transfer Protocol is a set of instructions for the software that
controls the movement of files on the Internet.

IP - This stands for Internet Protocol which is the set of rules that govern the systems
connected to the Internet. IP Address is a digital code specific to each computer that is
hooked up to the Internet.
ISP - The Internet Service Provider is the company which provides Internet service so
you can connect your computer to the Internet.
LAN - This stands for Local Area Network which is the servers that your computer
connects to in your geographic area.
PPP - Point-to-Point Protocol is the set of rules that allow your computer to use the
Internet protocols using a phone line and modem.
URL - This is the Uniform Resource Locator which is a path to a certain file on the
World Wide Web.
USB - The Universal Serial Bus is used for communications between certain devices.
It can connect keyboards, cameras, printers, mice, flash drives, and other devices. Its
use has expanded from personal computers to PDAs, smartphones, and video games,
and is used as a power cord to connect devices to a wall outlet to charge them.
VR - Virtual Reality simulates a three-dimensional scene on the computer and has the
capability of interaction. This is widely used in gaming.
VRML - Virtual Reality Mark-up Language allows the display of 3D images.

Common Email Abbreviations
Here is a list of email abbreviations that are commonly used to get your point across in
less time and fewer keystrokes:
2G4U - Too Good For You
AWHFY - Are We Having Fun Yet?
AYPI - And Your Point Is?
GAL - Get A Life
GMTA - Great Minds Think Alike
J4F - Just For Fun
KISS - Keep it Simple, Stupid
QL - Quit Laughing!
RUOK - Are you Okay?
SITD - Still In The Dark
TIC - Tongue In Cheek
WYSIWYG - What You See Is What You Get
YYSSW - Yeah Yeah Sure Sure Whatever
ZZZ - Sleeping, Bored, Tired
This may be the longest one:
AWGTHTGTTA - Are We Going To Have To Go Through That Again?

Emoticons
If that is not enough to say what you really mean, an emoticon may help. They are a way
to overcome the fact that the person you are communicating with can neither hear your
tone of voice nor see your facial expressions. They consist of a few key strokes that form
a picture showing an emotion.
Some of the most common emoticons include:
:) or :-) - smiley face
O:-) - angelic smile
8-) - big-eyed smile
:-X - big kiss
:-{} - blowing a kiss
:.( - crying face
:-> - grinning
:-| - indifferent, bored
:-)) - laughing
=:-) - punk
:-( - sad face
:-D - shock or surprise
:-r - sticking tongue out
B:-) - sunglasses on head
:-|| - very angry
:->< - puckered up to kiss
8-| - wide-eyed surprise
;-) - winking
:-O - yelling
Read more at http://abbreviations.yourdictionary.com/articles/computerabbreviations.html#lB2EMul0bR3EmFCW.99

Information technology acronyms
From Wikipedia, the free encyclopedia
https://en.wikipedia.org/w/index.php?title=List_of_information_technology_acronyms&oldid=772989043

The table below lists initialisms and acronyms in common and current usage by
members of the Information Technology community. These acronyms are used to
discuss LAN, internet, WAN, routing and switching protocols, and their applicable
organizations.[1][2][3] The table contains only current, common, non-proprietary
acronyms that are specific to Information Technology.
Acronym

Meaning

Primary
Applicability[4]

Normative Reference

ACK

Acknowledgement

Transport and other
layers

TCP/IP, for example. RFC 793

ACL

Access control list

Security, application
layer

Access control list, Cisco
overview

ADSL

Asymmetric digital subscriber line

Telecom

ITU-T G.992.5 Annex M, for
example

AES

Advanced Encryption Standard

Security

U.S. FIPS PUB 197

ANSI

American National Standards Institute

Organization

ANSI

ARP

Address Resolution Protocol

Link layer

RFC 1122

ATM

Asynchronous Transfer Mode

Telecom

ATM cell description

BGP

Border Gateway Protocol (routing protocol)

Application layer,
Routers

RFC 4271

BSS

Basic service set (Wi-Fi)

Wireless

IEEE Std 802.11-2007

CAT

Category (e.g. CAT-5 cable)

Physical layer

ANSI/TIA/EIA-568-B.1-2001

CCITT
(obs.)

Standards organization that has been replaced
Organization
by ITU-T

ITU-T

CHAP

Challenge-Handshake Authentication
Protocol (PPP)

Security, telecom

RFC 1994

CIDR

Classless Inter-Domain Routing

Architecture

RFC 1518 RFC 1519

CIR

Committed Information Rate (Frame Relay)

Telecom

RFC 1490 RFC 1973 RFC 2427

CLI

Command line interpreter

Hardware

Catalyst 6500 Series Command
Reference, 7.6, for example

CPE

Customer premises equipment

Telecom

Telecom Glossary

CPU

Central processing Unit

Microprocessor

Wikipedia

CRC

Cyclical redundancy check

Link and other layers

24 References here.

CRC-16CCITT

Cyclical redundancy check (X.25, HDLC)

Link layers

Reference on CRC page.

CSMA/CA

Carrier sense multiple access / collision
avoidance

Wireless

IEEE Std 802.11 Downloads

CSMA/CD

Carrier sense multiple access / collision
detection

Physical layer

IEEE Std 802.3TM-2002

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

CSU/DSU

Channel service unit / data service unit

Telecom

Telecom Glossary

DCE

Data communications equipment

Telecom

Telecom Glossary

DEC (obs.)

Digital Equipment Corporation

Organization

Purchased by Compaq in 1998.
Merged with Hewlett-Packard
2002.

DES

Data Encryption Standard (obs. See AES)

Security

Federal Information Processing
Standard (FIPS) FIPS-46-3

DHCP

Dynamic Host Configuration Protocol

Application layer,
Internet Layer

RFC 2131 and others

DNS

Domain Name System

Application layer

Over 30 RFCs here.

DRAM

Dynamic random-access memory

Hardware

DSL

Digital Subscriber Line

Telecom

Telecom Glossary

DSLAM

Digital Subscriber Line Access Multiplexor

Telecom

Telecom Glossary (proposed)

DTE

Data Terminal Equipment

Telecom

Telecom Glossary

EHA

Ethernet Hardware Address (MAC address)

Link layer

IEEE Std 802 IEEE OUI
Assignments

EIA

Electronics Industry Alliance

Organization

EIA

EIGRP

Enhanced Interior Gateway Routing Protocol Internet Layer

Cisco Doc ID: 16406

EOF

End Of Frame (HDLC, etc.)

Link layer

HDLC framing

ESS

Extended service set (Wi-Fi group)

Wireless

IEEE Std 802.11-2007

FCC

Federal Communications Commission (US)

Organization

US FCC

FCS

Frame check sequence (Ethernet)

Link layer

Ethernet Frame IEEE Std 802.3

FDDI

Fiber Distributed Data Interface

Link layer

American National Standards
Institute X3T9.5 (now X3T12),
ISO/IEC 9314-x

FTP

File Transfer Protocol

Application layer

RFC 959 and others

GBIC

Gigabit interface converter

Hardware

Seagate Specification

Gbps

Gigabit per second

Physical layer

Gigabit per second

GEPOF

Gigabit Ethernet (over) Plastic Optical Fiber

Physical layer

IEEE P802.3bv

HDLC

High-level Data Link Control

Link layer

ISO 13239

HTTP

HyperText Transfer Protocol

Application layer

W3C Change History for HTTP

HTTPS

HyperText Transfer Protocol Secure

Transport and other
layers

SSL 3.0 Specification

IANA

Internet Assigned Number Authority

Organization

IANA

ICMP

Internet Control Message Protocol

Internet Layer

RFC 792

IDF

Intermediate distribution frame

Physical layer

Structured cabling or Telecom
Glossary

IDS

Intrusion Detection

IEEE

Institute for Electrical and Electronic
Engineers

Organization

IEEE

IETF

Internet Engineering Task Force

Organization

IETF

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

IMAP

Internet Message Access Protocol

Application layer

RFC 3501

IP

Internet Protocol

Internet Layer

RFC 791 RFC 1606

IPS

Intrusion prevention system

Security

"NIST - Guide to Intrusion
Detection and Prevention
Systems (IDPS)". 2007-02.
Retrieved 2010-08-24.

IS-IS

Intermediate System to Intermediate System
(routing protocol)

Internet Layer

ISO/IEC 10589:2002

ISDN

Integrated Services Digital Network

Telecom

IEC Area 716-xx

ISP

Internet service provider

Telecom

Telecom Glossary

ITU-T

International Telecommunications Union

Organization

http://www.itu.int

kbps

Kilobit per second

Physical layer

Kilobit_per_second

LACP

Link Aggregation Control Protocol

Data link layer

LAN

Local area network

Link and other layers

Telecom Glossary

LAPB

Link Access Procedure, Balanced (x.25)

Telecom

ITU-T Recommendation X.222

LAPF

Link-access procedure for frame relay

Telecom

RFC 1490

LLC

Logical link control

Link layer

Telecom Glossary

MAC

Media access control

Link layer

IEEE Std 802.3 and 802.11, for
example

MAN

Metropolitan area network

Telecom

Telecom Glossary

Mbps

Megabits per second

Physical layer

Megabit_per_second

MC

Multiple choice

IT Professional
Certification

About certification exams

MDF

Main distribution frame

Physical layer

Glossary See also Structured
cabling

MIB

Management information base (SNMP)

Application layer

RFC 3418

MoCA

Multimedia over Coax Alliance

Organization

Multimedia over Coax Alliance

MPLS

Multiprotocol Label Switching

network technology

MTU

Maximum Transmission Unit

Multiple layers

NAC

Network access control

Link and other layers

IEEE 802.1x

NAT

Network Address Translation

Internet Layer

Cisco Internet Protocol Journal:
A look Inside Network Address
Translators

NBMA

Non-Broadcast Multiple Access (e.g. Frame
Relay ATM)

Telecom

See ATM, Frame Relay and
X.25, for examples.

NIC

Network Interface Card

Physical layer

Telecom Glossary

NRZ

Non-return-to-zero

Physical layer

Federal Standard 1037C

NRZI

Non-return to zero inverted

Physical layer

Federal Standard 1037C

NVRAM

Non-volatile RAM

Hardware

Sample vendor data here

OSI

Open System Interconnect (joint ISO and
ITU standard)

Organization

ISO/IEC 9594-5:2005 Open
Systems Interconnection

Acronym

Meaning

Primary
Applicability[4]

Normative Reference
Protocol Specifications

OSPF

Open Shortest Path First (routing protocol)

Internet Layer

RFC 2238

OUI

Organization Unique Identifier

Link and other layers

IEEE OUI Assignments

PAP

Password authentication protocol

Security

RFC 1334

PAT

Port address translation

Internet Layer

RFC 1918

PC

Personal computer (host)

Hardware

PIM

Personal information manager

Software category

PIM

Privileged Identity Management

Software category

PCM

Pulse-code modulation

Physical layer

ITU-T G.711

PDU

Protocol data unit (such as segment, packet,
frame, etc.)

Multiple layers

Fed Std 1037C

POP3

Post Office Protocol, version 3

Application layer

RFC 1939

POP

Point of presence

Telecom

Telecom Glossary

POST

Power-on self test

Hardware

Cisco Catalyst 2800 User Guide,
for example

POTS

Plain old telephone service

Telecom

Telecom Glossary

PPP

Point-to-point Protocol

Telecom

RFC 1661

PPTP

Point-to-Point Tunneling Protocol

Telecom

RFC 2637

PTT

Public Telephone and Telegraph

Telecom

Telecom Glossary or Free
Dictionary

PVST

Per-VLAN Spanning Tree

Link layer

Cisco's introduction to Spanning
Tree Protocol

RADIUS

Remote Authentication Dial-In User Service Security

RFC 2865

RAM

Random Access Memory

Physical layer

Telecom Glossary

RARP

Reverse ARP

Link layer

RFC 903

RFC

Request for Comments

Multiple layers

IETF's RFC Index

RIP

Routing Information Protocol

Internet Layer

RFC 2453, for RIP version 2

RLL

Run-Length Limited

Physical layer

RLL is used in a wide range of
encodings.

ROM

Read-Only Memory

Hardware

Telecom Glossary

RSTP

Rapid Spanning Tree Protocol

Link layer

IEEE 802.1w - Rapid
Reconfiguration of Spanning
Tree

RTP

Real-time Transport Protocol

Application layer

RFC 3550

RCP

Royal College of Physicians

Gibson layer

RFC 69

SDLC

Synchronous Data Link Control

Link layer

Cisco Technology Handbook:
SDLC and Derivatives

SFD

Start-of-frame delimiter (Ethernet, HDLC,
etc.)

Link layer

IEEE 802.3 (Ethernet), or RFC
2687 (HDLC), for examples

SFP

Small form-factor pluggable

Hardware

Seagate Specification

S-HTTP

Secure HTTP (rarely used)

Transport and other

RFC 2660 See also https

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

layers
SLARP

Serial Line ARP (Address Resolution
Protocol)

Link and other layers

Archived Cisco Serial Line
Encapsulation extension

SLIP

Serial Line Internet Protocol (obs.)

Telecom

RFC 1055

SMTP

Simple Mail Transfer Protocol

Application layer

RFC 5321

SNA

Systems Network Architecture (IBM)

Multiple layers

SNA Protocol Suite

SNAP

SubNet Access Protocol

Link layer

IEEE 802 Overview and
Architecture

SNMP

Simple Network Management Protocol

Application layer

RFC 1155, RFC 3410 thru RFC
3418 and others

SOF

Start of frame

Link layer

IEEE 802.3 (Ethernet), or RFC
2687 (HDLC), for examples

SRAM

Static random access memory

Hardware

PC Guide's Definition

SSH

Secure shell

Application layer

RFC 4252

SSID

Service set identifier (Wi-Fi)

Wireless

IEEE 802.11

STP

Spanning Tree Protocol

Link layer

Cisco's Introduction to Spanning
Tree Protocol

SYN (TCP)

Synchronization

Link and other layers

RFC 793 and many others

TCP/IP

Transmission Control Protocol/Internet
Protocol

Transport layer

RFC 793 and many others

TDM

Time-division multiplexing

Physical layer

Fed Std 1037C

TFTP

Trivial File Transfer Protocol

Application layer

RFC 1350

TIA

Telecommunications Industry Alliance

Organization

Telecommunications Industry
Association

TOFU

Trust On First Use

Security

Improving SSH-style Host
Authentication with Multi-Path
Probing

UDP

User Datagram Protocol

Transport layer

RFC 768

USB

Universal Serial Bus

Physical and other
layers

USB 3.0 Specification

UTP

Unshielded twisted pair

Physical

Many versions are defined by
TIA, such as: TIA-568-B

VC

Virtual circuit

Transport and other
layers

Telecom Glossary

VLAN

Virtual local area network

Link layer

IEEE 802.1Q

VLSM

Variable-length subnet masking

Architecture

RFC 1518 RFC 1519

VPN

Virtual private network

Application layer

Virtual Private Network
Consortium

W3C

World Wide Web Consortium

Organization

W3C

WAN

Wide-area network

Telecom

Telecom Glossary

WEP

Wired Equivalent Privacy

Wireless

IEEE 802.11

Wi-Fi

IEEE 802.11 (Wi-Fi Alliance)

Wireless

Wi-Fi Alliance

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

WPA

Wi-Fi Protected Access

Security

IEEE 802.11i

www

World Wide Web

Architecture

W3C Consortium
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A...
AA
Auto Answer
AAB
All-to-All Broadcast
AAL
Asynchronous Transfer Mode Adaption Layer
AAP
Applications Access Point [DEC]
AAS
All-to-All Scatter
AASP ASCII Asynchronous Support Package
AAT
Average Access Time
ABC * Atanasoff-Berry Computer (First digital calculating machine that used vacuum
tubes)
ABEND Abnormal End
ABI
Application Binary Interface
ABIOS Advanced BIOS
ABIST Automatic Built-In Self-Test [IBM]
ABLE Adaptive Battery Life Extender
ABR
Available Bit Rate
ABRS Automated Book Request System [British Library]
ABS
Absolute
ABT
Abort
ABTS ASCII Block Terminal Services
AC
Autocheck + Automatic Computer + Alternating Current
ACC
Accumulator
ACD
Automated Call Distribution + Automatic Call Distributor
ACDI Asynchronous Communications Device Interface
ACE
Advanced Computing Environment [SCO] +
Adverse Channel Enhancements [Microcom] +
* Automatic Computing Engine
ACF
Access Control Field + Advanced Communications Function
ACH
Automated Clearing House
ACIAS Automated Calibration Interval Analysis System
ACIS American Committee for Interoperable Systems
ACK
Acknowledgment
ACL
Access Control List
ACM
Association for Computing Machinery
Audio Compression Manager [Microsoft]
ACMS Application Control Management System

ACP
Ancillary Control Program + Auxillary Control Process
ACROSS Automated Cargo Release and Operations Service System
ACS
Access + Access Control Set + Access Control System +
Asynchronous Communication Server
ACTS Automated Computer Time Service
ACTT Advanced Communication and Timekeeping Technology [Seiko]
ACU
Automatic Calling Unit
A/D
Analog to Digital
ADA
Automatic Data Acquisitions + Programming
Language named after Augusta Ada Lovelace)
ADB
Apple Desktop Bus
ADC
Adaptive Data Compression (protocol) [Hayes] +
Add with Carry + Analog to Digital Converter
ADCCP Advanced Data Communication Control Procedures
ADD
Automatic Document Detection [WordPerfect]
ADF
Automatic Document Feeder +
Automatically Defined Function
.ADF Adapter Description File (file name extension)
ADI
AutoCad Device Interface (driver)
ADL
Address Data Latch
ADLAT Adaptive Lattice Filter
ADLC Adaptive Lossless Data Compression [IBM] +
Asynchronous Data Link Control
ADMACS Apple Document Mangagement And Conrol System
ADMD Administrative Management Domain [X.400]
.ADN Add In Utility (file name extension)
[Lotus 1-2-3] [LDC]
ADP
Automatic Data Processing
ADPCM Adaptive Differential Pulse Code Modulation
ADR
Address
ADS
Application Development Solutions [AT&T] +
Application Development System +
Automatic Distribution System
ADSC Address Status Changed +
Adobe Document Structuring Conventions
ADSL Asymmetrical Digital Subscriber Line
ADSR Attack, Decay, Sustain, Release
ADT
Application Data Types
ADU
Automatic Dialing Unit
AE
Above or Equal
AEB
Analog Expansion Bus [Dialogic]
AF
Auxiliary carry Flag
AFA
Accelerated File Access
AFC
Automatic Font Change + Automatic Frequency Control
AFD
Automatic File Distribution
AFII Association for Font Information Interchange
AFIRM Automated Fingerprint Image Reporting and Match

AFIS Automated Fingerprint Identification System
.AFM Adobe Font Metrics (file name extension)
[Adobe Systems]
AFP
Appletalk Filing Protocol [Macintosh]
AFS
Andrew File System (protocols)
AFTP Anonymous File Transfer Protocol
AGC
Automatic Gain Control
AGRAS Antiglare-Antireflective-Antistatic
AGU
Address-Generation Unit
AI
Analog Input + Artificial Intelligence
AIA
Applications Integration Architecture [DEC]
AIC
AIXwindows Interface Composer [IBM]
AIF
Audio Interchange Format
AIIM Association for Information and Image Management
AIN
Advanced Intelligent Network [Bell Atlantic]
AIS
Automated Identification System [NCIC]
AISB Association of Imaging Service Bureaus
AISP Association of Information Systems Professionals
AIX
Advanced Interactive Executive [IBM]
ALC
Arithmetic and Logic Circuits +
Automatic Level Control
ALE
Address Latch Enable
ALGOL Algorithmic Oriented Language (see IAL)
ALIBI Adaptive Location of Internetworked Bases
of Information
ALINK Active Link [HTML]
ALIWEB Archie Like Indexing in the Web [Internet]
ALN
Asynchronous Learning Network
ALR
Advanced Logic Research, Inc.
ALT
Alternate (mode)
ALT. Alternate lifestyle [USENET Newsgroup Category]
ALU
Arithmetic Logic Unit
AMANDDA Automated Messaging and Directory Assistance
AMD
Active Matrix Display +
Advanced Micro Devices, Inc.
AMI
American Megatrends, Inc.
AMMA Advanced Memory Management Architecture
[Everex Systems]
AMPS Advanced Mobile Phone Service
ANCOVA Analysis of Covariance
ANDF Architecture-Neutral Distribution Format
ANI
Automatic Number Identification
.ANI Animated Cursor (file name extension) [Microsoft]
ANN
Artificial Neural Network
.ANN Annotations (file name extension) [IBM]
ANOVA Analysis Of Variance
ANSI American National Standards Institute

AO
Analog Output
AOCE Apple Open Collaboration Environment
AOE
Application Operating Environment [AT&T]
AOL
America Online
AOS
Add Or Subtract
AP
Adjunct Processor + Application Processor
A/P
Accounts Payable
APA
Adaptive Packet Assembly +
All Points Addressable +
Arithmetic Processing Accelerator
APAR Authorized Program Analysis Report [IBM]
APAREN Address Parity Enable [IBM]
APCUG Association of PC User Groups
API
Application Program Interface
APIC Advanced Programmable Interrupt Controller (bus) [Intel]
APIS Advanced Passenger Information System
APL
A Programming Language (Mathematics)
APM
Advanced Power Management [IBM OS2]
.APP Application (file name extension) [R:Base]
APPC Advanced Program-to-Program Communications [IBM]
APPI Advanced Peer-to-Peer Internetworking
APPN Advanced Peer-to-Peer Networking [IBM]
APPS Applications
APRP Adaptive Pattern Recognition Processing
APS
Advanced Photo System + Advanced Printing Service [IBM]
Asynchronous Protocol Specification
APSE ADA Programming Support Environment
APT
Address Pass Through +
Advanced Parallel Technology +
Automatically Programmed Tools
A/R
Accounts Receivable
ARA
AppleTalk Remote Access
ARAG Antireflective-Antiglare
ARAS Antireflective-Antistatic
.ARC Archive (file name extension)
ARCA Advanced RISC Computing Architecture
ARCnet Attached Resource Computer Network
.ARJ Compressed File (file name extension) [Jung]
ARL
Adjusted Ring Length
ARLL Advanced Run Length Limited
ARM
Advanced RISC Machine (processor) +
Annotated Reference Manual +
Asynchronous Response Mode
ARMA Association of Records Managers and Administrators
ARP
Address Resolution Protocol [Novell]
ARPANET Advanced Research Projects Agency Network
ARPL Adjust Requested Privilege Level

ARTA Apple Real Time Architecture
ARTIC A Real-Time Interface Copressor [IBM]
ARTS Asynchronous Remote Takeover Server
ARTT Asynchronous Remote Takeover Terminal
ARQ
Automatic Repeat Request
ARU
Audio Response Unit
AS
Autonomous System [Internet]
ASAP As Soon As Possible +
Automatic Switching And Processing
AS3AP ANSI SQL Standard Scalable and Portable
.ASC ASCII text (file name extension)
ASCII American Standard Code for Information Interchange
ASIC Application-Specific Integrated Circuit
ASIT Advanced Security and Identification Technology
ASL
Adaptive Speed Levelling
ASLM Apple Shared Library Manager [Macintosh]
.ASM Assembler Source Language (file name extension)
ASMP Asymmetric Multprocessing
ASN
Abstract Syntax Notation +
Autonomous System Number
ASP
Association of Shareware Professionals
ASPI Advanced SCSI Programming Interface [Adaptec]
ASPS Advanced Signal Processing System
ASR
Address Space Register + Automatic Send-Receive +
Automatic Speech Recognition
AST
AST Research, Inc. (named from first initials of
the founders: Albert Wong, Safi Qureshey, Thomas Yuen)
AS/U Advanced Server for Unix
ASYNC Asynchronous
AT
Advanced Technology + Attention
ATA
Advanced Technology Attachment
ATDP Attention Dial Pulse
ATDT Attention Dial Tone
ATE
Automated Test Equipment
ATG
Advanced Technology Group
ATH
Attention Hang-Up (Modem command)
ATM
Adobe Typeface Manager +
Asynchronous Transfer Mode +
Automated Teller Machine
ATPS AppleTalk Printing Services [Macintosh]
ATR
Automatic Terminal Recognition
ATS
Administrative Terminal System +
Apple Terminal Services
AT&T American Telephone and Telegraph
ATTN Attention
ATTRIB Attribute (also ATR)
ATZ
Attention Restore configuration profile from

nonvolatile RAM (Modem command)
.AU
Audio (file name extension)
AUDIT Automated Data Input Terminal
AUI
Attachment Unit Interface
AUP
Acceptable Use Policy [Internet]
AUTO Automatic
AUTOEXEC Automatic Execution
AUX
Auxiliary + (First Serial Port)
AV
Audio/Video + Audiovisual + Authenticity Verification
AVA
Audio Visual Authoring [IBM]
AVC
Audio Visual Connection [IBM]
AVG
Average
AVI
Audio Visual Interleave [Microsoft]
AVR
Automatic Voice Recognition
AWG
American Wire Gage
AWK
(Unix language named after its authors...
Al Aho, Peter Weinberger and Brian Kernighan)
AWS
Advanced Workstations and Systems (group) [IBM]
AX
Architecture Extended + Automatic Transmission
B...
BACP Bandwidth Allocation Control Protocol
BAK
Binary Adaptation Kit [Microsoft]
.BAK Backup (file name extension)
BAL
Basic Assembly Language
BALUN Balanced Unbalanced (device)
BAM
Boyan Action Module
BARTS Bell Atlantic Regional Timesharing
.BAS Basic Language (file name extension)
BASH Bourne Again Shell [Unix]
BASIC Beginner’s All-purpose Symbolic Instruction Code
BASM Built-In Assembler
BAT
Block Address Translation
.BAT Batch Processing (file name extension)
BBS
Bulletin Board System
BCC
Block Check Character
BCC: Blind Carbon Copy
BCD
Binary Coded Decimal
B-CHANNEL Bearer Channel
BCL
Batch Command Language
BCN
Beacon
BCP
Best Current Practice + Bulk Copy Program
BCPL Basic Computer Programming Language
BCR
Byte Count Register
BCS
Bar Code Sorter
BDA
Bios Data Area
BDE
Borland Database Engine [Borland]

BDOS Basic Disk Operating System
BDR
Bus Device Request
BE
Below or Equal
BECN Backward Explicit Congestion Notification
BEDO Burst Extended Data Out
BEL
Bell
BELLCORE Bell Communications Research
BERT Bit Error Rate Test/Tester
BF
Bad Flag
B/F
Background/Foreground
BFF
Binary File Format [IBM]
BFT
Binary File Transfer
BGA
Ball Grid Array
BGCOLOR Background Color [HTML]
BGE
Branch if Greater or Equal
.BGI Borland Graphic Interface (file name extension)
BGP
Border Gateway Protocol
BGT
Branch if Greater Than
BHI
Branch if Higher
BHIS Branch if Higher or Same
BI
Binary Input
.BIB Bibliography (file name extension)
BiDi Bi-Directional
BIM
Beginning of Information Marker
.BIN Binary (file name extension)
BINAC * Binary Automatic Computer
BIND Berkeley Internet Name Domain
BIOS Basic Input/Output System
BIS
Business Information System
BISDN Broadband Integrated Services Digital Network
BIST Built-In Self-Test
BiSYNC (See BSYNC)
BIT
Binary Digit
BITNET Because It’s Time Network
BITNIC Bitnet Network Information Center
BIU
Bus Interface Unit
BIX
Byte Information Exchange (BBS)
BIZ. Business [USENET Newsgroup Category]
.BK! Backup (file name extension) [WordPerfect]
.B~K Backup (file name extension)
BKSP Backspace
BL
Backlit + Bit Line
BLAST Blocked Asynchronous Transmission (protocol)
[Communications Research Group]
.BLD BASIC Bload Graphics (file name extension)
BLE
Branch if Less or Equal
BLER Block Error

BLK
Block
BLMC Buried Logic Macrocell
BLOB Binary Large Object
BLOS Branch if Lower Or Same
BMI
Branch if Minus
BMIC BusMaster Interface Controller [Intel]
BMP
Basic Mapping Support + Batch Message Processing Program
.BMP Bitmap Picture (file name extension)
BNC
Bayonet Neill-Concelman (connector used with
coaxial cable invented by Mr. Neill-Concelman)
BNE
Branch if Not Equal
BNF
Backus-Naur Form (also Backus-Normal Form) [developed by
John Backus and Peter Naur]
BNS
Backbone Network Service
BO
Binary Output
BoB
Break-out Box
BOC
Basic Operator Console
BOF
Beginning Of File
BOM
Beginning Of Message
BOND Bandwidth On Demand
BOOTP Bootstrap Protocol [Internet]
BOPS Billion Operations Per Second
BORPQU Borland Pro Quattro
BORQU Borland Quattro
BOS
Basic Operating System
BOT
Beginning Of Table + Beginning of Tape
BP
Base Pointer
BPB
BIOS Parameter Block
BPDU Bridge Protocol Data Unit
BPI
Bits Per Inch
BPL
Branch if Plus
BPS
Bits Per Second + Bytes Per Second
BR
Bad Register
BRGC Binary Reflected Gray Code
BRI
Basic Rate Interface + Brain Response Interface
BS
Backspace
BSAM Basic Sequential Access Method
BSC
Binary Synchronous Communication
.BSC Boyan Script (file name extension) [Boyan Communications]
BSCS Bachelor of Science (Degree) in Computer Science
BSD
Berkely Software/Standard Distribution
BSF
Bit Scan Forward
BSI
British Standards Institute
BSR
Bit Scan Reverse
BSS
Block Started by Symbol
BSV
BASIC Bsave Graphics (file name extension)
BSY
Busy

BSYNC Binary Synchronous Communications (protocol)
BT
Bit Test
BTAM Basic Telecommunications Access Method [IBM]
BTB
Branch Target Buffer
BTC
Bit Test and Complement
BTOA Binary To ASCII
BTP
Batch Transfer Program
BTR
Bit Test and Reset
BTS
Bit Test and Set
BU
Branch Unit
BUBL Bulletin Board for Libraries [Janet]
BUF
Buffer
BVH
Base Video Handler
BWM
Block-Write Mode
B2X
Binary To Hexadecimal [REXX]
BYTE Binary Element String
C...
C
C Programming Language
.C
C source code (file name extension) [C]
CA
Collision Avoidance
CAD
Computer Aided Design
CADD Computer Aided Design and Drafting
CADE Client/server Application Development Environment
CAE
Client Application Enabler + Common Applications Environment +
Computer Aided Engineering
CAEX Computer Aided Exploration
CAG
Column Address Generator
CAI
Computer Aided Instruction
CAL
Calendar + Computer Aided Learning
CAM
Common Access Method + Computer Aided Manufacturing +
Contents Addressable Memory
CAN
Cancel
CAP
Carrierless Amplitude and Phase-Modulation + Central Arbitration Point +
Communication Application Platform + Computer Aided Publishing
.CAP Capture (file name extension)
CAPD Computing To Assist Persons With Disabilities [Johns Hopkins University]
CAPS Capitals (Upper Case Letters) + Cassette Programming System
CARL Colorado Alliance of Research Libraries [Internet]
CAS
Column Address Select + Communications Application Specification +
Computer Aided Styling
CASE Computer Aided Software Engineering
CASL Crosstalk Application Scripting Language [DCA]
CASS Computer Assisted Search Service
CASSIS Classified and Search Support Information System
CAT
Computer Aided Testing + Computer Aided Tomography +
Computer Aided Transcription + Concatenate

.CAT Catalog (file name extension)
CATS Computer Assisted Training System
CAT SCAN Computerized Axial Tomography Scan
CATV Community Antenna Television (this was the original name for what is now
known as Cable TV)
CAU
Controlled Access Unit
CAV
Constant Angular Velocity
CBC
Cipher Block Chaining
CBCR Channel Byte Count Register
CBEMA Computer and Business Equipment
Manufacturers Association
CBGA Ceramic Ball Grid Array
CBI
Computer Based Instruction
CBL
Computer Based Learning
.CBL COBOL source code (file name extension)
CBMS Computer-Based Mail System
CBR
Constant Bit Rate
CBT
Computer Based Training
CBW
Convert Byte to Word
CBX
Computer-Controlled Branch Exchange
CC
Cluster Controller
CC:
Carbon Copy
CCD
Charged-Coupled Device
CCFT Cold Cathode Fluorescent Tube
CCI
Common Client Interface
CCITT Comite Consultatif International Telegraphique et Telephonique/
Consultative Committee for International Telegraph and Telephone
CCL
Connection Control Language
CCP
Console Command Processor
CCS
Common Command Set + Common Communications Services +
Common Communications Support + Continuous Composite Servo
.CCS Color Calibration System (file name extension)
CCSD Cellular Circuit-Switched Data
CD
Carrier Detect + Change Directory + Collision Detection + Color Display +
Compact Disk
C/D
Control Data
C2D
Character To Decimal [REXX]
CDA
Compound Document Architecture [DEC]
CDC
Control Data Corporation
CD_CHRDY Card Channel Ready [IBM]
CD-DA Compact Disk -Digital Audio
CDDI Copper Distributed Data Interface
CDE
Common Desktop Environment + Complex Data Entry
CD-E Compact Disk - Erasable
.CDF Comma Delimited Format (file name extension)
CDFS Compact Disc File System [Microsoft]
CD+G Compact Disk plus Graphics

CD-I Compact Disk - Interactive
CDIA Certified Document Imaging Architect
CDL
Computer Design Language
CDMA Code Division Multiple Access
CDMF Commercial Data Masking Facility [IBM]
CD-MO Compact Disk - Magneto Optical
CDOS Concurrent Disk Operating System
CDPD Cellular Digital Packet Data
CDR
Call Detail Record + Call Detail Recording
CD-R Compact Disk - Recordable
CD-RDx Compact Disk - Read Only Memory Data Exchange Standard
CDRL Contract Data Requirements List
CD-ROM Compact Disk - Read Only Memory
CD-RTOS Compact Disk - Real Time Operating System
CDS
Current Directory Structure
CDSA Common Data Security Architecture
.CDT Corel Draw Template (file name extension)
CD-V Compact Disk - Video
CD-WO Compact Disk - Write Once
.CDX Compound Index (file name extension) [Fox Pro]
CD-XA Compact Disk - Extended Architecture
CE
Cache Enable + Chip Enable + Collision Elimination + Convert Enable
CEG
Continuous Edge Graphics
CEI
Conducted Electromagnetic Interference
CEMS Constituent Electronic Mail System
CEOP Conditional End Of Page
CERN The European Particle Physics Laboratory (initials
originally from Conseil European pour la Recherche Nucleaire)
CERT Computer Emergency Response Team
CFB
Cipher Feedback + Configurable Function Block
.CFG Configuration (file name extension)
CFM
Code Fragment Manager [Macintosh]
CFR
Computerized Facial Recognition
CFS
Caching/Common File System
CFV
Call For Votes [Bitnet]
CG
Control Gate
CGA
Color Graphics Adapter
CGE
Common Graphics Environment
CGI
Common Gateway Interface + Computer Generated Images +
Computer Graphics Interface
.CGM Computer Graphics Metafile (file name extension) +
Graph (file name extension) [Lotus 1-2-3] [LDC]
CHAP Challenge-Handshake Authentication Protocol
CHAR Character
CHAT Conversational Hypertext Access Technology [Internet]
CHCK Channel Check
CHCP Change Code Page

CHDIR Change Directory
CHFN Change Finger [Unix]
CHGRP Change Group
.CHK CHKDSK (file name extension)
CHKDSK Check Disk
CHMOD Change Mode
CHOWN Change Owner
CHP
Chapter
CHR
Character
CHRP Common Hardware Reference Platform
CHS
Cylinder Head Sector
CI
Component Interface
CIA
Current Instruction Address
CIAC Computer Incident Advisory Capability
CICS/VS Customer Information Control System/
Virtual Storage [IBM]
CID
Charge-Injection Device + Configuration/Installation/Distribution
CIDR Classless Inter-Domain Routing
CIF
Common Interchange/Intermediate Format +
Crystallographic Information File +
Customer Information Feed
CIM
CompuServe Information Manager +
Computer Integrated Manufacturing
CIO
Chief Information Offier
CIOCS Communication Input/Output Control System
CIP
Command Interface Port
CIR
Committed Information Rate
CIRC Circular Reference +
Cross-Interleaved Reed-Solomon Code
CIS
Card Information Structure + Client Information System +
CompuServe Information Service + Computer Information Systems + Contact
Image Sensor + Customer Information System
CISC Complex Instruction Set Computing
CIT
Computer-Integrated Telephony
CIX
Commercial Internet Exchange + Compulink Information Exchange
CJLI Command Job Language Interpreter
CKD
Count Key Data (device)
CLAR Channel Local Address Register
CLASS Client Access to Systems and Services +
Cooperative Library Agency for Systems and Services +
Custom Local-Area Signaling Services
CLC
Clear Carry Flag
CLD
Clear Direction Flag
CLI
Call-Level Interface + Clear Interrupt Flag + Command Line Interface
CLIST Command List
CLK
Clock
CLNP Connectionless Network Protocol

CLOS Common Lisp Object System
CLP
Cell Loss Priority + Constraint Logic Programming
.CLP Clipboard (file name extension) [Windows]
CLS
Clear Screen
CLTP Connectionless Transport Protocol
CLTS Clear Task Switch Flag
CLUI Command Line User Interface
CLUT Color Look-Up Table
CLV
Constant Linear Velocity
CM
Centimeter + Control Mark + Corrective Maintenance
CMA
Concert Multi-thread Architecture
CMC
Common Mail Calls + Common Messaging Calls +
Communication Mangement Configuration +
Complement Carry Flag + Computer-Mediated Communication [Internet]
.CMD Command (file name extension)
CMF
Creative Music Format
CNIDR Clearinghouse for Network Information and
Discovery and Retrieval [Internet]
CMIP Common Management Information Protocol
CMIS Common Management Information Services/System
CML
Conceptual Modelling Language + Computer Managed Learning +
Current Mode Logic
CMM
Capability Maturity Model
CMMS Computerized Maintenance Management Software
CMMU Cache/Memory Management Unit [Motorola]
CMOS Complementary Metal-Oxide Semiconductor
CMOV Conditional Move
CMP
Compare + Computer
CMPS Compare word String
CMS
Code Management System + Compiler Monitor System +
Conversation Monitor System
CMVC Configuration Management Version Control [IBM]
CMW
Compartmented Mode Workstation
CMY
Cyan-Magenta-Yellow (color model)
CMYK Cyan-Magenta-Yellow-Black (color model)
CNA
Certified NetWare Administrator [Novell]
CNAPS Co-Processing Node Architecture for Parallel Systems
CNC
Computerized Numerical Control
CNE
Certified NetWare Engineer
.CNF Configuration (file name extension)
CNG
Calling (tone)
CNI
Certified Novell Instructor [Novell]
CNIDR Clearinghouse for Networked Information and Retrieval
CNN
Composite Network Node
CNSS Core Nodal Switching Subsystem [Internet]
.CNT Contents (file name extension)
CNV
Conventional (pertaining to Memory)

CNVT Convert
CNX
Certified Network Expert
CO
Central Office + Command Output + Convert Out
COB
Chip-On-Board
.COB COBOL source code (file name extension)
COBOL Common Business-oriented Language (See HLL)
.COD Code List (file name extension)
CODASYL * Conference on Data System Languages (Group that designed COBOL)
CODE Client-Server Open Development Environment
CODEC Coder/Decoder + Compression/Decompression
COEM Commercial Original Equipment Manufacturer
COFF Common Object File Format [Unix]
COGO Coordinate Geometry (Programming Language)
COL
Collision + Computer Oriented Language
COLD Computer Output to Laser Disk
COLL Collision
COM
Commercial (organization Domain name) [Internet] +
Common Object Model [Microsoft]
.COM Command (file name extension)
COM1 First serial Port (asynchronous port)
COM2 Second serial Port
COM3 Third serial Port
COM4 Fourth serial Port
COMDEX Computer Dealers Exposition
COMET Cornell Macintosh Terminal Emulator
COMP Compare + Communications
COMP. Computers [USENET Newsgroup Category]
COMSAT Communications Satellite Corporation
CON
Console (includes Keyboard and Screen)
COND Condition
CONFIG Configuration
CONS Connection-Oriented Network Service
CONTONE Continuous Tone
CORBA Common Object Request Broker Architecture
CoREN Corporation for Research and Enterprise Network
COS
Compatible Operating System
COSE Combined Office Standard Environment +
Common Open Software/Systems Environment
COSMIC Computer Software Management and Information
Center [NASA]
COSMOS Computer System for Mainframe Operations
COSS Common Object Services Specification
COTS Commercial Off-The-Shelf
CP
Copy Protected
CPA
Certified Public Accountant
CPC
Constant Point Calculation
CPCS Check Processing Control System [IBM]

CPE

Central Processing Element + Customer Premise Equipment +
Customer Provided Equipment
.CPE Cover Page (file name extension)
CPG
Clock Pulse Generator
CPI
Characters Per Inch + Clock Per Instruction +
Common Programming Interface [IBM]
.CPI Code Page Information (file name extension) [MS-DOS]
CPI-C Common Programming Interface for Communications [IBM]
CPIO Copy In and Out [Unix]
CPL
Current Privilege Level
.CPL Control Panel (file name extension)
CP/M Control Program for Microcomputers [Digital Research]
CPS
Characters Per Second + Cycles Per Second
CPT
Command Pass Through
CPU
Central Processing Unit
CR
Carriage Return
CRAM Cyberspatial Reality Advancement Movement
CRC
Cyclic Redundancy Check
.CRD Cardfile (file name extension)
CREN Computer Research Education Network +
Corporation for Research and Education Networking
CRF
Cable Retransmission Facility + Cross Reference File
CRI
Color Reproduction Indices
CR/LF Carriage Return/Line Feed
CROM Control Read Only Memory
CRT
Cathode Ray Tube
CRTC CRT Controller
CS
Chip Select + Clear to Send + Code Segment
C/S
Client/Server
CSA
Calendaring and Scheduling API [IBM]
CSAR Channel System Address Register
CSCW Computer Supported Cooperative Work
CSD
Circuit-Switched Data + Computer Services Department +
Corrective Service Diskette [IBM]
CSDS Packet Switched Data Service
CSE
Certified System Engineer
CSFI Communication Subsystem For Interconnection
CSG
Constructive Solid Geometry + Consulting Services Group [Lotus]
CSI
Command Sequence Introducer + CompuServe Incorporated
CSID Call Subscriber ID
CSL
Computer Sensitive Language
CSLIP Compressed Serial Line Interface Protocol [Internet]
CSM
Communications Services Manager
CSMA/CA Carrier Sense Multiple Access/with Collision Avoidance
CSMA/CD Carrier Sense Multiple Access/with Collision Detection
CSMS Customer Support Management System
CSN
Card-Select Number

CSNET Computer Science Network
CSO
Central Services Organization
CSP
Certified Systems Professional + Commercial Subroutine Package +
CompuCom Speed Protocol [CompuCom]
CSPDN Circuit Switched Public Data Network
CSS * Continuous System Simulator (Language)
CSS
Cascading Style Sheets [Microsoft] + Contact Start-Stop
CSSM Client-Server Systems Management [IBM]
CSTA Computer-Supported Telephony Applications
CSU
Channel Service Unit
CSV
Circuit-Switched Voice + Comma-Separated Value/Variable +
Common Services Verbs (interface) [Microsoft]
C&T
Chips and Technologies
CTB
Cipher Type Byte
CTC
Channel To Channel
CTCP Client-To-Client Protocol
CTI
Computer-Telephony Integration
CTOS Computerized Tomography Operating System +
Convergent Technologies Operating System
CTPA Coax-to-Twisted-Pair Adapter
CTRL Control
CTS
Clear To Send
CTSS * Compatible Time Sharing System
CUA
Common User Access [IBM]
CUB
Cursor Backward
CUD
Cursor Down
CUE
Custom Updates and Extras (card) [Egghead Software]
CUF
Cursor Forward
CUI
Character-Oriented User Interface + Common User Interface [IBM]
CUP
Cursor Position
CUPID Completely Universal Processor I/O Design [AST]
.CUR Cursor (file name extension)
CUT
Control Unit Terminal
CUTE Clarkston University Terminal Emulator
CUU
Cursor Up
CVF
Compressed Volume File
CVGA Color Video Graphics Array
CVIA Computer Virus Industry Association
CVT
Convert
CVW
CodeView for Windows
CWD
Convert Word to Double Word +
Change Working Directory [Internet]
CWIS Campus Wide Information Service/System [Internet] +
Community Wide Information Service/System [Internet]
C2X
Character To Hexadecimal [REXX]
CYL
Cylinder
CYMK Cyan-Yellow-Magenta-Black (color model)

D...
D/A
DAA
DAC
DAD
DAI
DAL

Digital to Analog
Data Access Arrangement + Decimal Adjust for Addition
Data Acquisition and Control + Digital to Analog Converter
Desktop Application Director [Borland]
Distributed Artificial Intelligence
Data Access Language [Apple Computer] +
Disk Access Lockout
DAM
Data Acquisition and Monitoring
DAO
Data Access Object [Microsoft]
DAP
Data Access Protocol [DEC] +
Developer Assistance Program
DARI Database Application Remote Interface [IBM]
DARMS Digital Alternate Realization of Musical Symbols
DART Digital Audio Reconstruction Technology
DAS
Decimal Adjust for Subtraction + Dual-Attached Station
DASD Direct Access Storage Device
DAT
Digital Audio Tape + Disk Array Technology
.DAT Data (file name extension)
DATACOM Data Communications
DAV
Digital Audio-Video
dB
Decibel
DB
Data Base + Data Buffer
dBA
Adjusted Decibel
DBCS Delivery Bar Code Sorter + Double-Byte Character Set
.DBF Database (file name extension)
DBIS Dun & Bradstreet Information Services
DBM
Data Base Manager
DBMS Data Base Management System
DBS
Data Base Server
DB2
Database 2
DC
Data Collection + Data Communication + Data Control + Device Control +
Direct Current
D2C
Decimal To Character [REXX]
DCA
Digital Communications Associates + Document Content Architecture [IBM]
DCAF Distributed Console Access Facility [IBM]
DCAM Direct Chip Attach Module
DCB
Device Control Block + Disk Coprocessor Board [Novell]
DCC
Digital Command Control + Digital Compact Cassette + Direct Cable/Client
Connection + Display Combination Code
DCD
Data Carrier Detect
DCE
Data Circuit-Terminating Equipment + Data Communications Equipment +
Distributed Computing Environment [OSF] + Distributed Computing Equipment
DCED Distributed Computing Environment Daemon
DCF
Data Communication Facility [IBM] + Data Compression Facility +
Data Count Field [IBM] + Driver Configuration File [Lotus]
D-CHANNEL Data Channel

DCI
DCL

Display Control Interface
Data Control Language + Declaration + DEC Command Language [DEC] +
Device Clear + Digital Control Logic + Digital Command Language [Digital]
DCP
Digital Light Processing [TI]
DCS
Data Collection System + Data Control System + Desktop Color Separation +
Distributed Control System
DCT
Discrete Cosine Transform
.DCT Dictionary (file name extension)
DD
Day + Digital Display + Double Density
DDA
Distributed Data Access + Domain-Defined Attribute
DDB
Device Dependent Bitmap + Device Descriptor Block
DDC
Digital Data Channel [VESA] + Display Data Channel
DDCMP Digital Data Communications Message Protocol [DEC]
DDC1 Display Data Channel One
DDCS Distributed Database Connection Services [IBM]
DDD
Data Definition Language + Direct Distance Dialing
DDE
Direct Data Entry + Dynamic Data Exchange [Microsoft]
DDEML Dynamic Data Exchange Manager Library [Microsoft]
DDF
Display Data Channel + Dynamic Data Formatting [IBM]
DDI
Device Driver Interface + Direct Dial In
DDK
Device Driver Kit [Microsoft Windows]
DDL
Data Definition Language + Data Description Language
DDM
Distributed Data Management
DDN
Defense Data Network
DDNS Dynamic Domain Naming System
DDP
Distributed Data Processing
DDS
Digital Dataphone Service [AT&T] + Design Data Sheet + Digital Data Storage
+ Distributed Database Services
DDX
Digital Data Exchange
DE
Device End
DEC
Decrement + Device Clear + Digital Equipment Corporation
DECNET Digital Equipment Corporation Networking (protocol)
DEF
Desktop Functional Equivalent [Compaq]
.DEF Definitions + Defaults (file name extensions)
DEFRAG Defragment
DEK
Data Encryption Key
DEL
Delete
DELSTR Delete String [REXX]
.DEM Demonstration (file name extension)
DEN
Document Enabled Networking [Novell-Xerox]
DES
Data Encryption Standard + Data Entry Sheet
.DES Description (file name extension)
DET
Device Execute Trigger
DEV
Device
DF
Data Field + Destination Field + Device Flag + Double Flag
DFC
Data Flow Control
DFM
Design For Manufacturability [IBM]

DFS
Distributed File System
DFSMS Data Facility Storage Management Subsystem [IBM]
DFT
Design For Testability + Diagnostic Funtion Test + Discrete Fourier Transform
+ Distributed Function Terminal
DFU
Data File Utility
DGIS Direct Graphics Interface Standard
DHCP Dynamic Host Configuration Protocol
DHL
Dynamic Head Loading
.DHP Dr. Halo PIC (file name extension)
DI
Data In + Destination Index
DIA
Document Interchange Architecture [IBM]
DIB
Device Independent Bitmap + Directory Information Base
DIBOL DEC Business Oriented Language
.DIC Dictionary (file name extension)
DID
Direct Inward Dialing
DIF
Data Interchange Format
DIFFSENS Differential Sense
DIIP Direct Interrupt Identification Port
DIMM Dual-Inline Memory Module
DIN
Deutsche Industrie Norm (German equivalent of EIA)
DIO
Data Input-Output
DIP
Dialup Internet Protocol [Internet] + Digital Imaging Processing +
Dual In-line Package + Dual In-line Pin
DIR
Directory (file)
DIS
Dynamic Impedance Stabilization [CompuCom]
DISA Data Interchange Standards Association
DISP Displacement (offset)
DIT
Directory Information Tree
DIV
Divide
DIVE Direct Interface Video Extension [OS/2 Warp]
DIW
D-Inside Wire [AT&T]
.DIZ Description In Zip (file name extension)
DL
Download (also D/L)
DL/1 Data Manipulation Language 1 [IBM]
DLC
Data Link Control (protocol) [IBM]
DLCI Data Link Connection Identifier
DLD
Display List Driver
DLE
Data Link Escape
DLL
Dynamic Link Library
DLM
Dynamic Link Module
DLP
Digital Light Processing [TI]
DLR
DOS LAN Requester
DLT
Digital Linear Tape
DM
Distributed Memory
DMA
Direct Memory Access/Addressing
DMAC DMA Controller
DMACS Distributed Manufacturing Automation & Control Software

DMD
Digital Micromirror Device [TI]
DME
Distributed Management Environment
DMF
Distribution Media Format [Microsoft]
DMI
Desktop Mangement Interface
DML
Data Manipulation Language
DMM
Digital Multimeter
DMMS Dynamic Memory Management System
DMOS Double-diffused Metal-Oxide Semiconductor
DMP
Dot Matrix Printer
DMPC Distributed Memory Parallel Computer
DMQS Display Mode Query and Set [IBM]
DMS
Data Management Software + Data Management System
DMSD Digital Multistandard Decoding
DMT
Digital Multi-Tone
DMTF Desktop Management Task Force
DMY
Day Month Year
DN
Down
DNC
Direct Numerical Control
DNIC Data Network Identification Code
DNIS Dialed Number Identification Service
DNS
Domain Naming System
DO
Data Out + Distributed Objects
.DOC Document + Documentation (file name extensions)
DOE
Distributed Objects Everywhere
DOIP Dial Other Internet Providers [IBM]
DO-IT Disabilities, Opportunities, Internetworking and
Technology
DOMF Distributed Object Management Facility
DOS
Disk Operating System
DOSEM DOS Emulation
DOW
Day Of Week
DP
Data Processing
DPA
Demand Protocol Architecture [3Com]
DPAM Demand Priority Access Method
DPAREN Data Parity Enable [IBM]
DPB
Drive Parameter Block
DPC
Direct Program Control
DPI
Dots Per Inch
DPL
Descriptor Privilege Level
DPM
Digital Panel Meter
DPMA Data Processing Management Association
DPMI DOS Protected Mode Interface [Microsoft]
DPMS Display Power Management Support
DPO
Data Phase Optimization
DPS
Document Processing System
DPSK Differential Phase Shift Keying
DPtoTP Display Coordinates to Tablet Coordinates

(converting)
DQL
DataEase Query Language [DataEase International]
DR
Data Received
D/R
Direct or Reverse
DRAM Dynamic Random Access Memory
DRAW Direct Read After Write
DR.BOND Dial-up Router Bandwith On Demand [NEC]
DRDA Distributed Relational Database Architecture [IBM]
DR-DOS Digital Research-Disk Operating System
DRDW Direct Read During Write
DRI
Digital Research Incorporated
DRO
Data Request Output + Destructive Read-Out
DRS
Document Registration System
.DRS Driver Resource (file name extension) [WordPerfect]
DRV
Drive
.DRV Device Driver (file name extension) (Also see .DVR)
.DRW Draw + Drawing (file name extensions)
DS
Data Segment + Data Send + Data Server + Double Sided
D/S
Dhrystone Per Second
DSA
Directory System Agent
DSAP Destination Service Access Point
DSDD Double Sided, Double Density (diskette)
DSE
Data Storage Equipment
DSEA Display Station Emulation Adapter
DSECT Dummy Control Section
DSHD Double Sided, High Density (diskette)
DSIS Distributed Support Information Standard
DSL
Digital Subscriber Line + Dynamic Simulation Language
DSMA Digital Sense Multiple Access
DSOM Distributed System Object Model
DSP
Digital Signal Processing/Processor + Directory Synchronization Protocol
[Lotus]
DSQD Double Sided, Quad Density (diskette)
DSR
Data Set Ready + Device Status Register + Device Status Report
DSS
Decision Support System + Digital Signature Standard
DSSI Digital Standard Systems Interconnect [DEC]
DSSS Direct-Sequencing Spread Spectrum
DSTN Double Supertwisted Nematic
DSU
Data Service Unit + Digital Service Unit
DSVD Digital Simultaneous Voice and Data
DSW
Data Status Word + Device Status Word
D2T2 Dye Diffusion Thermal Transfer (printing)
DTA
Disk Transfer Area
.DTA Data (file name extension)
DTC
Desktop Conferencing
DTD
Document Type Definition
DTE
Data Terminal Equipment + Dumb Terminal Emulator

DTF
Distributed Test Facility
DTL
Dialog Tag Language [IBM] + Diode-Transistor Logic
DTMF Data Tone Multiple Frequency + Dual Tone Multifrequency
DTP
Desktop Publishing + Distributed Transaction Process
DTR
Data Terminal Ready + Data Transfer Rate
DTV
Desktop Video
DTVC Desktop Video Conferencing
DU
Disk Usage
DUA
Directory User Agent
DUAT Direct User Access Terminal
DUN
Dial-Up Networking [Microsoft]
DUNCE Dial Up Network Connection Enhancement
.DV
DESQview Script (file name extension)
DVC
Desktop Video Conferencing
DVD
Digital Video Disk
DVE
Digital Video Effect
DVI
Digital Video Interactive
.DVI Device Independent (file name extension)
DVMRP Distance Vector Multicast Routing Protocol [Internet]
.DVR Device Driver (file name extension) (Also see .DRV)
DWG
Drawing
D2X
Decimal To Hexadecimal [REXX]
.DXB Drawing Interchange Binary (file name extension)
[AutoCAD]
DXC
Data Exchange Control
DXF
Drawing Exchange Format
E...
EA
Effective Address + Extended Attribute [OS/2]
EAR
External Access Register
EARN European Academic Research Network
EAROM Electrically Alterable Read Only Memory
EARS Electronic Access to Reference Services
EATA Enhanced AT Bus Attachment
EBC
EISA Bus Controller
EBCT Electron Beam Computed Tomography
EBCDIC Extended Binary Coded Decimal Interchange Code [IBM]
EBI
Equivalent Background Input + Extended Background Investigation
EBT
Electronic Benefits Transfer
EC
Electronic Commerce + Error Control
ECAL Enjoy Computing And Learn
ECAT Electronic Card Assembly and Test [IBM]
ECB
Electronic Codebook + Event Control Block
ECC
Error Check Code + Error Checking and Correction + Error Correction Code
ECD
Enhanced Color Display
ECHO European Commission Host Organization [Internet]
ECI
External Call Interface

ECL
Emitter Coupled Logic
ECM
Electronic Control Module
ECMA European Computer Manufacturers Association
ECNE Enterprise Certified NetWare Engineer [Novell]
ECP
Enhanced/Extended Capabilities Port [Microsoft]
ECTL Electronic Communal Temporal Lobe
ECU
EISA Configuration Utility
ED
Erase Display
EDA
Embedded Document Architecture [Go Corporation]
EDC
Enhanced Data Correction + Error Detection and Correction
EDDC Extended Distance Data Cable
EDGAR Electronic Data Gathering, Analysis and Retrieval
EDI
Electronic Data Interchange + Electronic Document Interchange [DEC]
EDIFACT EDI for Administration Commerce and Transport
EDL
Edit Decision List
EDLC Ethernet Data Link Control
EDLIN Editor (Line Text)
EDM
Electronic Document Management
EDO
Extended Data Out
EDOS Enhanced DOS for Windows
EDP
Electronic Data Processing
EDPM Electronic Data Processing Machine
EDRAM Extended Dynamic Random Access Memory
EDS
Electronic Data Systems (corporation)
EDSAC * Electronic Delay Storage Automatic Computer
EDSI Enhanced Small Device Interface
EDU
Education (organization Domain name) [Internet]
EDVAC * Electronic Discrete Variable Automatic Computer
(First stored-program digital computer)
EE
Extended Edition [IBM]
EEC
Extended Error Correction
EEG
Electroencephalogram
EEL
Epsilon Extension Language
EEM
Extended Memory Management
EEMS Enhanced Expanded Memory Specification
EEPROM Electrically Erasable Programmable Read-Only Memory
EES
Escrow Encryption Standard
EFA
Extended File Attribute
EFF
Electronic Frontier Foundation
EFI
Electromechanical Frequency Interference + Electronics For Imaging
EFL
Emitter Follower Logic
EFTS Electronic Funds Transfer System
EGA
Enhanced Graphics Adapter
EGP
Exterior Gateway Protocol
EGREP Extended Global Regular Expression Print [Unix]
EHLLAPI Emulator High Level Language Application
Programming Interface [IBM]

EIA
Electronic Industries Association
EIDE Enhanced Integrated Drive Electronics
EIS
Executive Information System
EISA Extended Industry Standard Architecture
EL
Electroluminescent (display) + Erase Line
ELAN Emulated Local Area Network
ELC
Embedded Linking and Control
ELF
Extremely Low Frequency
ELS
Entry Level System
EM
Electronic Mail + Emphasized + End of Medium + Expanded Memory
EMA
Electronic Mail Association + Enterprise Management Architecture
EMACS Editing Macros [Unix]
E-MAIL Electronic Mail
EMB
Extended Memory Block [LIM/AST]
EMBARC Electronic Mail Broadcast to a Roaming Computer
[Motorola]
EMC
Electromagnetic Compatibility + Enhanced Memory Chip + E-Mail
Connection + Extended Math Coprocessor
EMI
Electromagnetic Interference
.EML Electronic Mail (file name extension)
EMM
Expanded Memory Manager
EMR
Electro-Magnetic Radiation + Enhanced Metafile Record
EMS
Electronic Mail System + Electronic Message Service + Expanded Memory
Specification [LIM]
EMWAC European Microsoft Windows NT Academic Centre
.ENC Encoded (file name extension)
ENDEC Encoder/Decoder
ENDS Ends Segment
ENIAC * Electronic Numerical Integrator Analyzer and
Computer (First fully electronic digital computer)
ENQ
Enquiry
ENSS Exterior Nodal Switching Subsystem [Internet]
EOA
End Of Address
EOB
End Of Block
EOC
End Of Conversion
EOF
End Of File + Enterprise Objects Framework [Next Computer]
EOI
End Of Interrupt + End Or Identify
EOJ
End Of Job
EOL
End Of Line + End Of List
EOM
End Of Message
EOR
Exclusive OR (Also XOR)
EOS
Earth Observing System [NASA] + End Of String
EOSDIS Earth Observing System Data and Information System [NASA]
EOT
End Of Table + End Of Tape (marker) + End Of Text + End Of Transmission
EP
Electrophotographic Engine
EPL
Effective Privilege Level
EPLD Electrically Programmable Logic Device

EPM
Enhanced Editor for Presentation Manager [IBM] + Enterprise Process
Management [IBM]
EPP
Enhanced Parallel Port
EPROM Electrically Programmable Read Only Memory + Erasable Programmable
Read Only Memory
.EPS Encapsulated PostScript (file name extension)
EPSF Encapsulated PostScript Files
ERA
Extended Registry Attributes
ERAS Electronic Routing and Approval System [Hughes Aircraft]
ERIC Educational Resources Information Center [Internet]
ERLL Enhanced Run Length Limited
EROM Erasable Read Only Memory
EROS Earth Resources Observation System [U.S. Geological Survey]
ERR
Error
ER/RC Extended Result/Response Code
ES
Extra Segment
ESA
Enterprise Systems Architecture [IBM] + European Space Agency
ESC
EISA System Component + Escape
ESCM Extended Services Communications Manager [IBM]
ESCON Enterprise System Connection (Architecture) [IBM]
ESC/P Epson Standard Code for Printers
ESD
Electronic Software Distribution + Electrostatic Discharge
ESDI Enhanced Small/System Device Interface
ESI
Enhanced Serial Interface (specification) [Hayes]
ESMR Enhanced Specialized Mobile Radio
ESN
Electronic Security Number
ESP
Emulation Sensing Processor + Enhanced Serial Port [Hayes] + Estimated
Selling Price
ESR
Event Service Routine
ESS
Electronic Switching System
ESU
Electro-Static Unit
ET
Enhancement Technology
ETACS Extended Total Access Communication System [IBM]
ETANN Electrically Trainable Analog Neural
Network (chip) [Intel]
ETB
End of Transmission Block
ETC
Electronic Toll Collection + Enhanced Throughput Cellular (modem protocol)
[AT&T]
ETOM Electron-Trapping Optical Memory
ETPL Endorsed Tempest Products List
ETS
Econometric Time Series
ETX
End Of Text
EU
Execution Unit
EUC
End User Computing + Extended Unix Code [IBM]
EUI
End-User Interface
EVE
Extensible VAX Editor
EVGA Extended Video Graphics Array + Extended Video Graphics Adapter

EWAN Emulator Without A Good Name [Internet]
EWS
Employee Written Software [IBM]
ExCA Exchangeable Card Architecture [Intel]
.EXE Executable (file name extension)
EXE2BIN Program used to convert an (.EXE) file to binary
format (.COM) file
EXM
Enterprise Messaging Exchange [Lotus]
EXP
Exponent
EXT
External
EXTRN External Reference
E-ZINE Electronic Magazine
F...
FAB
Computer-Chip Fabrication Plant
FAC
File Access Code
FAMOS Floating Gate Avalanche MOS
FANS Future Air Navigation System
FAP
File Access Protocol
FAPI Family Application Program Interface
FAQ
Frequently Asked Question
FARNET Federation of American Research Networks [Internet]
FAT
File Allocation Table
FAX
Facsimile
.FAX Fax (file name extension)
FC/AL Fiber Channel/Arbitrated Loop
FCB
File Control Block
FCC
Federal Communications Commission
FCC: File Carbon Copy
FCCSET Federal Coordinating Council for
Science, Engineering and Technology
FCI
Flux Changes per Inch
FCR
FIFO Control Register
FCS
Fiber Channel Standard + Frame Check Sequence
FD
Floppy Disk + Floppy Drive + Full Duplex
FDC
Floppy Disk Controller
FDDI Fiber Digital Device Interface + Fiber Distributed Data Interface
FDISK Fixed Disk
FDM
Frequency-Division Multiplexing
FDX
Full Duplex
FECN Forward Explicit Congestion Notification
FED
Field-Emitter Display
FEFO First-Ended, First-Out
FEP
Front End Processor
FEPI Front End Programming Interface
FeRAM Ferroelectric RAM
FESDK Far East Software Development Kit [Microsoft]
FET
Field Effect Transistor

FF
Flip-Flop + Form Feed
FFDC First Failure Data Capture [IBM]
FFS
Fast File System
FFST First Failure Support Technology [IBM]
FFT
Fast Fourier Transform + Final Form Text [IBM]
FG
Floating Gate
FGREP Fixed Global Regular Expression Print [Unix]
FHSS Frequency-Hopping Spread Spectrum
FIF
Fractal Image Format
FIFO First-In, First-Out
FILO First-In, Last-Out
FIP
File Processor Buffering
FIPS Federal Information Processing Standard
FIR
Finite Impulse Response
FIRST Forum of Incident Response and Security Teams
FIX
Federal Internet Exchange
FLC
Ferro-electric Liquid Crystal
FLD
Field
FLL
FoxPro Link Library [Microsoft Fox Pro]
FLOPS Floating Point Operations Per Second
FMS
Forms Management System
FMT
Format
FNT
Font
FOCUS Forum of Control Data Users
FOD
Fax On Demand
FOG
First Osborne Group
FOIRL Fiber Optic Inter Repeater Link [IEEE]
FOLDOC Free On-Line Dictionary Of Computing
.FON Font + Phone + Phone Directory (all file name
extensions)
.FOR Fortran source code (file name extension)
FORTH (Programming Language)(See HLL)
FORTRAN Formula Translator (Programming Language)(See HLL)
FOSE Federal Office Systems Exposition
FOSI Format Option Specification Instance
FOSSIL Fido/Opus/Seadog Standard Interface Layer
FPC
Floating Point Calculation
FPCE Floating-Point C Extension (specification)
FPGA Field Programmable Gate-Array
FPLA Field Programmable Logic-Array
FPM
Fast Page Mode
FPP
Fixed Path Protocol + Floating Point Processor
FPR
Floating-Point Register
FPS
Favorite Picture Selection + Frames Per Second
FPT
Forced Perfect Termination
FPU
Floating Point Unit
FQDN Fully Qualified Domain Name [Internet]

FRAD Frame Relay Access Device + Frame Relay Assembler/Disassembler
FRAG Fragment + Fragmentation
FRAM Ferroelectric Random-Access Memory
FRC
Funtional Redundancy Checking
FRED Frame Editor + Front-End to Dish
FRPI Flux Reversals Per Inch
.FRS WordPerfect Graphics Driver (file name extension)
FS
File Separator
FSD
File System Driver [OS/2]
FSE
Full Screen Editor
FSF
Free Software Foundation [Internet]
FSK
Frequency Shift Keying
FSN
Full Service Network
FSP
File Service Protocol
FSR
Free System Resources
FST
Flat Square Tube (monitor)
F/T
Full Time
FTAM File Transfer, Access and Management + File Transfer and Access Method
FTM
Flat Tension Mask [Zenith]
FTP
File Transfer Protocol [Internet]
FTPD File Transfer Protocol Daemon
FTTC Fiber To The Curb
FTS
Federal Telecommunication System
FTX
Fault Tolerant Unix
FUI
File Update Information
FUNC Function
FVT
Full Video Translation
FYI
For Your Information
G...
GA
General Availability
GAAP Generally Accepted Accounting Principles
GAL
Generic Array Logic
GAPI Gateway Application Programming Interface
Gb
Gigabit (1,024 megabits) + (One Billion Bits of Information)
GB
Gigabyte (1,024 megabytes) + (One Billion Characters of Information)
GCC
GNU C-Compiler [Unix]
GCR
Group Code Recording
GDA
Global Data Area
GDDM Graphics Data Display Manager
GDG
Generation Data Group [IBM]
GDI
Graphical Device Interface
GDLC Generic Data Link Control [IBM]
GDP
Graphic Draw Primitive
GDT
Geometric Dimensioning and Tolerancing + Global Descriptor Table +
Graphics Development Toolkit
GECOS General Electric Comprehensive Operating System

GEIS General Electric Information Service (company)
GEM
Graphics Environment Manager (DRI Program)
GENIE General Electric Network for
Information Exchange
GEO
Geostationary Earth Orbit
GEOS Graphic Environment Operating System [Geoworks]
GET
Get Execute Trigger
GGP
Gateway-Gateway Protocol [Internet]
GHZ
Gigahertz
.GIF Graphics Interchange Format (file name extension)
GIGO Garbage In, Garbage Out
GII
Global Information Infrastructure
GILS Government Information Locator Service
GIS
Geographic Information System + Global Information Solutions [AT&T]
GIX
Global Internet Exchange [Internet]
GKS
Graphical Kernal System
GL
Graphics Language
G/L
General Ledger
GLIS Global Land Information System [US Geological Survey]
GLM
General Linear Models
GLOBE Global Learning by Observations to Benefit
the Environment [Internet]
.GLY Glossary (file name extension) [Microsoft Word]
GMP
Global Mobile Professional
GMR
Giant Magneto-Resistive
GMS
Global Management System + Global Messaging Service [Novell]
GMT
Greenwich Mean Time
GND
Ground (signal/system)
GNN
Global Network Navigator
GNU
Gnu’s Not Unix (operating system)
GOSIP Government Open Systems Interconnection Profile
GOV
Government (organization Domain name) [Internet]
GP
Gas Plasma + General Purpose
GPF
General Protection Fault
GPI
Graphics Programming Interface
GPIB General Purpose Interface Bus
GPR
General Purpose Register [IBM]
GPS
Global Positioning Satellite/System
GPSS * General Purpose Systems Simulator (language)
GRADD Graphics Adapter Device Driver [IBM]
GRE
Graphics Engine
GREP Global Regular Expression Print
.GRF Graph (file name extension)
.GRP Group (file name extension)
GS
Group Separator
GSI
General Server Interface

GSM
Global Shared Memory + Global System for Mobile-Communications
(network)
GSTN General Switched Telephone Network
GTE
General Telephone Electronics (corporation)
GTL
Gunning Transceiver Logic
GTO
Guide To Operations [IBM]
GUI
Graphical User Interface
GUID Global Universal ID
GVT
Global Virtual Time
GW-BASIC Gee Whiz BASIC
.gz
Compressed file (compressed filename extension using GNU gzip compression/decompression program) [Unix]
H...
.H
Header (file name extension) [C]
HACMP High Availability Cluster Multi-Processing [IBM]
HAL
Hard Array Logic + Hardware Abstraction Layer + House-Programmed Array
Logic
HAL * Heuristically Programmed Algorithmic (computer)
[from 1968 movie “2001: A Space Odyssey”]
HASP Houston Automatic Spooling Priority (System)
HBA
Host Bus Adapter
HCSS High Capacity Storage System
HCU
Home Computer User
HD
Hard Disk + High Density
HDA
Head Disk Assembly
HDCD High Definition Compatible Digital
HDF
Hierarchical Data Format [NCSA]
HDI
Head to Disk Interference
HDLC High-Level Data Link Control
HDR
Header
HDSC High Density Signal Carrier [DEC]
HDSL High-Data-Rate Digital Subscriber Line
HDSS Holographic Data Storage System
HDT
Host Digital Terminal
HDTV High Definition Television
HDVD High Definition Volumetric Display
HDW
Hardware
HDX
Half Duplex
HERC Hercules
HEX
Hexadecimal
HFC
Hybrid Fiber-Coaxial
HFS
Hierarchical File System [Macintosh]
HFT
High Function Terminal [IBM]
HGA
Hercules Graphics Adapter
HGCP Hercules Graphics Card Plus
HH
Hour

HIF
Hyper-G Interchange Format
HIFD High-Density Floppy Disk
HIL
Human Interface Link [HP]
HIMEM High Memory
HIPPI High Performance Parallel Interface
HLCO High Low Close Open
HLL
High Level Language
HLLAPI High Level Language Application Programming Interface
.HLP Help (file name extension)
HLQ
High Level Qualifier
HLS
Hue, Luminance, Saturation (color model)
HLT
Halt
HMA
High Memory Area [Microsoft] + Hub Management Architecture
HMD
Head Mounted Display
HMM
Hidden Markov Model
HMOS High Density Metal Oxide Semiconductor + High Speed Metal Oxide
Semiconductor
HMP
Host Monitoring Protocol
HOTT Hot Off The Tree (electronic newsletter)
HP
Hewlett-Packard (Company)
HPCC High Performance Computing and Communications
HPDJ Hewlett-Packard Desk Jet
HPFS High-Performance File System
HPG
Hewlett-Packard Graphics
HPGL Hewlett-Packard Graphics Language
HPIB Hewlett-Packard Interface Bus
HPLJ Hewlett-Packard Laser Jet
HPPA Hewlett-Packard Precision Architecture
HPPI High Performance Parallel Interface
HPR
High Performance Routing [IBM]
HPUX Hewlett-Packard Unix
HPW
High Performance Workstation [Sun]
.HQX BinHex (file name extension) [Macintosh]
HRIS Human Resource Information System
HRG
High Resolution Graphics
HRMS Human Resource Management System
HRTF Head Related Transfer Function
HS
High Speed
HSB
Hue, Saturation, Brightness (color model)
HSC
High Speed Channel
HSI
Hue, Saturation, Intensity
HSM
Hierarchical Storage Management
HSP
High Speed Printer
HSSI High Speed Serial Interface
HST
High Speed Technology [U.S. Robotics]
.HST History + Host (file name extensions)
HSV
Hue Saturation Value

HTML HyperText Markup Language
HTTP HyperText Transport Protocol
HTTP-NG HTTP Next Generation
HUT
Hopkins Ultraviolet Telescope
H/V
Horizontal/Vertical
HVP
Horizontal & Vertical Position
H/W
Hardware
HWCP Hardware Code Page
HWD
Height-Width-Depth
.HYP Hyphenation (file name extension)
HYTELNET Hypertext-browser for Telnet Accessible Sites
Hz
Hertz
I...
IAB
Internet Architecture Board [Internet]
IAC
Inter-Application Communication [Macintosh]
IAG
Instruction Address Generation
IAK
Internet Access Kit [IBM]
IAL * International Algebraic Language (ALGOL was first called IAL)
IANA Internet Assigned Numbers Authority [Internet]
IAP
Internet Access Provider [Internet]
IAT
Import Address Table
IAUP Internet User Account Provider [Internet]
IBC
Instrument Bus Computer
iBCS Intel Binary Compatibility Specification
IBM
International Business Machines (Corporation)
IBM-GL IBM Graphics Language
IC
Input Circuit + Integrated Circuit + Interrupt Controller
ICA
Intra-application Communications Area
ICAP Internet Calendar Access Protocol [Lotus]
ICAS Intel Communicating Applications Specifications
ICB
Internet Citizen’s Band
ICCP Institute for the Certification of Computing Professionals
ICE
In-Circuit Emulator [Intel]
ICI
Image Component Information
ICL
Interface Clear
ICLID Incoming-Call Line Identification
ICM
Image Color Matching [Kodak]
ICMP Internet Control Message Protocol [Novell]
.ICO Icon (file name extension)
iCOMP Intel Comparative Microprocessor Performance [Intel]
ICP
Integrated Channel Processor
ICR
Intelligent Character Recognition
ICS
Intuitive Command Structure
ICU
ISA Configuration Utility
ID
Identification + Identifier
IDA
Integrated Digital Access + Intelligent Disk Array + Intelligent Drive Array

IDAPI Integrated Database Application Programming Interface
IDC
Integrated Database/Desktop Connector
IDDE Integrated Development & Debugging Environment [Symantec]
IDE
Imbedded Drive Electronics + Integrated Development Environment [Borland]
+ Integrated Drive Electronics + Intelligent Drive Electronics +
Interactive Design and Engineering + Interface Design Enhancement
IDEA International Data Encryption Algorithm
IDF
Intermediate Distribution Frame
IDIV Integer Divide
IDL
Interface Definition Language
IDMS Integrated Data Base Management System
IDNX Integrated Digital Network Exchange [IBM]
IDP
Integrated Data Processing
IDR
Intelligent Document Recognition
IDT
Interface Design Tool + Interrupt Descriptor Table
.IDX Index (file name extension)
IE
Internet Explorer [Microsoft]
IEC
International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
IEF
Information Engineering Facility
IEMSI Interactive Electronic Mail Standard
Identification
IEN
Internet Engineering Notes
IETF Internet Engineering Task Force [Internet]
IESG Internet Engineering Steering Group [Inernet]
I/F
Interface
IFD
Image File Directory
IFF
Interchangeable File Format [Amiga]
IFG
Incoming Fax Gateway
IFP
Instruction Fetch Pipeline
IFS
Installable File System
IFSM Information Systems Management
IGA
Integrated Graphics Array
IGC
Integrated Graphics Controller
IGES Initial Graphics Exchange Standard
IGMP Internet Group Multicast Protocol [Internet]
IGRP Interior Gateway Routing Protocol [Cisco]
IGS
Internet Go Server [Internet]
IHD
Integrated Help Desk [IBM]
IHV
Independent Hardware Vendor
IIF
Immediate IF
III
Interstate Identification Index [NCIC]
IIOP Internet Inter-Operability Protocol
IIR
Immediate Impulse Response
IIS
Internet Information Server [Microsoft]
IITF Information Infrastructure Task Force
iKP
Internet Keyed Payments [IBM]

ILS
International Language Support
IMACS Image Management and Communication System
IMAP Internet Message Access Protocol [Internet]
IMAX Maximum Image
IMDS Image Data Stream (format) [IBM]
IME
Input Method Editor
IMG
Image
IML
Initial Microcode Load [IBM]
IMP
Information/Interface Message Processor
IMPA Intelligent Multi-Port Adapter [DCA]
IMR
Internet Monthly Report [Internet]
IMS
Information Management System + Intermediate Maintenance Standards
IMTC International Multimedia Teleconferencing Consortium
IMTV Interactive Multimedia Television
IMUL Integer Multiply
IN
Input
INC
Increment
.IND Index (file name extension)
.INF Information (file name extension)
.INI Initialize (file name extension)
INIT Initialization + Initialize
INM
Integrated Network Management
INS
Input String + Integrated Network Server
INT
Integer + Internal + Interrupt + International (organization Domain name)
[Internet]
INTA Interrupt Acknowledge
InterNIC Internet Network Information Center [Internet]
INTO Interrupt if Overflow occurs
I/O
Input/Output
IOCC Input/Output Channel Converter + Input/Output Controller Chip
IOCS Input/Output Control System
IOCTL Input/Output Control
IODE Integrated Development and Debugging Environment [Symantec]
IOPL Input/Output Priviledge Level
IOSGA Input/Output Support Gate Array
IP
Instruction Pointer + Internet Protocol
IPC
Instructions Per Clock + Interprocess Communication
IPCP Internet Protocol Control Protocol
IPDS IBM Personal Dictation System [IBM] + Intelligent Printer Data Stream [IBM]
IPFC Information Presentation Facility Compiler [IBM]
IPI
Intelligent Peripheral Interface
IPL
Initial Program Load/Loader + Ion Projection Lithography
IPL * Information Programming Language
IPM
Interpersonal Message
IPng Internet Protocol, next generation
IPSE Integrated Project Support Environment
IPTC International Press Telecommunications Council

IPX
Internetwork Packet Exchange [Novell]
IQL
Interactive Query Language
IR
Infrared
IRC
Internet Relay Chat [Internet]
IRD
Integrated Receiver/Descrambler
IRDA Infrared Data Association
IRDS Information Resource Dictionary System
IRET Interrupt Return
IRF
Intermediate Routing Function + Inheritance Rights Filter [Novell]
IRL
Interactive Reader Language + Inter-Repeater Link
IRLAP Infrared Link Access Protocol
IRLED Infrared Light Emitting Diode
IRM
Information Resource Management + Inherent Rights Mask
IRQ
Interrupt Request
IRTF Internet Research Task Force [Internet]
IRX
Information Retrieval Experiment
IS
Information System + Interrupt Status
ISA
Industry Standard Architecture + Instruction-Set Architecture
ISAM Indexed Sequential-Access Management/Method
ISAPI Internet Servier API [Microsoft]
ISBN International Standard Book Number
ISC
Instruction Set Computer + Inter-Systems Communication [IBM]
ISD
Image Section Descriptor + Instructional Systems Design
ISDN Integrated Services Digital Network
ISH
Information Super Highway
ISI
Internally Specified Index
ISIS Integrated Systems and Information Services
ISKM Internet Starter Kit for the Macintosh
ISL
Interactive System Language
ISM
Internet Service Manager [Mircrosoft]
ISMF Interactive Storage Management Facility
ISOC Internet Society
ISO/OSI International Standards Organization/Open
Systems Interconnection (model)
ISP
Internet Service Provider [Internet] + Interrupt Stack Pointer + Interrupt Status
Port
ISPF Interactive System Programming Facility
ISR
Information Storage and Retrieval + Interrupt Service Routine + Interrupt
Status Register
ISSN International Standard Serial Number
ISV
Independent Software Vendor
IT
Information Technology
ITB
Information Technology Branch + Intermediate Text Block
ITC
International Typeface Corporation
ITN
Identification Tasking and Networking
ITR
Internet Talk Radio
ITU
International Telecommunication Union

ITUG International Telecommunications User Group
ITU-TSS ITU-Telecommunication Standarts Section
ITV
Interactive Television
ITX
Intermediate Text Block
IU
Integer Unit
IUAP Internet User Account Provider [Internet]
IUS/ITB Interchange Unit Separator/Intermediate Transmission
Block
IVIS Interactive Video Information System
IVL
Independent Vendor League + Intel Verification Lab
IVR
Interactive Voice Response
IVS
Interactive Videodisk System
IVT
Interrupt Vector Table
IV&V Independent Verification & Validation
I-WAY Information Highway
IXC
Interchange Carrier
J...
JA
Jump Address + Jump if Above
JAD
Joint Application Design
JAE
Jump if Above or Equal
JANET Joint Academic Network
JBE
Jump if Below or Equal
JC
Jump if Carry set
JCL
Job Control Language
JDBC Java Database Connectivity
JDK
Java Development Kit
JE
Jump if Equal
JEDEC Joint Electronic Devices Engineering Council
JEIDA Japanese Electronics Industry Development Association
JES
Job Entry System
JFET Junction Field Effect Transistor
JFIF JPEG File Interchange Format
JFS
Journaled File System [IBM]
JG
Jump if Greater
JGE
Jump if Greater or Equal
JIPS JANET Internet Protocol Service
JL
Jump if Less
JLE
Jump if Less than or Equal to
JMP
Jump
JNA
Jump if Not Above
JNAE Jump if Not Above or Equal
JNB
Jump if Not Below
JNBE Jump if Not Below or Equal
JNG
Jump if Not Greater
JNGE Jump if Not Greater or Equal
.JNK Junk (file name extension)

JNLE Jump if Not Less or Equal
JNO
Jump if No Overflow
JNP
Jump if No Parity
JNS
Jump if No Sign
JOE
Java Objects Everywhere
JPE
Jump if Parity Even
JPEG Joint Photographic Experts Group
JPL
Jet Propulsion Laboratory
JPO
Jump if Parity Odd
JS
Jump if Sign
JZ
Jump if Zero
JNZ
Jump if Not Zero
JUGHEAD Jonzy’s Universal Gopher Hierarchy
Excavation and Display [Internet]
K...
K-12 Kindergarten through 12th Grade [US Education System]
KAM
Keep Alive Memory
Kb
Kilobit
KB
Keyboard + Kilobyte (1,024 bytes)
KBD
Keyboard (also KEYB)
KBD$ Keyboard [OS/2]
KBPS Kilobytes Per Second
KDT
Key Definition Table
KEFIR Key Findings Reporter [GTE]
KEYBBE Foreign language KEYBoard program - Belgium
KEYBBR Foreign language KEYBoard program - Brazil
KEYBCF Foreign language KEYBoard program - Canadian-French
KEYBCZ Foreign language KEYBoard program - Czechoslovakia
(Czech)
KEYBDK Foreign language KEYBoard program - Denmark
KEYBFR Foreign language KEYBoard program - France
KEYBGR Foreign language KEYBoard program - Germany
KEYBHU Foreign language KEYBoard program - Hungary
KEYBIT Foreign language KEYBoard program - Italy
KEYBLA Foreign language KEYBoard program - Latin America
KEYBNL Foreign language KEYBoard program - Netherlands
KEYBNO Foreign language KEYBoard program - Norway
KEYBPL Foreign language KEYBoard program - Poland
KEYBPO Foreign language KEYBoard program - Portugal
KEYBSF Foreign language KEYBoard program - Swiss-French
KEYBSG Foreign language KEYBoard program - Swiss-German
KEYBSL Foreign language KEYBoard program - Czechoslovakia
(Slovak)
KEYBSP Foreign language KEYBoard program - Spain
KEYBSU Foreign language KEYBoard program - Finland
KEYBSV Foreign language KEYBoard program - Sweden

KEYBUK Foreign language KEYBoard program - United Kingdom
KEYBUS Foreign language KEYBoard program - United States
KEYBYU Foreign language KEYBoard program - Yugoslavia
KHz
Kilohertz
KIS
Knowbot Information Service [Internet]
KPI
Kernal Programming Interface
KQML Knowledge Query and Manipulation Language
KSH
Korn Shell (program) [Unix]
KSPH Keystrokes Per Hour
KSR
Keyboard Send Receive
KRS
Knowledge Retrieval System
L...
LADDR Layered Device Driver Architecture [Microsoft]
LALL Longest Allowed Lobe Length
LAN
Local Area Network
LANACS Local Area Network Asynchronous Connection Server
LANE Local Area Network Emulation
LAPB Link Access Procedure Balanced (protocol)
LAPD Link Access Procedure Direct (protocol)
LAPM Link Access Procedure for Modems
LAR
Load Access Rights
LASER Light Amplification by Stimulated Emission of Radiation
LASTport Local Area Storage Transport (protocol) [DEC]
LAT
Local Access Terminal + Local Area Transport [DEC]
LAVC Local Area VAX Cluster
LAWN Local Area Wireless Network
LB
Left Button (of 2 or 3 button Mouse)
LBA
Logical Block Addressing
LBL
Label
LBR
Librarian
.LBR Library (file name extension)
LBT
Listen Before Talk
LBX
Local Bus Accelerator
LCA
Lotus Communications Architecture [Lotus]
LCC
Leadless Chip Carrier
LCD
Liquid Crystal Display + Lowest Common Denominator
LCF
Low Cost Fiber
LCK
Library Construction Kit [Mircrosoft FoxPro]
LCP
Link Control Protocol
LCR
Line Control Register
LCU
Last Cluster Used
LDA
Logical Device Address
LDAP Lightweight Directory Access Protocol [IBM]
LDC
Lotus Development Corporation
LDM
Long Distance Modem
LDT
Local Descriptor Table

LE
Less or Equal
LEA
Load Effective Address
LEAF Law Enforcement Access Field
LEC
Local Exchange Carrier
LED
Light Emitting Diode
LEL
Link, Embed and Launch-to-edit [Lotus]
LEM
Language Extension Module
LEN
Low Entry Networking
.LET Letter (file name extension)
LEX
Lexicon
LF
Line Feed
LFI
Last File Indicator
LFN
Long File Name
LFT
Low Function Terminal [IBM]
LFU
Least Frequently Used
LGDT Load Global Descriptor Table
LIAS Library Information Access System
.LIB Library (file name extension)
LIC
Line Interface Coupler [IBM]
LICS Lotus International Character Set [LDC]
LIDT Load Interrupt Descriptor Table
LIEP Large Internet Exchange Packet [Novell]
LIF
Low Insertion Force
LIFO Last In, First Out
LILO Last In, Last Out
LIM
Lotus/Intel/Microsoft
LIMA Lotus/Intel/Microsoft/AST
LIMS Library Information Management System
LINUX (Operating system named after Linus Torvalds)
LIP
Large Internet Packet
LIPS Logical Inferences Per Second
LISP List Processing (Language)(See HLL)
LISTSERV List Server [Internet]
LLC
Logical Link Control
LLDT Load Local Descriptor Table
LLF
Low Level Format
LMB
Left Mouse Button
LMBCS Lotus Multibyte Character Set [Lotus]
LMI
Local Management Interface
LMS
Lotus Messaging Switch [Lotus]
LMSW Load Machine Status Word
LMU
LAN Management Utilities [IBM] + LAN Manager for Unix
LN
Logarithm (Natural)
LN:DI Lotus Notes:Document Imaging
LNK
Link
LOC
Loop On-Line Control
LOCIS Library of Congress Information System

LOD
Level Of Detail
LODSB Load String Byte
LOG
Logarithm (Base 10)
LOGO (Programming Language)(See HLL)
LOOPE Loop while Equal
LOOPNE Loop while Not Equal
LOOPNZ Loop while Not Zero
LOOPZ Loop while Zero
LORE Line Oriented Editor
LPC
Local Procedure Call
LPD
Line Printer Daemon (protocol) [Berkley]
LPI
Lines Per Inch
LPL
Lotus Programming Language [Lotus 1-2-3] [LDC]
LPM
Lines Per Minute
LPN
Logical Page Number
LPS
Low-Power Schottky
LPT
Line Printer
LPT1 First Parallel Printer Port
LPT2 Second Parallel Printer Port
LPT3 Third Parallel Printer Port
LQ
Letter Quality
LQM
Link Quality Monitoring (protocol)
LR
Link Register
LRC
Local Register Cache + Longitudinal Redundancy Check
LRL
Least Recently Loaded
LRM
Language Reference Manual + Least Recently-Used Master
.LRS Language Resource (file name extension) [WordPerfect]
LRU
Least Recently Used
LSA
LAN and SCSI Adapter [IBM] + Line Sharing Adapter
LSAPI License Services Application Program Interface
LSB
Least Significant Bit
LSC
Least Significant Character
LSD
Least Significant Digit
LSI
Large Scale Integration
LSL
Link Support Layer + Load Segment Limit
LST
List
.LST List (file name extension)
LTR
Left-To-Right + Letter + Load Task Register
LU
Logical Unit (Also LUN)
LUA
Logical Unit Application (interface)
LUI
Local User Input
LUIS Library User Information Service
LUN
Logical Unit Number
LUT
Lookup Table
LV
Logical Volume [IBM]
LVM
Logical Volume Management [IBM]
LW
Lazy Write

LZW

Lempel-Ziv-Welch (algorithm)

M...
mA
Milliampere
Mac
Macintosh (Apple Macintosh Computer)
MAC
Media/Medium Access Control
.MAC MacPaint (file name extension) + Macro (file name extension)
MACH Multilayer Actuator Head [Epson]
MADE Manufacturing and Automated Design Engineering
MADYMO Mathematical Dynamic Modeling [TNO]
MAh
Milliampere-Hour
.MAI Mail (file name extension)
MAN
Manual [Unix] + Metropolitan Area Network
MANPAGE Manual Page [Unix]
MAP
Maintenance Analysis Procedures + Manufacturing Automation Protocol +
Memory Allocation Map
.MAP Linker Map (file name extension)
MAPI Mail/Messaging Applications Programming Interface [Microsoft]
MAPICS Manufacturing, Accounting and Production
Information Control System [IBM]
MARVEL Machine-Assisted Realization of the Virtual
Electronic Library [Library of Congress]
MASM Macro Assembler [Microsoft]
MASS Maximum Availability and Support
Subsystem [Parallan]
MAT
Maintenance Access Terminal
MAU
Media Access Unit + Multistation Access Unit
MAVDM Multiple Application VDM
MAX
Maximum
MB
Megabyte (1,024 kilobytes) + Middle Button (of 3 button Mouse)
MBASIC Microsoft BASIC [Microsoft]
MBCS Multi-Byte Character Set [IBM]
MBONE Multicast Backbone [Internet]
MBPS Megabytes Per Second
MBR
Master Boot Record
MBX
Mailbox
MCA
Micro Channel Adapter/Architecture [IBM]
MCAD Mechanical Computer Aided Design
MCB
Memory Control Block
MCGA Multicolor Graphics Array
MCI
MCI Communications Corp. (name from initials of original company Microwave Communications, Inc.) +
Media Control Interface [Microsoft]
MCL
Microsoft Compatibility Labs [Microsoft]
MCM
Multi-Chip Module
MCNE Master Certified Novell Engineer [Novell]
MC-PGA Metallized Ceramic - Pin Grid Array

MCPS Microsoft Certified Product Specialist [Microsoft]
MC-QFP Metallized Ceramic - Quad Flat Pack
MCR
Modem Control Register
MCU
Multi-Chip Unit [DEC]
MD
Make Directory + Monochrome Display
MDA
Monochrome Display Adapter + Multidimensional Analysis
.MDF Menu Definition File (file name extension)
MDI
Multiple Document Interface
MDIC Manchester Decoder and Interface Chip [AT&T]
MDK
Multimedia Developers Kit [Microsoft]
MDLP Modile Data Link Protocol
MDR
Minimum Design Requirement
MDY
Month Day Year
.ME
Opening Information (file name extension) (As in READ.ME)
MEB
Memory Expansion Board
MEG
Megabyte
MEM
Memory
.MEN Menu (file name extension)
MES
Manufacturing Execution System
MESI Modified, Exclusive, Shared and Invalid (protocol)
MET
Memory Enhancement Technology [Hewlitt-Packard]
.MET Metafile (file name extension)
MFC
Microsoft Foundataion Class [Microsoft]
MFFS Microsoft Flash File System [Microsoft]
MFLOPS Million Floating Point Operations Per Second
MFM
Modified Frequency Modulation
MFP
Multi-Function Peripheral/Product
MFPI Multifunction Peripheral Interface
MFS
Macintosh File System [Macintosh] + Magnetic Tape Field Search + Memory
File System
Modified Filing System [Revelation Technologies]
MFT
Master File Table + Multiprogramming with a Fixed number of Tasks
MGA
Monochrome Graphics Adapter
MGE
Modular GIS Environment
MGR
Manager
MHS
Message Handling Service + Message Handling System
MHz
Megahertz
MI
Management Interface
MIB
Management Information Base
MICRO One-millionth
MICS Macro Interpretive Commands
MIDI Musical Instrument Digital Interface
MIF
Management Information Format
.MIF Management Information Files (file name extension)
MIG
Metal In Gap
MII
Microsoft/IBM/Intel

MIL
Machine Interface Layer [Go Corporation] + Military (organization Domain
name) [Internet]
MIM
Metal-Insulator-Metal (screen)
MIMD Multiple Instruction Multiple Data Stream (processor)
MIME Multipurpose Internet Mail Extension [Internet]
MI/MIC Mode Indicate/Mode Indicate Common
MIN
Minimum + Mobile Identification Number
MINUET Minnesota Internet Users Essential Tools [Internet]
MIPS Million Instructions Per Second
MIS
Management Information System + Multimedia Information Sources [Internet]
MISC Miscellaneous
MIX
Member Information Exchange
MKDIR Make Directory
ML
Machine Language + Meta Language
MLAPI Multilingual Application Programming Interface
MLC
Multilayer Ceramic + Multilevel Cell (program) [Internet]
MLID Multi-Link Interface Driver
MLM
Mailing List Manager [Internet]
MM
Minutes + Month
MMA
Microcomputer Managers Association
MMC
Matched Memory Cycle + Microcomputer Marketing Council
MMCD MultiMedia Compact Disk
MMI
Man-Machine Interface
MMIS Materials Manager Information System
MMPM Multi Media Presentation Manager
MMU
Memory Management Unit
MMX
Matrix Manipulation Extensions [Intel] + Multimedia Extensions
MNOS Metal Nitride Oxide Semiconductor
MNP
Microcom Networking Protocol [Microcom]
.MNU Menu (fine name extension)
MO
Magneto-Optical (disk drive)
MOB
Memory-Order Buffer
MOBO Mother Board
MOD
Module + Modulus
MODEM Modulator Demodulator
MOHLL Machine Oriented High Level Language
MOM
Microsoft Office Manager [Microsoft]
MOO
MUD, Object Oriented [Internet]
MOP
Maintenance Operations Protocol
MOS
Metal Oxide Semiconductor + Magneto-Optic Storage
MOSFET Metal Oxide Semiconductor Field Effect Transistor
MOTD Message Of The Day
MOV
Metal Ocide Varistor + Move
MOVS Move String
MP
Massively Parallel (processing) + Multiple Processors
MPC
Multimedia Personal Computer + Multipath Channel
MPCS Mission Planning and Control Station (Software)

MPE
Multiple Programming Executive [HP]
MPEG Moving Picture Experts Group
MPI
Message Passing Interface + Multiprecision Integer
MPM
Message Passing Library [IBM]
MPMD Multiple Processor/Multiple Data
MPP
Massively Parallel Processing + Message Processing Program
MPQP Multi-Protocol Quad Port [IBM]
MPR
Multipart Repeater + Multi Protocol Router [Novell]
MPS
Multiprocessor Specification
MPTN Multi-Protocol Transport Network
MPTS Multi-Protocol Transport Services
MPU
Microprocessor Unit
MQI
Message Queue Interface
MR
Magnetoresistive + Modem Ready
MRCF Microsoft Realtime Compression Format
MRCI Microsoft Realtime Compression Interface
MRI
Magnetic Resonance Imaging
MRM
Most Recently-Used Master
MRO
Multi-Region Operation
MRP
Materials Requirement Planning
MRPL Main Ring Path Length
MRS
Media Recognition System
MRT
Mean Repair Time
MRU
Maximum Receive Unit
MS
Memory System + Message Store + Microsecond + Microsoft Corporation +
Millisecond
MSACM Microsoft Audio Compression Manager [Microsoft]
MSAU Multi-Station Access Unit
MSAV Microsoft Anti Virus [Microsoft]
MSB
Most Significant Bit
MSBF Mean Swaps Between Failures
MSCDEX Microsoft Compact Disc Extensions [Microsoft]
MSD
Mass Storage Device + Most Significant Digit + Microsoft System Diagnostics
MS-DOS Microsoft - Disk Operating System [Microsoft]
MSDR Multiplexed Streaming Data Request
MSDS Microsoft Developer Support [Microsoft]
MSFR Minimum Security Function Requirements [IBM]
MSG
Message
.MSG Program Message (file name extension)
MSI
Medium Scale Integration
MSL
Map Specification Library + Mirrored Server Link
MSN
Microsoft Network [Microsoft]
MSO
Multiple-Systems Operator
.MSP Microsoft Paint (file name extension) [Microsoft]
MSS
Mass Storage System
MSW
Machine Status Word
MTA
Message Transfer Agent + Multiple Terminal Access

MTBB Mean Time Between Breakdowns
MTBF Mean Time Between Failures
MTBJ Mean Time Between Jams
MTF
Microsoft Tape Format [Microsoft] + Modulation Transfer Function
MTS
Message Transfer Service/System + Multichannel Television Sound
MTTD Mean Time To Diagnose
MTTF Mean Time To Failure
MTTR Mean Time To Repair
MTU
Maximum Transmission Unit
MUD
Multi-User Dialogue/Dimension/Domain/Dungeon [Internet]
MUL
Multiply
MUMPS Massachusetts General Hospital Utility
Multi-Programming System (Programming Language)
MUSE Multi-User Shared Environment
MUT
Monitor Under Test
MUX
Multiplexer
MV
Millivolt
MVB
Multimedia Viewer Book
MVC
Multimedia Viewer Compiler
MVDM Multiple Virtual DOS Machines
MVGA Monochrome Video Graphics Array
MVIP Multi-Vendor Integration Protocol
MVP
Multimedia Video Processor
MVS
Multiple Virtual Storage
MVT
Multiprogramming with a Variable number of Tasks
MX
Mail Exchanger [Internet]
MXS
Microsoft Exchange Server [Microsoft]
MZR
Multiple Zone Recording
N...
NAC
Network Adapter Card
NACD National Association of Computer Dealers
NACS National Advisory Committee on Semiconductors
NAE
Not Above or Equal
NAK
Negative Acknowledgment
NAM
Number Assignment Module
NAMPS Narrow-Band Analog Mobile Phone Service [Motorola]
NANO One thousand-millionth
NAP
Network Access Point
NAPLPS North American Presentation Level Protocol
Syntax (graphics)
NAS
Network Application Support [DEC]
NASA National Aeronautics and Space Administration
NASDAQ National Association of Securities Dealers
Automatic Quotation
NASI NetWare Asynchronous Services Interface [Novell]
NASIRC NASA Automated Systems Internet Response Capability

NASKER NASA Ames Kernel (benchmark)
NAU
Network Addressable Unit
NAWS Negotiate About Window Size
NBE
Not Below or Equal
NBI
Nothing But Initials
NBS
National Bureau of Standards + Numeric Backspace
NC
Network Computer + No Carry + Numerical Control
NCA
Network Communications Adapter
NCC
Network Control Center
.NCF Netware Command File [Novell]
NCGA National Computer Graphics Association
NCIC National Crime Information Center
NCMT * Numerical Control for Machine Tools
NCOS Network Computer Operating System
NCP
NetWare Core Protocol + Not Copy Protected +
Network Control Processor/Program/Protocol
NCR
National Cash Register (Company)
NCSA National Center for Supercomputing Applications
NCSC National Computer Security Center
NCSI Network Communications Services
Interface [Network Products Corp.]
NDB
Non-Directional Beacon
NDDK Network Device Development Kid [Microsoft]
NDEF Not to be Defined
NDIS Network Device/Driver Interface Specification
NDN
Non-Delivery Notice
NDP
Numeric Data Processor
NDR
Network Data Representation
NDRO Non-Destructive Read Out
NDS
NetWare Directory Service [Novell]
.NDX Index (file name extension)
NEC
Nippon Electric Company
NED
NASA Extragalactic Database [NASA]
NEG
Negative + Negate
NEP
Network Entry Point
NES
National Education Supercomputer
NEST Novell Embedded Systems Technology [Novell]
NET
Network (organization Domain name) [Internet]
NetBIOS Network Basic Input/Output System [IBM]
NetBEUI NetBIOS Extended User Interface [IBM]
.NEW New Information (file name extension)
NEWS NetWare Early Warning System [Frye Computer] +
Network Extensible Window System
NEWS. Current events [USENET Newsgroup Category]
NEXT Near-End Crosstalk
NFF
No Fault Found
NFS
Network File System

NG
NGE
NHC
NHR
N/I
NIA
NIC

No Good
Not Greater or Equal
National Hurricane Center
National Handwriting Recognition
Non-Interlaced
Next Instruction Address
Network Information Center [Internet] + Network Interface Card +
Numeric Intensive Computing
NICAD Nickel-Cadmium
NICOLAS Network Information Center OnLine Aid System [NASA]
NID
New Interactive Display [NEC] + Next ID
NII
National Information Infrastructure
NIM
Network Installation Management [IBM]
NIMH Nickel-Metal Hydride
NIO
Native Input/Output
NIPS Network I/Os Per Second
NIR
Network Information Retrieval
NIS
Network Information Service [Unix]
N-ISDN Narrowband ISDN + National ISDN
NISO National Information Standards Organization
NISP Networked Information Services Project
NIST National Institute for Standards and Technology
NITC National Information Technology Center
NIU
Network Interface Unit
NJE
Network Job Entry (protocol) [IBM]
NL
New Line
NLE
Not Less or Equal
NLM
NetWare Loadable Module [Netware]
NLP
Natural-Language Processing
NLQ
Near Letter Quality
NLSFUNC National Language Support Function
NLV
National Language Version [IBM]
NMI
Non-Maskable Interrupt
NMM
NetWare Management Map [NetWare]
NMOS Negative Channel Metal-Oxide Semiconductor
NMP
Network Management Protocol [AT&T]
NMS
Network Management System [Novell]
NN
Network Node + No News [Internet]
NNI
Network-Network Interface
NNTP Network News Transfer Protocol [Internet]
NOC
Network Operations Center
NOP
No Operation
NOPAC Network OPAC
NOR
Not Or
NOS
Network Operating System
NPA
Network Printer Alliance
NPI
Network Printer Interface

NPL
Nonprocedural Language
NPS
Novell Productivity Specialist [Novell]
NPTN National Public Telecomputing Network
NPU
Natural Processing Unit
NPX
Numeric Processor Extension
NQS
Network Queing System [Cray]
NRC
National Research Council (Canada)
NREN National Research and Education Network
NRZ
Not Return to Zero
NRZI Non Return to Zero Inverted
NS
Nanosecond + National Semiconductor (as in Ns16550 UART) +
Network Supervisor + Non Stop
NSAP Network Service Access Point
NSAPI Netscape Server API [Netscape]
NSA POLY National Security Agency Polygraph
NSERC National Sciences and Engineering Research Council (Canada)
NSF
National Science Foundation
NSFNET National Science Foundation Network
NSI
NASA Science Internet
NSLOOKUP Name Server Lookup [Unix]
NSM
Netscape Server Manger [Netscape]
NSP
Native Signal Processing [Intel] + Network Service Provider
NSSC NASA Standard Spacecraft Computer
NSTC National Science and Technology Council
NSTL National Software Testing Labs
NT
New Technology [Microsoft]
NTAS NT Advamced Server [Microsoft]
NTF
No Trouble Found
NTFS New Technology File System [Microsoft]
NTIA National Telecommunications and
Information Administration
NTIS National Technical Information Service
NTRAS NT Remote Access Services [Microsoft]
NTSA NetWare Telephony Services Architecture [Novell]
NTSC National Television Standards Committee
NUI
Network User Identification + Network User Interface +
Notebook User Interface [Go Corporation]
NUL
Null + (dummy device) + (no device)
NV
No Overflow
NVM
Non-Volatile Memory
NVOD Near-Video On Demand
NVP
Nominal Velocity of Propagation
NVRAM Non-Volatile Random Access Memory
NVT
Network Virtual Terminal + Novell Virtual Terminal [Novell]
O...
OAB

One-to-All Broadcast

OAD
Open Architecture Driver [Bernoulli]
OAG
Official Airline Guide + Online Air Guide
OAI
Open Applications Interface
OAS
One-to-All Scatter
OBD
On Board Diagnostics
OBEX Object Exchange [Borland]
OBJ
Object
OC
Optical Carrier
OCE
Open Collaborative Environment [Apple]
OCF
Objects Components Framework [Borland]
OCL
Operation Control Language + Operator Control Language
OCR
Optical Character Recognition
OCS
On-Card Sequencer
OCX
OLE Custom Control
ODA
Office Document Architecture
ODAPI Open Database Application Programming
Interface [Borland]
ODBC Open Data Base Connectivity [Microsoft]
ODBMS Object-Oriented Database Management System (also
see OODMS)
ODI
Open Datalink Interface [Novell] +
Open Device Interconnect [NetWare]
ODM
Object Data Manager [IBM]
ODMA Open Document Management API
ODP
Open Distributed Processing
ODS
Open Data Services [Microsoft]
ODSI Open Directory Service Interface [Microsoft]
ODT
Open Desktop
OEM
Original Equipment Manufacturer
OEP
Operand Execution Pipeline
OF
Overflow Flag
OFB
Output Feedback (mode)
OFMT Output Format for Numbers
OFS
Object File System [Microsoft] + Output Field Separator
OH
Off Hook
OIDL Object Interface Definition Language
OIS
Office Information Systems
OLAP On-Line Analytical Processing
.OLD Old version (file name extension)
OLE
Object Linking and Embedding [Microsoft]
OLI
Optical Line Interface [AT&T]
OLMC Output Logic Macrocell
OLTP On-Line Transaction Processing
OM
Object Manager
OMA
Object Management Architecture [Microsoft]
OME
Open Messaging Environment (protocol)

OMF
Object Module Format [Microsoft] + Open Media Framework + Open Message
Format
OMG
Object Management Group
OMI
Open Messaging Interface [Lotus]
OMNS Open Network Management System
OMR
Optical Mark Recognition
ONC
Open Network Computing [Sun]
ONDS Open Network Distribution Services [IBM]
ONU
Optical Network Unit
OODB Object-Oriented Database
OODMS Object-Oriented Database Management System (also
see ODBMS)
OOL
Object-Oriented Language
OOOS Object-Oriented Operating System
OOPL Object-Oriented Programming Language
OOPS Object Oriented Programming and Systems
OOS
Object-Oriented Systems + Off-line Operating Simulator
OOT
Object-Oriented Technology
OOUI Object Oriented User Interface
OP
Operation + Optical + Output
OPAC Online Public Access Catalog [Internet]
OPC
Optical Photoconductor
OPCODE Operational Code
OPD
Operand
OPI
Open Prepress Interface
OPM
Operations Per Minute
OPS
Operations
OPT
Open Protocol Technology
.OPT Options (file name extension)
OPUS Octal Program Updating System
ORACLE On-Line Inquiry and Report Generator (UNIX DB program)
ORB
Object Request Broker [Microsoft]
ORG
Organization (organization Domain name) [Internet]
ORI
Online Retrieval Interface
.ORI Original (file name extension)
ORS
Output Record Separator
OS
Operating System
OS/2 Operating System/2 [IBM]
OSA
Open Scripting/System Architecture
OS/E Operating System/Environment
OSF
Open Software Foundation
OSI
Open Systems Interconnection
OSM
Off-Screen Model
OSP
On-Screen Programming + Optical Storage Processor
OSPF Open Shortest Path First
OSQL Object Structured Query Language
OT
Object Technology

OTA
OTDR
OTF
OTP
OURS
.OUT
OUTS
OV
.OVL
.OVR
OWL

Operation-Triggered Architecture
Optical Time Domain Reflectometer
Open Token Foundation
One-Time Programmable
Open Users Recommended Solutions
Outlines (file name extension)
Output String
Overflow
Program Overlay (file name extension)
Program Overlay (file name extension)
Object/Open Windows Library [Borland]

P...
PAB
Personal Address Book
PABX Private Automatic Branch Exchange
PACE Priority Access Control Enabled [3Com]
PACS Picture Archiving and Communication System
PACS-L Public Access Computer Systems List [Internet]
PAD
Packet Assembler/Disassembler
PADS Pen Application Development System [Slate Corporation]
PAIH Public-Access Internet Host [Internet]
PAIS Public-Access Internet Site [Internet]
.PAK Packed (compressed file name extension) [NoGate Consulting]
PAL
Paradox Applications Language [Borland] + Phase Alternating Line +
Programmed Array Logic + Programming Assembly Language
.PAL Palette (file name extension)
PALC Plasma-Addressed Liquid Crystal (display)
PALS Principles of the Alphabet Literacy System
PAM
Pulse Amplitude Modulation
PAP
Packet-level Procedure + Password Authentication Protocol +
Printer Access Protocol
PAR
Personal Animation Recorder + Parallel
PARA Paragraph
PARC Palo Alto Research Center [XEROX]
.PAS PASCAL source code (file name extension)
PASCAL (Programming Language named for Blaise Pascal)
.PAT Patch + Pattern (file name extensions)
PAX
Portable Archive Exchange [Unix]
PBE
Prompt By Example
PBGA Plastic Ball Grid Array
PBX
Private Branch Exchange
PC
Personal Computer + Printed Circuit + Program Counter
PCACIAS Personal Computer Automated Calibration Interval
Analysis System
PCB
Printed Circuit Board + Program Control Block
PCBC Plain Cipher Block Chaining
PCD
Photo Compact Disk

PC-DOS Personal Computer - Disk Operating System [IBM]
PCEB PCI to EISA Bridge [Intel]
PCI
Peripheral Component Interconnect/Interface
PC-I/O Program Controlled I/O
PCL
Printer Command Language [HP] + Process Control Language
PCM
Personal Computer Manufacturer + Pulse Code Modulation
PCMC PCI, Cache, Memory Controller [Intel]
PCMCIA Personal Computer Memory Card International Association
PCMIM Personal Computer Media Interface Module
PCN
Personal Computer Network
PCNFS Personal Computer Network File System
PCO
Point of Control and Observation
PCS
Patchable Control Store + Personal Communication Services/System +
Personal Conferencing Specification + Planning Control Sheet +
Print Contrast Signal + Process Control Systems + Program Counter Store +
Programmable Drive Table + Project Control System
PCT
Private Communications Technology
.PCT Picture (file name extension)
.PCX Picture Image (file name extension)
PD
Public Domain
PDA
Personal Digital Assistant
PDD
Physical Device Driver
PDF
Package Definition File + Portable Document Format +
Portable Document File + Processor Defined Function +
Program Development Facility
.PDF Printer Description (file name extension)[Borland,Lotus]
PDIAL Public Dialup Internet Access List [Internet]
PDL
Page Description Language + Program Description Language
+ Program Design Language
PDM
Product Data Management
PDN
Public Data Network
PDO
Portable Distributed Objects [Next]
PDP
Plasma Display Panel + Programmable Data Processor +
(DEC Computer System Designation, i.e. PDP-8, PDP-11)
PDS
Packet Driver Specification + Partitioned Data Set + Planetary Data System +
Portable Document Software + Processor Direct Slot [Macintosh]
PDSS Post Development and Software Support
PDT
Performance Diagnostic Tool [IBM] + Programmable Drive Table
PDU
Plug Distribution Unit
.PDX Paradox files (file name extension) [Borland] +
Printer Description Extension (file name extension)
PE
Parity Even + Processing Element + Protect Enable
PEA
Pocket Ethernet Adapter
PEL
Picture Element [IBM]
PEM
Privacy-Enhanced Mail [Internet]
PEN SDK Pen Computing Software Development Kit
PEP
Packetized Ensemble Protocol [Telebit]

PERL Practical Extraction and Report Language [Unix]
PERT Program Evaluation and Review Technique
PES
Positioning Error Signal + Processor Enhancement Socket
Processor Upgrade Socket
PET
Print Enhancement Technology [Compaq]
.PFB Printer Font Binary (file name extension)
PFE
Programmer’s File Editor
.PFM Printer Font Metrics (file name extension) [Windows]
PFR
Power-Fail Restart
PGA
Pin Grid Array + Professional Graphics Adapter [IBM]
PGC
Program Group Control [Microsoft]
PGDN Page Down
.PGL Graphics (file name extension) [Hewlett-Packard]
PGM
Program
PGP
Pretty Good Privacy (name of encryption program)
.PGP ProGram Parameter (file name extension) [AutoCAD]
PGUP Page Up
PHIGS Programmers’ Hierarchial Interactive Graphics
Standards
.PHO Phone List (file name extension)
PHS
Personal Handyphone System
PI
Program Interruption
PIA
Peripheral Interface Adapter
PIC
Personal Intelligent Communicator + Priority Interrupt Controller +
Program Interrupt Controller
PICS Platform for Internet Content Selection
PICT Picture
PID
Process Identification Number + Proportional, Integral, Derivative
PIER Procedures for Internet/Enterprise Renumbering
PIF
Picture Interchange Format File + Program Information File
PII
Program Integrated Information
PILOT Programmed Inquiry Learning Or Teaching
PilotACE* Pilot Automatic Computing Engine
PIM
Personal Information Manager
PIN
Personal Identification Number + Process Identification Number [Unix]
PINE Pine Is Not Elm [Unix]
PING Packet Internet Groper
PIO
Parallel Input/Output + Processor Input/Output +
Programmed Input/Output
PIP
Picture In Picture + Problem Isolation Procedure +
Programmable Interconnect Point
PIPO Parallel In, Parallel Out
PIT
Programmable Interval Timer
PIXEL Picture Element
PL
Plus
PLA
Programmable Logic-Array
PLATO Programmed Logic for Automatic Teaching Operations

PLC
Programmable Logic Controller
PLCC Plastic Leadless Chip Carrier
PLD
Programmable Logic Device
PLDS Pilot Land Data System [NASA]
PLL
Phase Locked Loop
.PLL Prelinked Library (file name extension) [Clipper]
PL/M Programming Language for Micros
PLS
Primary Link Station
PLV
Production Level Video
PL/1 * Programming Language One
PM
Presentation Manager [IBM] + Preventative Maintenance + Process Manager
PMMU Paged Memory Management Unit
PMOS Positive Channel Metal Oxide Semiconductor
PMR
Problem Management Report [IBM]
PMS
Policy Management System
PN
Processing Node
PNA
Programmable Network Access
PNG
Portable Network Graphics
PNP
Plug And Play
PO
Parity Odd
POC
Point Of Contact
POE
Power Open Environment
POH
Power-On Hours
POL
Problem Oriented Language
POP
Point Of Presence [MCI] + Pop from Stack + Post Office Protocol
POPA Pop All Registers
POPF Pop Flags
POR
Power-On-Reset
POS
Point Of Sale + Positive + Programmable Object Select
POSIX Portable Operating System Interface for Unix
POST Power-On Self Test
POSTNET Postal Numeric Encoding Technique
POTS Plain Old Telephone Service
POWER Performance Optimization with Enhanced RISC [IBM]
PowerPC Performance Optimization with Enhanced RISC-Performance
Computing
.PPD PostScript Printer Description (file name extension)
PPDS Personal Printer Data Stream [IBM]
PPGA Plastic Pin Grid Array
PPM
Pages Per Minute
PPP
Point-to-Point Protocol [Internet]
PPS
Packets Per Second + Power Personal Systems [IBM]
PPTP Point-to-Point Tunneling Protocol
PQFP Plastic Quad Flat Pack
PRACSA Public Remote Access Computer Standards Association
PRAM Parallel Random-Access Machine + Parameter Random Access Memory
.PRD Printer Driver (file name extension) [Word]

PRE
Preformatted [HTML]
PReP Power PC Reference Platform [IBM/Motorola]
PRF
Pulse Repetition Frequency
.PRF Preferences (file name extension) [Grammatik IV]
.PRG Program (file name extension)
PRINTF Print with Formatting [C Programming Language]
PRISM Photo-Refractive Information Storage Material
.PRJ Project (file name extension) [Borland]
PRMD Private Mangement Domain [X.400]
PRML Partial-Response Maximum-Likelihood
.PRO Profile (file name extension)
PROC Procedure
PROFS Professional Office System [IBM]
PROG Program + Programmer
PROLOG Programming In Logic (Programming Language)(See HLL)
PROM Programmable Read Only Memory
PRN
Printer
.PRS Printer (file name extension) [WordPerfect]
PRTSC Print Screen
PS
Proportional Spacing
.PS
PostScript (file name extension)
PS/2 Programming System 2 [IBM]
PSC
Personal Super Computer + Print Server Command + Product Service Center
PSDN Packet-Switched Data Network
PSDS Packet-Switched Data Service
PSERVER Print Server [NetWare]
PSF
Permanent Swap File
PSID PostScript Image Data
PSM
Printing Systems Manager
PSN
Packet Switching Network
PSP
Personal Software Products (group) [IBM] + Program Segment Prefix
PSPDN Packet-Switched Public Data Network
P-SRAM Pseudo-Static Random Access Memory
PSRT PostScript Round Table [GEnie]
PSTN Public Switched Telephone Network
PSU
Power Supply Unit
PSW
Program Status Word
.ps.Z Compressed PostScript (file name extension) [Unix]
PT
Page Table
P/T
Part Time
PTD
Parallel Transfer Disk Drive
PTF
Problem Temporary/Trouble Fix [IBM]
PUB
Public (directory) [Internet] + Publish
.PUB Publication (file name extension) [Ventura]
PUN
Physical Unit Number
PUP
PARC Universal Packet (protocol)
PUS
Processor Upgrade Socket

PUSHA Push All Registers
PUSHF Push Flags
PVC
Permanent Virtual Circuit + Polyvinyl Chloride
PVM
Parallel Virtual Machine + Pass-through Virtual Machine (protocol) [IBM]
PVP
Parallel Vector Processing
PVS
Parallel Visualization Server
PW
Password
PWB
Printed Wire Board + Programmer’s Workbench [Microsoft]
PWD
Print Working Directory [Unix]
PWR
Power
PWSCS Programmable Workstation Communication Services [IBM]
.PX
Primary Index (file name extension) [Paradox]
Q...
QA
Quality Assurance
QAM
Quadrature Amplitude Modulation
QBE
Query By Example
QBF
Query by Form
QBIC Query By Image Content [IBM]
QC
Quality Control
QDOS Quick and Dirty Operating System
.QDI Dictionary (file name extension) [Quicken]
.QDT Data (file name extension) [Quicken]
QEMM Quarterdeck Expanded Memory Manager [Quarterdeck Corp.]
QFA
Quick File Access
QFP
Quad Flat Pack
QIC
Quality Information Using Cycle Time [Hewlett-Packard] + Quarter-Inch
Cartridge
.QIF Quicken Import File/Interchange Format (file name extension)
.QMT Memorized List (file name extension) [Quicken]
.QNX Indexes to Data (file name extension) [Quicken]
QPG
Quantum Phase Gate
QPSK Quadrature Phase Shift Keying
QTC
Quicktime Conferencing [Macintosh]
R...
RA
Return Authorization
RACF Resource Access Control Facility
RAD
Rapid Application Development
RADAR Rights, Availabilities, Distribution Analysis and Reporting [Disney]
RADB Routing Arbiter Data Base
RADSL Rate Adaptive Digital Subscriber Line
RAG
Row Address Generator
RAID Redundant Arrays of Independent Disks +
Redundant Arrays of Independent Drives +
Redundant Arrays of Inexpensive Disks

RAIS Redundant Arrays of Inexpensive Systems
RALU Register Arithmetic Logic Unit
RAM
Random Access Memory
RAMDAC Random Access Memory Digital-to-Analog
Converter [Sierra]
RAMP Remote Access Maintenance Protocol [Internet]
RAND Random
RAP
Rapid Application Prototyping
RARP Reverse Address Resolution Protocol
RAS
Random Access Storage + Reader Admission System [British Library] +
Reliability, Availability and Serviceability + Remote Access Service +
Row Address Select
RASAPI Remote Access Service Application Programming Interface [Microsoft]
RAVE Rendering Acceleration Virtual Engine [Apple Computer]
RB
Right Button (of 2 or 3 button Mouse)
RBBS Remote Bulletin Board System
RBCS Remote Bar Code System
RBOC Regional Bell Operating Company
RCL
Rotate Carry Left
RCP
Remote Control Panel + Remote Copy [Internet] + Restore Cursor Position
RCR
Rotate Carry Right
RCS
Records Communications Switching System + Revision Control System [Unix]
RD
Receive Data + Remove Directory
R&D
Research and Development
RDA
Remote Database Access
RDB
Receive Data Buffer + Relational Database
RDBMS Relational Database Mangement System
RDCLK Received Timing Clock
RDP
Reliable Datagram Protocol
RDRAM Rambus Dynamic Random Access Memory
RDSR Receiver Data Service Request
RDTO Receive Data Transfer Offset [IBM]
.REC Recorder (file name extension)
REC. Recreation [USENET Newsgroup Category]
.REF Reference (file name extension)
REG
Register
REGAL Rigid Epoxy Glass Acrylic Laminate
RELSECT Relative Sector
REM
Remark + Remote + Ring Error Monitor
REN
Rename
REP
Repeat
REPE Repeat while Equal
REPNE Repeat while Not Equal
REPNZ Repeat while Not Zero
REPZ Repeat while Zero
REQ
Request
REREG Re-Register

RES
Remote Execution Service + Reset + Resolution
.RES Resource (file name extension)
RET
Resolution Enhancement Technology [HP] + Return
REX
Relocatable Executable
REXEC Remote Execution
REXX Restructured Extended Executor (language) [IBM]
RF
Radio Frequency
RFC
Request For Comments [Internet]
RFD
Request for Discussion [Internet]
RFI
Radio Frequency Interference
RFP
Request for Proposal
RFQ
Request for Quotation
RFS
Remote File Sharing + Remote File System
RFT
Revisable Form Text + Rich Text Format
RFU
Reserved For Future Use
RGB
Red-Green-Blue (color model)
RI
Referential Integrity + Ring Indicate
RIFF Resource Interschange File Format [Microsoft]
RIM
Remote Installation and Maintenance [Microsoft]
RIME RelayNet International Message Exchange
RIP
Remote Imaging Protocol + Routing Information Protocol [Novell]
RIPEM Riordan’s Internet Privacy Enhanced Mail
RIPS Raster Image Processing System
RISC Reduced Instruction Set Computer
RJE
Remote Job Entry
RLE
Run Length Encoded
RLL
Run Length Limited
RLN
Remote LAN Node [DCA]
RLOGIN Remote Login
RLSD Received Line Signal Detected
RLSI * Ridiculously Large-Scale Integration
RM
Reset Mode
RMA
Return Material Authorization + Return to Manufacturer Authorization
RMB
Right Mouse Button
RMDIR Remove Directory
RMON Remote Monitor/Monitoring
RMP
Remote Maintenance Processor [IBM]
RMS
Record Management Services + Root Mean Square
RMW
Read-Modify-Write
RN
Read News [Internet]
RND
Random
RNG
Random Number Generator
RNP
Regional Network Provider
R-O
Read Only
ROB
Reorder Buffer [Intel]
ROL
Rotate Left
ROM
Read Only Memory

ROOM Real-Time Object-Oriented Modeling
ROP
Raster Operation + RISC Operation
ROR
Rotate Right
ROS
Read-Only Storage [IBM]
ROT
Running Object Table
RPC
Remote Procedure Call
RPG
Report Program Generator (Programming Language)
RPL
Resident Programming Language + Requested Privilege Level
RPN
Real Page Number
RPRINTER Remote Printer [NetWare]
RPPROM Reprogrammable PROM
RPT
Repeat
RPQ
Request for Price Quotation
RQBE Relational Query By Example [Fox Pro]
RR
Real Reality
RS
Radio Shack + Recommended Standard (as in RS-232) [EIA] +
Record Separator + Request to Send
RSA129 (129 digit cryptographic security number named after its inventors:
Drs. Ronald L. Rivest, Adi Shamir and Leonard M. Adelman)
RSAC Recreational Software Advisory Council
RSCS Remote Spooling Communications System
RSD
Route Server Daemon
RSH
Remote Shell
RSL
Request-and-Status Link
RSP
Required Space Character
RST
Reset + Restart
RSTS Resource Sharing Time Sharing [Digital]
RSX
Real Time Resource Sharing Executive
RT
Real Time + RISC Technology + Run Time
R/T
Receive/Transmit
RTAM Remote Terminal Access Method
RTC
Real-Time Clock
RTDM Real-Time Data Migration
RTEL Reverse Telnet [Internet]
RTF
Rich Text Format
RTL
Register Transfer Language/Level + Resistor Transistor Logic + Right-To-Left
+ Run Time Library
RTM
Response Time Monitor + Runtime Manager [Borland]
RTMP Routing Table Maintenance Protocol
RTOS Real-Time Operating System
RTP
Rapid Transport Protocol + Real-Time Protocol
RTS
Remote Takeover System + Request To Send
RTTI Runtime Type Information
RTTY Radio Teletypewriter (Communications)
RTV
Real Time Video
RVA
Relative Virtual Address
RVI
Reverse Interrupt

R/W
Read/Write
RWM
Read-Write Memory
RX
Receiver
RXD
Receive Data
S...
SA
Selective Availability
SAA
Systems Application Architecture [IBM]
SADL Synchronous Data Link Control [Racal-Vadic]
SAINT * Symbolic Automatic Integrator
SAL
Shift Arithmetic Left
SAM
Serial Access Memory + Sequential Access Method +
Single Application Mode [Microsoft]
SANE Standare Apple Numeric Environment
SAP
Second Audio Program + Service Access
Point [DEC] + Service Advertising Protocol
SAP * Symbolic Assembly Program
SAPI Speech Application Program Interface [Microsoft]
SAR
Shift Arithmetic Right + Successive Approximation Register +
Synthetic Aperature Radar
SAS
Sales Accounting System + Single Attached Station +
Single Audio System + Statistical Analysis System
SASI Shugert Associates System Interface (SCSI originated
from SASI)
SATAN Security Administrator Tool for Analyzing Networks
.SAV Saved (file name extension)
SAVDM Single Application VDM
SB
Sound Blaster [Creative Labs] + Sound Board
SBA
Scene Balance Algorithms [Kodak]
SBB
Subtract With Borrow
SBC
Single-Board Computer
SBCS Single-Byte Character Set
SBI
Sound Blaster Instrument
.SBR Source Browser (file name extension) [Borland]
.SC
Script (file name extension)
SCADA Supervisory Control and Data Aquisition
SCAM SCSI Configuration Automatically
SCAS Scan String
SCB
Subsystem Control Block [IBM]
SCC
Serial Communications Controllers + Serial Controller Chip +
Synchronous Channel Check [IBM]
SCCS Source Code Control System
SCD
Standard Color Display
SCF
System Control Facility
SCI. Science [USENET Newsgroup Category]
SCLM Softwre Configuration and Library Management [IBM]
SCM
ScreenCam Format [Lotus] + Software Configuration Management +

Station Class Mark
SCO
Santa Cruz Operation (Software Company)
SCOPE Simple Communications Programming Environment [Hayes]
SCP
Save Cursor Position + Subsystem Control Port + System Control Program
SCR
Silicon Controlled Rectifier
.SCR Script (file name extension)
SCRN Screen (video display)
SCRS Scalable Cluster of RISC Systems
SCSA Signal Computing System Architecture [Dialogic]
SCSI Small Computer Systems Interface
SD
Send Data + Super Density
SDA
Software Disk Array + Source Data Automation +
System Display Architecture [Digital]
SDB
Symbolic Debugger [Unix]
SDD
Software Description Database [Internet]
SDF
Space Delimited File + Space Delimited Format
.SDF Standard Data Format (file name extension)
SDI
Selective Dissemination of Information + Single Document Interface
Software Development Interface [Mosaic]
SDK
Software Developer’s Kit [Microsoft]
SDLC Synchronous Data Link Control (protocol)
SDM
System Development Multitasking
SDMS SCSI Device Management System [NCR]
SDN
Software Defined Network [AT&T]
SDNS Secure Data Network Service
SDR
Streaming Data Request
SDRAM Synchronous Dynamic Random Access Memory
SD-ROM Super Density ROM
SDS
Sysops Distribution System
SDSL Single-Line Digital Subscriber Line
SD_STB Streaming Data Strobe [IBM]
SDV
Switched Digital Video [AT&T]
SEA
Standard Extended Attribute [OS/2]
.SEA Self Extracting Archive (file name extension) [Macintosh]
SEAC * Name of first computer to use transistors, built by (National Bureau of)
Standards Eastern Automatic Calculator (Also see SWAC)
SEAL Segmentation and Reassembly Layer (protocol) +
Screening External Access Link [Digital-DEC]
SEC
Single Error Correction
SECAM Sequentiel Couleur Avec Memoire
(Sequential Color With Memory)
SED
Stream Editor + Stream-Oriented Editor
SEG
Segment
SEH
Structured Exception Handling
SEL
Select
SEM
Scanning Electron Microscope + Standard Electronic Module
SEPP Secure Encryption Payment Protocol

SER
SET
.SET

Serial
Secure Electronic Transaction + Softwave Engineering Technology
Driver Set (file name extension) [Lotus 1-2-3] [LDC] +
Image Settings (file name extension) [Paradox]
SETEXT Structure Enhanced Text [Internet]
SEU
Smallest Executable Unit
SF
Sign Flag
SFQL Structured Full-text Query Language
SFS
System File Server
SFT
System Fault Tolerance
SFX
Sound Effect(s)
SGEN Signal Generator + System Generator
SGDT Store Global Descriptor Table
SGI
Silicon Graphics, Inc.
SGM
Shaded Graphics Modeling
SGML Standard Generalized Markup Language
SGR
Set Graphics Rendition
SGRAM Synchronous Graphics RAM
S/H
Sample and Hold
SHA
Secure Hash Algorithm [NSA]
SHAR Shell Archive
SHG
Segmented Hypergraphics
SHL
Shift Logical Left
SHR
Shift Logical Right
S-HTTP Secure Hypertext Transfer Protocol
.SHW Show (file name extension)
SI
Shift-In + Source Index + System Information
SIC
Standard Industrial Code
SID
Security Identifier + Serial Input Data + Station Identification [AT&T] +
Symbolic Interactive Debugger
SIDF System Independent Data Format
SIDH System Identification for Home Systems
SIDT Store Interrupt Descriptor Table
SIFT Stanford Information Filtering Tool
SIG
Special Interest Group
SIGCAT Special Interest Group on CD-ROM Applications
and Technology
SIM
Simulator
SIMD Single Instruction Multiple Data Stream (processor)
SIMM Single In-line Memory Module
SIMTEL Simulation and Teleprocessing
SIMULA Simulation (language)
SIO
Serial Input/Output (communications driver)
SIP
Single In-line Package
SIPC Simply Interactive Personal Computer [Microsoft]
SIPO Serial In, Parallel Out
SIPP Single In-line Pin Package

SIR
Serial Infrared [Hewlett-Packard]
SIRDS Single-Image Random Dot Stereogram
SI/SO Serial In/Serial Out + Shift In/Shift Out
SIT
Special Information Tones
.SIT Stuff-It (compressed file name extension) [Macintosh]
SKU# Stock Keeping Unit Number
SLDT Store Local Descriptor Table
SLED Single Large Expensive Disk
SLIP Serial Line Interface Protocol
SLM
Spatial Light Modulator
SLMR Silly Little Modem Reader
SLOSH Sea, Lake and Overland Surge from Hurricane (program)
SLSI Super Large-Scale Integration
SLSS Systems Library Subscription Service [IBM]
SLU
Spoken Language Understanding
SM
Set Mode + Shared Memory
SMART Self-Monitoring Analysis and Reporting Technology
SMB
Server Message Block (protocol) [MII]
SMD
Surface Mounted Device
SMDS Switched Multimedia/Multi-Megabit Data Service
SMF
System Manager Facility [Compaq]
SMI
System Management Interrupt [Intel]
SMIF Standard Mechanical Interface
SMIT System Management Interface Tool [IBM]
SMK
Software Migration Kit [Microsoft]
SML
Standard Meta Language
SMM
System Mangement Mode [Intel]
SMOBC Solder Mask Over Bare Copper
SMP
Simple Management Protocol + Symbolic Manipulation Program +
Symmetrical Multi-Processing + Symmetric Multiprocessor
.SMP Sample (file name extension)
SMPC Shared Memory Parallel Computer
SMPS Switching Mode Power Supply
SMRAM System Management Random Access Memory
SMS
Storage Management Services [NetWare] +
Storage Management Subsystem/System +
Systems Management Server [Microsoft]
SMSW Store Machine Status Word
SMT
Station Management (protocol) + Surface-Mount Technology
SMTP Simple Mail Transfer Protocol
SMU
System Management Utility
SN
Serial Number
S/N
Signal-to-Noise (Ratio)
SNA
Systems Network Architecture [IBM]
SND
Sound
SNEWS Secure News Server [Internet]
SNMP Simple Network Management Protocol

SNOBOL String Oriented Symbolic Language (Progamming Language)
SNP
Serial Number/Password [Omen Technology]
SNR
Signal-to-Noise Ratio
SOA
Start Of Authority
SOC
System On a Chip
SOC. Social Issues [USENET Newsgroup Category]
SOCKS Socket Secure (server) [Internet]
SODIMM Small Outline DIMM
SOE
Standard Operating Environment
SOH
Start of Header
SOHO Small Office/Home Office
SOL
Simulation Oriented Language
SOM
Start of Message + System Object Model [IBM]
SONET Synchronous Optical Network
SOP
Standard Operating Procedures
SOS
Silicon On Sapphire + Sophisticated Operating System +
Standards and Open Systems
SOTA State Of The Art
SOX
Sound Exchange
SP
Service Pack [IBM] + Stack Pointer + System Product
SPA
Software Publishers Association
SPAN Space Physics Analysis Network
SPARC Scalable Processor Architecture
SPC
Small Peripheral Controller + Statistical Process Control
SPCL Spectrum Cellular Corporation
SPEC Systems Performance Evaluation Cooperative
SPF
Shortest Path First + System Programming Facility
SPI
Service Provider Interface + SCSI Parallel Interface
SPID Service Profile/Provider Identifier
SPIKE Science Planning Intelligent Knowledge-Based
Environment [STScI]
SPIRES Stanford Public Information Retrieval System
[Stanford University]
SPL
Spooler + System Programming Language [HP]
.SPL Spell Checker (file name extension)
SPM
System Performance Monitor [IBM]
SPOOL Simultaneous Peripheral Operations On Line
SPOT Shared Product Object Tree [IBM]
SPP
Sequenced Packet Protocol
SPPS Scalable Power Parallel System [IBM]
SPR
Special Purpose Register + Statistical Pattern Recognition
SPREAD * Systems Programming, Research, Engineering
and Development [IBM]
SPS
Standby Power System
SPSS Statistical Package for the Social Sciences
SPT
Sectors Per Track
SPX
Sequenced Packet Exchange [Novell]

SQ
Squeezed (files)
SQL/DS Structured Query Language/Data System [IBM]
SQRT Square Root
SR
Shift Register
SRAM Shadow Random Access Memory + Static Random Access Memory
SRB
Source-Route Bridge
.SRC Source (file name extension)
SRD
Screen Reader System
SRM
Security Reference Monitor
SRO
Sharable and Read Only
SRP
Suggested Retail Price
.SRP Script (file name extension)
SRPI Server-Requester Programming Interface
SRQ
Service Request
SRR
Serially Reusable Resource
SRS
Sound Retrieval System
SS
Stack Segment + Single Sided + Seconds
SSA
Serial Storage Architecture
SSAP Source Service Access Point
SSCP Systems Service Control Point [IBM]
SSD
Solid State Disk
SSEC * Selective Sequence Electronic Calculator [IBM]
SSGA System Suppport Gate Array
SSI
Single System Image + Small Scale Integration
SSL
Secure Sockets Layer
SST
Spread-Spectrum Technology + Systems Services and Technology
STA
Spanning Tree Algorithm
STAR Self Defining Text Archival
STB
Strobe
STC
Set Carry Flag
STD
Set Direction Flag + Standard
STDA StreetTalk Directory Assistance [Banyan]
STDAUX Standard Auxillary
STDERR Standard Error
STDIN Standard Input
STDIO.H Standard Input/Output Header [C Programming Language]
STDM Statistical Time Division Multiplexer
STDOUT Standard Output
STDPRN Standard Printer
.STF Structured File (file name extension) [Lotus Agenda]
STI
Set Interrupt Flag
S/TK Sectors Per Track
STN
Super-Twist Nematic
STOS Store String
STP
Secure Transfer Protocol + Shielded Twisted Pair (cable) +
Signal Transfer Point + Synchronized Transaction Processing
STR
Store Task Register + Synchronous Transmitter Receiver

STRESS Structural Engineering System Solver (Programming
Language)
STRUDL Structural Design Language (Programming Language)
STScI Space Telescope Science Institute
STT
Secure Transaction Technology [Microsoft]
STX
Start of Text
.STY Style (file name extension) [Ventura, Word, WordPerfect]
SUB
Subroutine + Substitute + Subtract
SUN
Sun Microsystems, Inc.
.SUP Supplemental Dictionary (file name extension)
[WordPerfect]
SVC
Switched Virtual Circuit
SVGA Super Video Graphics Array
S-VHS Super VHS
SVM
System Virtual Machine [Microsoft]
SVR
Server
SVR# System V Release Number [AT&T]
S/W
Software
SWAC * Mobile version of SEAC, built for deployment to White Sands,
and named Standards Western Automatic Calculator
SWAIS Simple Wide Area Information Server [Internet]
SWISH Simple Web Indexing System for Humans
.SWP Swap (file name extension)
.SYL Syllabus (file name extension)
SYLK Symbolic Link
.SYM Symbols (file name extension)
.SYN Synonym (file name extension)
SYNC Synchronous
SYS
System
.SYS System Configuration (file name extension) +
System Device Driver (file name extension)
SYSGEN System Generator
SYSLOG System Log
SYSMOD System Modification
SYSOP System Operator
SYSREQ System Request
SZ
Send ZModem [Unix]
T...
TAD
Telephone Answering Device
TAP
Telelocator Alphanumeric Protoco
TAPCIS The Access Program for the CompuServe
Information Service
TAPI Telephony Applications Programming Interface
.tar Tape Archive (archived file name extension) [Unix]
.tar.Z Compressed Archived files (file name extension) [Unix]
TAS
Telephone Access Server

TASM Turbo Assembler [Borland]
TAXI Transparent Asynchronous Tranceiver/Receiver Interface
TB
Terabyte (1,024 gigabytes)
T/B
Top and Bottom
TBBS The Bread Board System (BBS)
TBGA Tape Ball Grid Array
.TBK Toolbook (file name extension)
TBU
Tape Backup Unit
TC
Test Control + Transmission Control
TCL
Tool Command Language
TCM
Trellis-Coded Modulation
TCP/IP Transmission Control Protocol/Internet Protocol
TD
Transmit Data
TDD
Telecommunications Device for the Deaf
TDtoDP Tablet Coordinates to Display Coordinates
(converting)
TDE
Terminal Display Editor
.TDF Trace Definition File (file name extension) [OS/2] +
Typeface Definition File (file name extension)
TDI
Transport Device Interface
TDM
Technical Document Management + Time Division Multiplexing
TDMA Time Division Multiple Access
TDMS Terminal Display Management System
TDP
Telelocator Data Protocol
TDSR Transmitter Data Service Request
TDR
Time Domain Reflectometry
TE/2 Terminal Emulator/2 [Oberon]
TEB
Thread Environment Block
TEC
Tokyo Electronics Corporation
TED
Tiny Editor
TEML Turbo Editor Macro Language [Borland]
TEMP Temporary
TER
Thermal Eclipse Reading [Sony]
TERMPWR Terminator Power
TFDD Text File Device Driver
TFEL Thin-Film Electroluminescent
.TFM Tagged Font Metric (file name extension)
TFT
Thin-Film Transistor (screens)
TFTP Trivial File Transfer Protocol
THD
Total Harmonic Distortion
.THD Thread (file name extension)
THOMAS The (U.S.) House (of Representatives) Open Multimedia
Access System
THOR Tandy High-Performance Optical Recording
THR
Transmit Holding Register
.THS Thesaurus (file name extension)
TI
Texas Instruments, Inc.

TIA
Telecommunications Industry Association + The Internet Adapter [Internet]
TID
Target ID
TIES Time Independent Escape Sequence
.TIF Tagged Image File (filename extension)
TIFF Tagged Image File Format
TIGA Texas Instruments Graphics Architecture
TIGER Topologically Integrated Geographic Encoding
and Referencing
TIIAP Telecommunications and Information Infrastructure
Assistance Program [NII]
TIM
Technical Information Memo [Compaq]
TIP
Terminal Interface Processor
TK/TK Track to Track
TLA
Three-Letter Acronym
TLB
Translation Lookaside Buffer
TLI
Transport Layer Interface
TLU
Table Lookup
.TLX Telex (file name extension)
TM
Trademark
TMP
Temporary
TN
Twisted Nematic
TNC
Terminal Node Controller
TNO
The Netherlands Organization
ToC
Table Of Contents
TOD
Time Of Day
TOP
Technical and Office Protocol
TPC
Transaction-Processing Performance Council
TPI
Tracks Per Inch
TPL
Table Producing Language
TPM
Transactions Per Minute
TPORT Twisted Pair Port Transceiver [AT&T]
TPS
Transactions Per Second + Transaction Processing System
TPW
Turbo Pascal for Windows
TQFP Thin Quad Flat Pack
TQM
Total Quality Management
TR
Terminal Ready
T/R
Transmit/Receive
TRADIC * Transistorized Airborne Digital Computer
(Name of first computer to be entirely transistorized)
.TRM Terminal (file name extension)
TRN
Threaded Read News [Internet] + Token Ring Network
TRON The Real-Time Operating System Nucleus
TS
Top Secret
TSA
Target Service Agent + Technical Support Alliance
TSAPI Telephony Services Application Program Interface [AT&T + Novell]
TSB
Termination Status Block
TSE
The Semware Editor

TSO
Time Sharing Option
TSR
Terminate and Stay Resident
TSS
Task State Segment + Time Sharing System
TS/SI Top Secret/Sensitive Information
.TST Test (file name extension)
TSTN Triple Supertwisted Nematic
TSV
Tab Separated Values
TT
Typewriter Text
TTA
Transport-Triggered Architecture
TTCN Tree and Tabular Combined Notation
.TTF TrueType Font (file name extension)
TTL
Transistor-Transistor Logic
TTP
Thermal-Transfer Printing
TTS
Text-To-Speech + Transaction Tracking System
TTY
Teletype
TUI
Text-Based User Interface [WordPerfect]
TUMS Table Update and Management System [Stanford University]
.TUT Tutorial (file name extension)
TVF
Table of contents Verbosely from File [UNIX]
TVFS Toronto Virtual File System [IBM]
TVI
Television Interference
TWAIN Technology Without Any Interesting Name
(connection between application and scanner software)
TWX
Teletypewriter Exchange Service
TXD
Transmit Data
.TXF Tax Exchange Format (file name extension)
TXT
Text
TXT2STF Text To Structured File [Lotus Agenda]
TZ
Time Zone [Unix]
U...
UA
User Agent + User Area
UAE
Unrecoverable Application Error
UART Universal Asynchronous Receiver/Transmitter
.UC2 Compressed File (file name extension) [UltraCompressor]
UCL
Universal Communications Language
UCS
Unicode Conversion Support + Universal Character Set +
User Coordinate System
UCT
Universal Coordinated Time
UDC
User Defined Commands
UDE
Universal Data Exchange
UDF
User Defined Functions
UDG
User Defined Gateway
UDP
User Datagram Protocol
UDT
Uniform Data Transfer
UFS
Unix File System
UG
User Group

UI
Unix International + User Interface
UID
User Identifier
UIMS User Interface Management System
UL
Underwriters Laboratories + Unordered List + Upload
ULA
Uncommitted Logic Array
ULN
Universal Link Negotiation
ULSI Ultra Large Scale Integration
UMA
Unified Memory Architecture
UMB
Upper Memory Block [LIM/AST]
UNC
Universal Naming Convention + Uuencoded Netnews Collator [Unix]
UNCOL Universal Computed Oriented Language
UNI
User-Network Interface
UNICOM Universal Integrated Communication (System)
UNICOS Universal Compiler FORTRAN compatible
UNIVAC Universal Automatic Computer
UNIX (AT&T Bell Laboratories Operating System)
UNMA Unified Network Management Architecture
UP
Uniprocessor
UPC
Universal Product Code
UPG
Upgrade
UPL
User Program Language
UPM
Unix Programmer’s Manual + User Profile Management [IBM]
UPS
Uninterruptible Power Supply + Uninterruptible Power System
URC
Uniform Resource Characteristics + Uniform Resource Citation
UREP Unix RSCS Emulation Protocol (protocol)
URI
Uniform Resource Identifier
URL
Uniform Resource Locator
URN
Uniform Resource Name/Number
US
Unit Separator
USART Universal Synchronous-Asynchronous Reciever/Transmitter
USB
Universal Serial Bus [Intel]
USENET User’s Network [Internet]
USERID User Identification
USOC Universal Service Ordering Code
USQ
Unsqueezed (files)
USR
US Robotics (corporation)
USRT Universal Synchronous Receiver/Transmitter
USSA User Supported Software Association (United Kingdom)
UT
User Terminal
UTC
Coordinated Universal Time
UTI
Universal Text Interchange/Interface
UTP
Unshielded Twisted-Pair (cable)
UU
Uuencode/Uudecode
UUCP Unix-To-Unix Copy Program
UUD
UUDecoding [Unix]
UUE
UUEncoding [Unix]
UUI
User-To-User Information [AT&T]

UV

Ultraviolet

V...
VA
Virtual Address
VAD
Value Added Dealer
VADD Value Added Disk Driver
VADSL Very-High-Rate Asymmetric Digital Subscriber Line
VAL
Value + Voice Application Language
.VAL Validity Checks (file name extension) [Paradox]
VAM
Virtual Access Method
VAN
Value Added Network
VAP
Value Added Process
VAR
Value Added Reseller + Value Added Retailer + Variable
VAST Variable Array Storage Technology
VAX/VMS Virtual Address Extension/Virtual Memory System [DEC]
VB
Variable Block + Visual Basic [Microsoft]
VBA
Visual Basic for Applications [Microsoft]
VBE/AI Vesa Bios Extension/Audio Interface
vBNS Very High Speed Backbone Network Service [MCI + NSF]
VBR
Variable Bit Rate
VBRUN Visual Basic Runtime
.VBX Visual Basic Extension (file name extension)
VCC
Virtual Channel Connection
VCD
Virtual Communications Driver
VCL
Visual Component Library
VCOS Visual Caching Operating System [AT&T]
VCPI Virtual Control Program Interface
VCR
Video Cassette Recorder
VDD
Virtual Device Driver
VDDM Virtual Device Driver Manager
VDE
Video Display Editor + Visual Development Environment
VDISK Virtual Disk
VDM
Virtual DOS Machine [IBM]
VDMAD Virtual Direct Memory Access Device [Microsoft]
VDS
Virtual DMA Services
VDT
Video Dial Tone + Video Display Terminal
VDU
Video Display Unit + Visual Display Unit
VEGA Video-7 Enhanced Graphics Adapter [Video-7, Inc.]
VEMM Virtual Expanded Memory Manager
VER
Verify + Version
VERONICA Very Easy Rodent-Oriented Net-Wide Index to
Computer Archives [Internet]
VERR Verify Read Access
VERW Verify Write Access
VESA Video Electronics Standards Association
VF
Virtual Floppy
VFAT Virtual File Allocation Table [Microsoft]

V.FC Version.First Class (communications standard)
VFD
Vacuum Fluorescent Display
VFW
Video For Windows [Microsoft]
VGA
Video Graphics Array
VGC
Video Graphics Controller
VHDL VHSIC Hardware Description Language
VHS
Very High Speed + Video Home System + Virtual Host Storage
VHSIC Very High Speed Integrated Circuit
VI
Visual Interactive (editor) [UNIX]
VIE
Virtual Information Environment
VIF
Virtual Interface + Virtual Interrupt Flag
VIM
Vendor Independent Mail + Vendor Independent Messaging + Video Interface
Module
VIO
Video Input/Output + Virtual Input/Output
VINES Virtual Networking System [Banyan]
ViP
Visual Programming [Lotus]
VIP
Variable Information Processing + Video Information Provider +
Virtual Interrupt Pending
VIPER Verifiable Integrated Processor for
Enhanced Reliability
VIS
Video Information System [Tandy] + Voice Information System
VJ HEADER Van Jacobsen Header (compression) [Unix]
VLAN Virtual Local Area Network
VL-BUS Vesa Local-Bus [VESA]
VLD
Variable-Length Decoder
VLF
Very Low Frequency
VLINK Visited Link [HTML]
VLIW Very Large Instruction Word
VLM
Virtual Loadable Module
VLSI Very Large Scale Integration
VLSIPS Very Large Scale Immobilized Polymer Synthesis
VLT
Variable List Table
VM
Virtual Machine + Virtual Memory
VMA
Virtual Memory Address
VMB
Virtual Machine Boot
VME
Virtual Memory Environment
VMM
Virtual Machine/Memory Manager
VMOS Vertical MOS
VMP
Virtual Modem Protocol
VMS
Virtual Memory System + Voice Message System
VMT
Virtual Memory Technique
VNA
Virtual Network Architecture
VOC
Creative Voice (format) [Sound Blaster]
VOD
Video On Demand
VOL
Volume
VOM
Volt-Ohm-Milliammeter
VOR
Visions Of Reality

VOS
Verbal/Voice Operating System
VP
Virtual Path
VPD
Virtual Printer Device + Vital Product Data [IBM]
VPDN Virtual Private Data Network
VPDS Virtual Private Data Service [MCI]
VPE
Visual Programming Environment
VPL
Virtual Programming Language
VPN
Virtual Page Number + Virtual Private Network
VPS
Voice Processing System
VPSC Vault, Process, Structure, Configuration
VPT
Virtual Print Technology [Dataproducts]
VR
Virtual Reality + Voltage Regulated/Regulator
VRAM Video Random Access Memory
VRE
Voltage Regulated Extended
VRML Virtual Reality Modeling Language
(originally named Virtual Reality Markup Language)
VROOMM Virtual Real-time Object Oriented
Memory Manager [Borland]
.VRS WordPerfect Graphics Driver (file name extension)
VRT
Voltage Regulation Technology [Intel]
VRU
Voice Response Unit
VS
Virtual Storage
VSAM Virtual Storage Access Method
VSAT Very Small Aperture Terminal
VSE
Virtual Storage Extended
VSF
Vertical Scanning Frequency
VSIO Virtual Serial Input Output
VSLI Very Large Scale Integration
VSM
Virtual Shared Memory + Virtual Storage Management +
Visual System Management [IBM]
VSN
Volume Serial Number
VSOS Virtual Storage Operating System
VSYNC Vertical Sync
VT
Vertical Tab
VTAM Virtual Telecommunications Access Method [IBM]
VUI
Video User Interface
VUP
VAX Unit of Performance
VMS
Virtual Memory System + Voice Message System
VWB
Visual WorkBench [Microsoft]
VxD
Virtual Extended Driver [Microsoft]
.VXD Virtual Device (file name extension) [Microsoft]
W...
W/
W3
W3A
W3C

With
(see WWW)
World Wide Web Applets
World Wide Web Consortium

W4
What-Works-With-What
WABI Windows Application Binary Interface [SunSoft]
WAIS Wide Area Information Server
WAITS Wide Area Information Transfer System
WAN
Wide Area Network
WATS Wide Area Telecommunications Service
.WAV Waveform Audio (file name extension)
WC
Word Count
WCS
World Coordinate System
WDL
Windows Driver Library [Microsoft]
WDRAM Windows Dynamic Random Access Memory
WELL Whole Earth ‘Lectronic Link (BBS)
WFW
Windows For Workgroups [Microsoft]
WGS
Work Group System
WHAM Waveform Hold and Modify [Microsoft]
WHC
Workstation Host Connection
WINE Windows Emulator
WINForum Wireless Information Networks Forum
WINS Windows-Internet Naming Service [Microsoft]
WINSOCK Windows Open Systems Architecture [Microsoft] + Windows Sockets
WINWORD Word For Windows [Microsoft]
WISE WordPerfect Information System Environment
WIT
Web Interactive Talk [Internet]
.WKB Workbook (file name extension) [WordPerfect]
.WKE Worksheet (file name extension) [Lotus 1-2-3] [LDC]
.WKQ Spreadsheet (file name extension) [BORQU]
.WKS Worksheet (file name extension) [Lotus 1-2-3] [LDC]
.WKZ Compressed Spreadsheet (file name extension) [BORQU]
.WK1 Worksheet (file name extension) [Lotus 1-2-3] [LDC]
WL
Word Line
WMC
Workflow Management Coalition
.WMF Windows Metafile Format (file name extension) [Microsoft]
WNIC Wide-Area Network Interface Co-Processor
WNIM Wide-Area Network Interface Module
W/O
Without
WORM Write Once, Read Many
WOS
Workstation Operating System
WOSA Windows Open Services/Systems Architecture [Microsoft]
WP
WordPerfect + Word Processing + Write Protected
.WPD Windows Printer Description (file name extension)
.WPG WordPerfect Graphics (file name extension)
WPHD Write-Protect Hard Disk
.WPK Keyboard (file name extension) [WordPerfect]
WPM
Words Per Minute
.WPM Macro (file name extension) [WordPerfect]
WPOS Workplace Operating System
WPS
Windows Printing System [Microsoft] + Workplace Shell [OS2]

WPVM Windows Parallel Virtual Machine
.WQ1 Spreadsheet (file name extension) [BORPQU]
.WQ! Compressed Spreadsheet (file name extension) [BORPQU]
WRAM Windows Random Access Memory
.WRI Write (file name extension)
WS
WordStar + Workstation
WT
Write Through
WWIS World Wide Information System [Internet]
WWW
World-Wide Web [Internet]
WYSBYGI What You See Before You Get It
WYSIWYG What You See Is What You Get
X...
XA
Extended Architecture + Extended Attribute
XAPIA X.400 Application Program Interface Association
X2B
Hexadecimal to Binary [REXX]
.XBM X-Windows Bitmaps (file name extension) (black and white)
.XPM X-Windows Pixelmaps (file name extension) (color)
X2C
Hexadecimal to Character [REXX]
XCHG Exchange
XCMD External Command
XCOPY Extended Copy
X2D
Hexadecimal to Decimal [REXX]
XDF
Extended Density Format [IBM]
XDR
Extended/External Data Representation
XFCN External Function
XGA
Extended Graphics Array [IBM]
XID
Exchange Identifier
XIOS Extended Input/Output System
XLAT Translate
XLM
Excel Macro Language [Microsoft]
XMIT Transmit
XMM
Extended Memory Manager [LIM/AST]
XMS
Extended Memory Specification [LIM/AST]
XNS
Xerox Network System (protocol) [Xerox]
XOFF Transmitter Off
XON
Transmitter On
XOR
Exclusive OR (Also EOR)
XPRM Xerox Print Resources Manager [Xerox]
XRT
Extensions for Real-Time
XSMD Extended Storage Module Drive (interface)
XTAL Crystal
XTCLK External Transmit Clock
Y...
YAM
Yet Another Modem [Omen Technology]
YAHOO Yet Another Hierarchically Officious Oracle [Internet]

(Y/N)? (Asks for a YES or NO decision)
YTD
Year To Date
Z...
.z

Packed file (file name extension - using Pack/Unpack program)
..lower case z..[Unix]
.Z
Compressed file (file name extension – using Compress/Uncompress program)
..upper case Z..[Unix]
ZBR
Zone Bit Recording
Z-CAV Zoned Constant Angular Velocity
ZDL
Zero Delay Lockout
ZDS
Zenith Data Systems
ZIF
Zero-Insertion Force (socket)
ZIP
Zigzag In-Line Package + Zone Improvement Plan (ZIPcode)
.ZIP Compressed File (file name extension) [PKWare]
.ZOO Compressed File (file name extension) [Dhesi]
ZPV
Zoomed Port Video [Toshiba]
ZSL
Zero Slot LAN
~
Tilde
*
Wildcard character (asterisk)
*.*
Star-Dot-Star (represents any file name.Any file name extension)
.$$$ Temporary File (file name extension)
286
80286 (microprocessor)
386
80386 (microprocessor)
3COM 3 Com Corporation
(The 3 Coms are Computer, Communications and Compatability)
3GL
Third Generation Language (procedural language)
486
80486 (microprocessor)
4GL
Fourth Generation Language (procedural language)
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APPENDIX A...
OBTAINING BABEL FROM THE INTERNET
Method 1 - WWW
-------------To get the latest babel.html file via World Wide Web, use this URL:
http://www.access.digex.net/~ikind/babel.html
Method 2 - GOPHER
----------------To get the latest babel.txt file via Gopher:
If you have access to a Gopher client, gopher directly to: gopher.temple.edu

From the Main Menu, select “Temple University Computer
Resources and Information” and then “Internet & Bitnet
Information (Help-Net)”. Then select “Glossary of Computer Abbreviations and
Acronyms (BABEL.TXT)”.
Method 3 - FTP
-------------To get the latest babel.txt or html file, if you have ftp
access via The Internet, type these commands in lower case text: ftp ftp.temple.edu
At Login : anonymous
At Password: your email address
cd /pub/info/help-net
get babel.txt
Method 4 - LISTSERV
------------------To get the latest babel.txt file via Listserv if on The Internet:
Send e-mail to: listserv@vm.temple.edu
Subject line should be left blank. In body of the message, type:
GET BABEL TXT HELP-NET
Method 5 - BITNET
----------------To get the latest babel.txt file via Listserv for Bitnet users:
Send e-mail to: listserv@templevm
Subject line should be left blank. In body of the message, type:
GET BABEL TXT HELP-NET
Method 6 - BBS
-------------From your favorite Bulletin Board download: BABEL.ZIP
NOTE for all methods:
-------------------After Sep 1, 1996 BABEL.TXT or BABEL.HTML will contain Version 96C
After Jan 1, 1997 BABEL.TXT or BABEL.HTML will contain Version 97A
After May 1, 1997 BABEL.TXT or BABEL.HTML will contain Version 97B
APPENDIX B...
The following examples are included to serve as a brief introduction to what may be
bound when reading email and news groups and when using IRC on the Internet.
------In email and news, “smiley faces”, rather than words, are used to express the writer’s
feelings. Turn your head to the side to read them.
:-)
:-]
;-)

Smile
Smirk
Wink

:-D Laughing
:-( Frown
:-X Close-mouthed

8-)

Wide-eyed

:-O

Open-mouthed

also
<jk> Just kidding <g>

Grin

------In email and during on-line conversations, a variety of letter groups are used to
abbreviate the writer’s comments, such as:
BRB Be right back
IMHO In my humble opinion
BTW By the way
ROFL Rolling on the floor laughing
FOAF Friend of a friend
TIA Thanks in advance
+++++

APPENDIX C... COUNTRY DOMAIN NAMES
At the present time there are over 200 recognized Country Domain names. Two-letter
abbreviations that represent the country names are used in addresses seen on the
Internet. The following names (87 to date) represent the country of origin from where
someone has downloaded BABEL.
.ae
.al
.am
.ar
.at
.au
.be
.bg
.bh
.bm
.bn
.br
.bs
.ca
.ch
.cl
.cn
.co
.cr
.cy
.cz
.de
.dk
.do
.ec
.ee
.eg
.es
.fi
.fo
.fr
.gb
.gl
.gr
.gt
.hk
.hr
.hu
.id
.ie
.il

United Arab Emirates
Albania
Armenia
Argentina
Austria
Australia
Belgium
Bulgaria
Bahrain
Bermuda
Brunei Darussalam
Brazil
Bahamas
Canada
Switzerland
Chile
China
Columbia
Costa Rica
Cyprus
Czech Republic
Germany
Denmark
Dominican Republic
Ecuador
Estonia
Egypt
Spain
Finland
Faroe Islands
France
Great Britian
Greenland
Greece
Guatemala
Hong Kong
Croatia
Hungary
Indonesia
Ireland
Israel

.in
.is
.it
.jm
.jp
.kr
.kw
.lb
.li
.lk
.lt
.lu
.lv
.md
.mo
.mt
.my
.mx
.ni
.nl
.no
.nz
.pe
.ph
.pk
.pl
.pt
.ro
.ru
.se
.sg
.si
.sk
.su
.th
.tr
.tt
.tw
.uk
.us
.uy
.ve
.yu
.za
.zw

India
Iceland
Italy
Jamaica
Japan
Korea (South)
Kuwait
Lebanon
Liechtenstein
Sri Lanka
Lithuania
Luxembourg
Latvia
Moldova
Macau
Malta
Malaysia
Mexico
Nicaragua
Netherlands
Norway
New Zealand
Peru
Phillipines
Pakistan
Poland
Portugal
Romania
Russian Federation
Sweden
Singapore
Slovenia
Slovakia (Slovak Republic)
USSR (former)
Thailand
Turkey
Trinidad and Tobago
Taiwan
United Kingdom
United States
Uruguay
Venezuela
Yugoslavia
South Africa
Zimbabwe

READ THIS PAGE!
First compiled when I became frustrated while reading magazine articles, help wanted
ads and equipment for sale brochures....all pertaining to computers....where the
following Abbreviations and Acronyms were used and their meanings were either not
known to me or were not immediately available. I have actually seen (or have been told
about) these combinations of letters used at one time or another in magazines,
newspapers, handbooks, etc. They apply to personal computers, multimedia,
communications, programming, networking, etc......you name it. This glossary can
never be considered complete and that is why I now request your help. Look over the
definitions and let me have your feedback. If you have ever seen letter combinations
that you also did not understand, please drop me a note at the address below. Also, if
you find an errors, obsolete information or can suggest any additions or deletions, they
will be most welcome. If you can help, you have my thanks in advance.
Keep BABEL on your computer or print it out and keep it on your desk. Either way,
you will have an outstanding reference.
BABEL is revised three times a year, in January, May and September so as to keep you
up-to-date. You may download the latest version of BABEL from your favorite BBS or
from the Internet. See APPENDIX A for description of methods that may be used to
obtain BABEL via the Internet...NOTE CHANGES TO RECEIVE LATEST VERSIONS!
Letter groups followed with “ * “ were used before 1965. At some of these, I have
noted historical information. For a brief interpretation of “smiley faces” and other
informal expressions used in electronic mail messages, see APPENDIX B. For a partial
list of Country Domain Names, see APPENDIX C.
BABEL is not public domain. Permission is hereby granted to any individual or
public institution to redistribute BABEL; only in its entirety and provided it is
distributed without ANY modification to also include this opening page, copyright and
version notices, and format. It may not be incorporated into any other document, or
published, or sold (for profit or otherwise), without my express written permission. Any
questions concerning these restrictions should only be made in writing and mailed to
address shown below.
And please remember to ECAL.
Irving Kind
Internet: ikind@mcimail.com
c/o K & D
One Church Lane
Baltimore, MD 21208
Jan 1996 version = BABEL96A
May 1996 version = BABEL96B
Sep 1996 version = BABEL96C

Jan 1997 version = BABEL97A
May 1997 version = BABEL97B
Sep 1997 version = BABEL97C

Glossary of operating systems terms
From Wikipedia, the free encyclopedia
https://en.wikipedia.org/w/index.php?title=Glossary_of_operating_systems_terms&oldid=762100220

access token: In Microsoft Windows operating systems, an access token
contains the security credentials for a login session and identifies the user, the user's
groups, the user's privileges, and, in some cases, a particular application.
•

•

binary semaphore: See semaphore.

booting: In computing, booting (also known as booting up) is the initial set of
operations that a computer system performs after electrical power to the CPU is
switched on or when the computer is reset. On modern general purpose computers, this
can take tens of seconds and typically involves performing a power-on self-test, locating
and initializing peripheral devices, and then finding, loading and starting the operating
system.
•

cache: In computer science, a cache is a component that transparently stores
data so that future requests for that data can be served faster. The data that is stored
within a cache might be values that have been computed earlier or duplicates of original
values that are stored elsewhere.
•

cloud: Cloud computing operating systems are recent, and were not mentioned
in Gagne's 8th Edition (2009).[3] In contrast, by Gagne's 9th (2012), cloud o/s received 3
pages of coverage (41, 42, 716). Doeppner (2011) mentions them (p. 3), but only to prove
that operating systems "are not a solved problem" and that even if the day of the
dedicated PC is waning, cloud computing has created an entirely new opportunity for
o/s development ala sharing, networks, memory, parallelism, etc. Gagne (2012) adds
that in addition to numerous traditional o/s's at cloud warehouses, Virtual machine o/s
(VMMs), Eucalyptus, Vware, vCloud Director and others are being developed
specifically for cloud management with numerous traditional o/s features (security,
threads, file and memory management, guis, etc.) (p. 42). Microsoft's investment in
cloud aspects of o/s tend to support that argument.[4]
•

•

concurrency

daemon: Operating systems often start daemons at boot time and serve the
function of responding to network requests, hardware activity, or other programs by
performing some task. Daemons can also configure hardware (like udevd on some Linux
systems), run scheduled tasks (like cron), and perform a variety of other tasks.
•

kernel: In computing, the kernel is a computer program that manages
input/output requests from software and translates them into data processing
instructions for the central processing unit and other electronic components of a
computer. The kernel is a fundamental part of a modern computer's operating system.
•

lock: In computer science, a lock or mutex (from mutual exclusion) is a
synchronization mechanism for enforcing limits on access to a resource in an
•

environment where there are many threads of execution. A lock is designed to enforce a
mutual exclusion concurrency control policy.
mutual exclusion: Mutual exclusion is to allow only one process at a time to
access the same critical section (a part of code which accesses the critical resource). This
helps prevent race conditions.
•

•

mutex: See lock.

•

paging daemon: See daemon.

semaphore: In computer science, particularly in operating systems, a
semaphore is a variable or abstract data type that is used for controlling access, by
multiple processes, to a common resource in a parallel programming or a multi user
environment.
•

thread: In computer science, a thread of execution is the smallest sequence of
programmed instructions that can be managed independently by an operating system
scheduler. The scheduler itself is a light-weight process. The implementation of threads
and processes differs from one operating system to another, but in most cases, a thread
is contained inside a process.
•

templating: In an o/s context, templating refers to creating a single virtual
machine image as a guest operating system, then saving it as a tool for multiple running
virtual machines (Gagne, 2012, p. 716). The technique is used both in virtualization and
cloud computing management, and is common in large server warehouses.
•
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Information technology acronyms
From Wikipedia, the free encyclopedia
https://en.wikipedia.org/w/index.php?title=List_of_information_technology_acronyms&oldid=772989043

The table below lists initialisms and acronyms in common and current usage by
members of the Information Technology community. These acronyms are used to
discuss LAN, internet, WAN, routing and switching protocols, and their applicable
organizations.[1][2][3] The table contains only current, common, non-proprietary
acronyms that are specific to Information Technology.
Acronym

Meaning

Primary
Applicability[4]

Normative Reference

ACK

Acknowledgement

Transport and other
layers

TCP/IP, for example. RFC 793

ACL

Access control list

Security, application
layer

Access control list, Cisco
overview

ADSL

Asymmetric digital subscriber line

Telecom

ITU-T G.992.5 Annex M, for
example

AES

Advanced Encryption Standard

Security

U.S. FIPS PUB 197

ANSI

American National Standards Institute

Organization

ANSI

ARP

Address Resolution Protocol

Link layer

RFC 1122

ATM

Asynchronous Transfer Mode

Telecom

ATM cell description

BGP

Border Gateway Protocol (routing protocol)

Application layer,
Routers

RFC 4271

BSS

Basic service set (Wi-Fi)

Wireless

IEEE Std 802.11-2007

CAT

Category (e.g. CAT-5 cable)

Physical layer

ANSI/TIA/EIA-568-B.1-2001

CCITT
(obs.)

Standards organization that has been replaced
Organization
by ITU-T

ITU-T

CHAP

Challenge-Handshake Authentication
Protocol (PPP)

Security, telecom

RFC 1994

CIDR

Classless Inter-Domain Routing

Architecture

RFC 1518 RFC 1519

CIR

Committed Information Rate (Frame Relay)

Telecom

RFC 1490 RFC 1973 RFC 2427

CLI

Command line interpreter

Hardware

Catalyst 6500 Series Command
Reference, 7.6, for example

CPE

Customer premises equipment

Telecom

Telecom Glossary

CPU

Central processing Unit

Microprocessor

Wikipedia

CRC

Cyclical redundancy check

Link and other layers

24 References here.

CRC-16CCITT

Cyclical redundancy check (X.25, HDLC)

Link layers

Reference on CRC page.

CSMA/CA

Carrier sense multiple access / collision
avoidance

Wireless

IEEE Std 802.11 Downloads

CSMA/CD

Carrier sense multiple access / collision
detection

Physical layer

IEEE Std 802.3TM-2002

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

CSU/DSU

Channel service unit / data service unit

Telecom

Telecom Glossary

DCE

Data communications equipment

Telecom

Telecom Glossary

DEC (obs.)

Digital Equipment Corporation

Organization

Purchased by Compaq in 1998.
Merged with Hewlett-Packard
2002.

DES

Data Encryption Standard (obs. See AES)

Security

Federal Information Processing
Standard (FIPS) FIPS-46-3

DHCP

Dynamic Host Configuration Protocol

Application layer,
Internet Layer

RFC 2131 and others

DNS

Domain Name System

Application layer

Over 30 RFCs here.

DRAM

Dynamic random-access memory

Hardware

DSL

Digital Subscriber Line

Telecom

Telecom Glossary

DSLAM

Digital Subscriber Line Access Multiplexor

Telecom

Telecom Glossary (proposed)

DTE

Data Terminal Equipment

Telecom

Telecom Glossary

EHA

Ethernet Hardware Address (MAC address)

Link layer

IEEE Std 802 IEEE OUI
Assignments

EIA

Electronics Industry Alliance

Organization

EIA

EIGRP

Enhanced Interior Gateway Routing Protocol Internet Layer

Cisco Doc ID: 16406

EOF

End Of Frame (HDLC, etc.)

Link layer

HDLC framing

ESS

Extended service set (Wi-Fi group)

Wireless

IEEE Std 802.11-2007

FCC

Federal Communications Commission (US)

Organization

US FCC

FCS

Frame check sequence (Ethernet)

Link layer

Ethernet Frame IEEE Std 802.3

FDDI

Fiber Distributed Data Interface

Link layer

American National Standards
Institute X3T9.5 (now X3T12),
ISO/IEC 9314-x

FTP

File Transfer Protocol

Application layer

RFC 959 and others

GBIC

Gigabit interface converter

Hardware

Seagate Specification

Gbps

Gigabit per second

Physical layer

Gigabit per second

GEPOF

Gigabit Ethernet (over) Plastic Optical Fiber

Physical layer

IEEE P802.3bv

HDLC

High-level Data Link Control

Link layer

ISO 13239

HTTP

HyperText Transfer Protocol

Application layer

W3C Change History for HTTP

HTTPS

HyperText Transfer Protocol Secure

Transport and other
layers

SSL 3.0 Specification

IANA

Internet Assigned Number Authority

Organization

IANA

ICMP

Internet Control Message Protocol

Internet Layer

RFC 792

IDF

Intermediate distribution frame

Physical layer

Structured cabling or Telecom
Glossary

IDS

Intrusion Detection

IEEE

Institute for Electrical and Electronic
Engineers

Organization

IEEE

IETF

Internet Engineering Task Force

Organization

IETF

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

IMAP

Internet Message Access Protocol

Application layer

RFC 3501

IP

Internet Protocol

Internet Layer

RFC 791 RFC 1606

IPS

Intrusion prevention system

Security

"NIST - Guide to Intrusion
Detection and Prevention
Systems (IDPS)". 2007-02.
Retrieved 2010-08-24.

IS-IS

Intermediate System to Intermediate System
(routing protocol)

Internet Layer

ISO/IEC 10589:2002

ISDN

Integrated Services Digital Network

Telecom

IEC Area 716-xx

ISP

Internet service provider

Telecom

Telecom Glossary

ITU-T

International Telecommunications Union

Organization

http://www.itu.int

kbps

Kilobit per second

Physical layer

Kilobit_per_second

LACP

Link Aggregation Control Protocol

Data link layer

LAN

Local area network

Link and other layers

Telecom Glossary

LAPB

Link Access Procedure, Balanced (x.25)

Telecom

ITU-T Recommendation X.222

LAPF

Link-access procedure for frame relay

Telecom

RFC 1490

LLC

Logical link control

Link layer

Telecom Glossary

MAC

Media access control

Link layer

IEEE Std 802.3 and 802.11, for
example

MAN

Metropolitan area network

Telecom

Telecom Glossary

Mbps

Megabits per second

Physical layer

Megabit_per_second

MC

Multiple choice

IT Professional
Certification

About certification exams

MDF

Main distribution frame

Physical layer

Glossary See also Structured
cabling

MIB

Management information base (SNMP)

Application layer

RFC 3418

MoCA

Multimedia over Coax Alliance

Organization

Multimedia over Coax Alliance

MPLS

Multiprotocol Label Switching

network technology

MTU

Maximum Transmission Unit

Multiple layers

NAC

Network access control

Link and other layers

IEEE 802.1x

NAT

Network Address Translation

Internet Layer

Cisco Internet Protocol Journal:
A look Inside Network Address
Translators

NBMA

Non-Broadcast Multiple Access (e.g. Frame
Relay ATM)

Telecom

See ATM, Frame Relay and
X.25, for examples.

NIC

Network Interface Card

Physical layer

Telecom Glossary

NRZ

Non-return-to-zero

Physical layer

Federal Standard 1037C

NRZI

Non-return to zero inverted

Physical layer

Federal Standard 1037C

NVRAM

Non-volatile RAM

Hardware

Sample vendor data here

OSI

Open System Interconnect (joint ISO and
ITU standard)

Organization

ISO/IEC 9594-5:2005 Open
Systems Interconnection

Acronym

Meaning

Primary
Applicability[4]

Normative Reference
Protocol Specifications

OSPF

Open Shortest Path First (routing protocol)

Internet Layer

RFC 2238

OUI

Organization Unique Identifier

Link and other layers

IEEE OUI Assignments

PAP

Password authentication protocol

Security

RFC 1334

PAT

Port address translation

Internet Layer

RFC 1918

PC

Personal computer (host)

Hardware

PIM

Personal information manager

Software category

PIM

Privileged Identity Management

Software category

PCM

Pulse-code modulation

Physical layer

ITU-T G.711

PDU

Protocol data unit (such as segment, packet,
frame, etc.)

Multiple layers

Fed Std 1037C

POP3

Post Office Protocol, version 3

Application layer

RFC 1939

POP

Point of presence

Telecom

Telecom Glossary

POST

Power-on self test

Hardware

Cisco Catalyst 2800 User Guide,
for example

POTS

Plain old telephone service

Telecom

Telecom Glossary

PPP

Point-to-point Protocol

Telecom

RFC 1661

PPTP

Point-to-Point Tunneling Protocol

Telecom

RFC 2637

PTT

Public Telephone and Telegraph

Telecom

Telecom Glossary or Free
Dictionary

PVST

Per-VLAN Spanning Tree

Link layer

Cisco's introduction to Spanning
Tree Protocol

RADIUS

Remote Authentication Dial-In User Service Security

RFC 2865

RAM

Random Access Memory

Physical layer

Telecom Glossary

RARP

Reverse ARP

Link layer

RFC 903

RFC

Request for Comments

Multiple layers

IETF's RFC Index

RIP

Routing Information Protocol

Internet Layer

RFC 2453, for RIP version 2

RLL

Run-Length Limited

Physical layer

RLL is used in a wide range of
encodings.

ROM

Read-Only Memory

Hardware

Telecom Glossary

RSTP

Rapid Spanning Tree Protocol

Link layer

IEEE 802.1w - Rapid
Reconfiguration of Spanning
Tree

RTP

Real-time Transport Protocol

Application layer

RFC 3550

RCP

Royal College of Physicians

Gibson layer

RFC 69

SDLC

Synchronous Data Link Control

Link layer

Cisco Technology Handbook:
SDLC and Derivatives

SFD

Start-of-frame delimiter (Ethernet, HDLC,
etc.)

Link layer

IEEE 802.3 (Ethernet), or RFC
2687 (HDLC), for examples

SFP

Small form-factor pluggable

Hardware

Seagate Specification

S-HTTP

Secure HTTP (rarely used)

Transport and other

RFC 2660 See also https

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

layers
SLARP

Serial Line ARP (Address Resolution
Protocol)

Link and other layers

Archived Cisco Serial Line
Encapsulation extension

SLIP

Serial Line Internet Protocol (obs.)

Telecom

RFC 1055

SMTP

Simple Mail Transfer Protocol

Application layer

RFC 5321

SNA

Systems Network Architecture (IBM)

Multiple layers

SNA Protocol Suite

SNAP

SubNet Access Protocol

Link layer

IEEE 802 Overview and
Architecture

SNMP

Simple Network Management Protocol

Application layer

RFC 1155, RFC 3410 thru RFC
3418 and others

SOF

Start of frame

Link layer

IEEE 802.3 (Ethernet), or RFC
2687 (HDLC), for examples

SRAM

Static random access memory

Hardware

PC Guide's Definition

SSH

Secure shell

Application layer

RFC 4252

SSID

Service set identifier (Wi-Fi)

Wireless

IEEE 802.11

STP

Spanning Tree Protocol

Link layer

Cisco's Introduction to Spanning
Tree Protocol

SYN (TCP)

Synchronization

Link and other layers

RFC 793 and many others

TCP/IP

Transmission Control Protocol/Internet
Protocol

Transport layer

RFC 793 and many others

TDM

Time-division multiplexing

Physical layer

Fed Std 1037C

TFTP

Trivial File Transfer Protocol

Application layer

RFC 1350

TIA

Telecommunications Industry Alliance

Organization

Telecommunications Industry
Association

TOFU

Trust On First Use

Security

Improving SSH-style Host
Authentication with Multi-Path
Probing

UDP

User Datagram Protocol

Transport layer

RFC 768

USB

Universal Serial Bus

Physical and other
layers

USB 3.0 Specification

UTP

Unshielded twisted pair

Physical

Many versions are defined by
TIA, such as: TIA-568-B

VC

Virtual circuit

Transport and other
layers

Telecom Glossary

VLAN

Virtual local area network

Link layer

IEEE 802.1Q

VLSM

Variable-length subnet masking

Architecture

RFC 1518 RFC 1519

VPN

Virtual private network

Application layer

Virtual Private Network
Consortium

W3C

World Wide Web Consortium

Organization

W3C

WAN

Wide-area network

Telecom

Telecom Glossary

WEP

Wired Equivalent Privacy

Wireless

IEEE 802.11

Wi-Fi

IEEE 802.11 (Wi-Fi Alliance)

Wireless

Wi-Fi Alliance

Acronym

Meaning

Primary
Applicability[4]

Normative Reference

WPA

Wi-Fi Protected Access

Security

IEEE 802.11i

www

World Wide Web

Architecture

W3C Consortium
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access token: In Microsoft Windows operating systems, an access token
contains the security credentials for a login session and identifies the user, the user's
groups, the user's privileges, and, in some cases, a particular application.
•

•

binary semaphore: See semaphore.

booting: In computing, booting (also known as booting up) is the initial set of
operations that a computer system performs after electrical power to the CPU is
switched on or when the computer is reset. On modern general purpose computers, this
can take tens of seconds and typically involves performing a power-on self-test, locating
and initializing peripheral devices, and then finding, loading and starting the operating
system.
•

cache: In computer science, a cache is a component that transparently stores
data so that future requests for that data can be served faster. The data that is stored
within a cache might be values that have been computed earlier or duplicates of original
values that are stored elsewhere.
•

cloud: Cloud computing operating systems are recent, and were not mentioned
in Gagne's 8th Edition (2009).[3] In contrast, by Gagne's 9th (2012), cloud o/s received 3
pages of coverage (41, 42, 716). Doeppner (2011) mentions them (p. 3), but only to prove
that operating systems "are not a solved problem" and that even if the day of the
dedicated PC is waning, cloud computing has created an entirely new opportunity for
o/s development ala sharing, networks, memory, parallelism, etc. Gagne (2012) adds
that in addition to numerous traditional o/s's at cloud warehouses, Virtual machine o/s
(VMMs), Eucalyptus, Vware, vCloud Director and others are being developed
specifically for cloud management with numerous traditional o/s features (security,
threads, file and memory management, guis, etc.) (p. 42). Microsoft's investment in
cloud aspects of o/s tend to support that argument.[4]
•

•

concurrency

daemon: Operating systems often start daemons at boot time and serve the
function of responding to network requests, hardware activity, or other programs by
performing some task. Daemons can also configure hardware (like udevd on some Linux
systems), run scheduled tasks (like cron), and perform a variety of other tasks.
•

kernel: In computing, the kernel is a computer program that manages
input/output requests from software and translates them into data processing
instructions for the central processing unit and other electronic components of a
computer. The kernel is a fundamental part of a modern computer's operating system.
•

lock: In computer science, a lock or mutex (from mutual exclusion) is a
synchronization mechanism for enforcing limits on access to a resource in an
•

environment where there are many threads of execution. A lock is designed to enforce a
mutual exclusion concurrency control policy.
mutual exclusion: Mutual exclusion is to allow only one process at a time to
access the same critical section (a part of code which accesses the critical resource). This
helps prevent race conditions.
•

•

mutex: See lock.

•

paging daemon: See daemon.

semaphore: In computer science, particularly in operating systems, a
semaphore is a variable or abstract data type that is used for controlling access, by
multiple processes, to a common resource in a parallel programming or a multi user
environment.
•

thread: In computer science, a thread of execution is the smallest sequence of
programmed instructions that can be managed independently by an operating system
scheduler. The scheduler itself is a light-weight process. The implementation of threads
and processes differs from one operating system to another, but in most cases, a thread
is contained inside a process.
•

templating: In an o/s context, templating refers to creating a single virtual
machine image as a guest operating system, then saving it as a tool for multiple running
virtual machines (Gagne, 2012, p. 716). The technique is used both in virtualization and
cloud computing management, and is common in large server warehouses.
•
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